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The latest version of this manual is available online as a PDF, as single page
HTML and also as multiple pages within the website.

1 FireHOL Reference

1.1 'Who should read this manual

This is a reference guide with specific detailed information on commands and
configuration syntax for the FireHOL tool. The reference is unlikely to be suitable
for newcomers to the tools, except as a means to look up more information on a
particular command.

For tutorials and guides to using FireHOL and FireQOS, please visit the website.

1.2 Where to get help

The FireHOL website.
The mailing lists and archives.

The package comes with a complete set of manpages, a README and a brief
INSTALL guide.

1.3 Installation

You can download tar-file releases by visiting the FireHOL website download
area.

Unpack and change directory with:

tar xfz firehol-version.tar.gz
cd firehol-version

From version 3.0.0 it is no longer recommended to install firehol by copying files,
since a function library is now used, in addition to the scripts.

Options for the configure program can be seen in the INSTALL file and by
running:

./configure --help
To build and install taking the default options:
./configure && make && sudo make install

To not have files appear under /usr/local, try something like:


http://firehol.org/firehol-manual.pdf
http://firehol.org/firehol-manual.html
http://firehol.org/firehol-manual.html
http://firehol.org/firehol-manual/
http://firehol.org/
http://firehol.org/
http://lists.firehol.org/mailman/listinfo
http://firehol.org/download/
http://firehol.org/download/

./configure --prefix=/usr --sysconfdir=/etc --localstatedir=/var
make
make install

If your O/S does not usually have a /usr/libexec, you may want to add
—-libexecdir=/usr/lib to the configure.

All of the common SysVInit command line arguments are recognised which
makes it easy to deploy the script as a startup service.

Packages are available for most distributions and you can use your distribution’s
standard commands (e.g. aptitude, yum, etc.) to install these.

Note

Distributions do not always offer the latest version. You can see what
the latest release is on the FireHOL website.

1.4 Licence

This manual is licensed under the same terms as the FireHOL package, the GNU
GPL v2 or later.

This program is free software; you can redistribute it and/or modify it under
the terms of the GNU General Public License as published by the Free Software
Foundation; either version 2 of the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT
ANY WARRANTY; without even the implied warranty of MERCHANTABIL-
ITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU General
Public License for more details.

You should have received a copy of the GNU General Public License along with
this program; if not, write to the Free Software Foundation, Inc., 59 Temple
Place, Suite 330, Boston, MA 02111-1307 USA


http://firehol.org/

2 Setting up and running FireHOL

FireHOL is started and stopped using the firehol script. The default firewall
configuration is to be found in /etc/firehol/firehol.conf, with some behaviours
governed by variables in /etc/firehol/firehol-defaults.conf.

3 Primary commands

These are the primary packet filtering building blocks. Below each of these,
sub-commands can be added.

forbidden
command 4/6/46 params description
interface Y inface Define packet filtering blocks,
outface protecting the firewall host itself.
physout
router Y - Define packet filtering blocks,
protecting other hosts from routed
traffic.

4 Sub-commands

A rule in an interface or router definition typically consists of a subcommand
to apply to a service using one of the standard actions provided it matches
certain optional rule parameters. e.g.

server ssh accept src 10.0.0.0/8

The following sub-commands can be used below primary commands to form
rules.

forbidden
command 4/6/46 params description
client Y sport Allow access to a client running on
dport the interface or the protected
router hosts.
group Y - Define groups of commands that share
optional rule parameters. Groups can
be nested.
iptables N all A wrapper for the system iptables
ip6tables forbidden command, to add custom iptables

statements to a FireHOL firewall.



forbidden

command 4/6/46 params description
masquerade Y inface Change the source IP of packets
outface leaving outface, with the IP of the
interface they are using to leave.
policy N all Define the action to be applied on
forbidden packets not matched by any server

or client statements in the
interface or router.

protection N all Examine incoming packets per
forbidden interface or router and filter out
bad packets or limit request frequency.
server Y sport Allow access to a server running on
dport the interface or the protected
router hosts.
tcpmss Y all Set the MSS (Maximum Segment

forbidden Size) of TCP SYN packets routed
through the firewall.

5 Helper commands

The following commands are generally used to set things up before the first
primary command. Some can be used below an interface or router and
also appear in the subcommands table.

forbidden
command 4/6/46 params description
action Y - Define new actions that can
differentiate the final action based on
rules. action can be used to define
traps.
blacklist Y - Drop matching packets globally.
classify Y - Put matching traffic into the specified
traffic shaping class.
connmark Y - Set a stateful mark from the
connmark group.
cthelper 4/6 - Control connection tracking helpers.
dscp Y - Set the DSCP field of packets.
ipset 4/6 all Define ipsets. A wrapper for the
forbidden system ipset command to add ipsets

to a FireHOL firewall.
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forbidden

command 4/6/46 params description

iptables N all A wrapper for the system iptables

ip6tables forbidden command, to add custom iptables
statements to a FireHOL firewall.

iptrap 4/6 - Dynamically put IP addresses in an
ipset.

mac Y all Restricts an IP to a particular MAC

forbidden address.

mark Y - Set a stateful mark from the
usermark group.

masquerade Y - Change the source IP of packets
leaving outface, with the IP of the
interface they are using to leave.

dnat Y - Change the destination IP or port of
packets received, to fixed values or
fixed ranges. dnat can be used to
implement load balancers.

snat Y - Change the source IP or port of
packets leaving, to fixed values or
fixed ranges.

redirect Y - Redirect packets to the firewall host,

transparent_ proxy Y
Synproxy Y
tcpmss Y
tos Y
tosfix Y
version N

see notes

all
forbidden

all
forbidden
all
forbidden

possibly changing the destination port.
Can support load balancers if multiple
daemons run on localhost.

Set up a transparent TCP, HTTP or
squid proxy.

Configure synproxy.

Set the MSS (Maximum Segment
Size) of TCP SYN packets routed
through the firewall.

Set the Type of Service (TOS) of
packets.

Apply suggested TOS values to
packets.

Specify a version number for the
configuration file.
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6 Manual Pages in Alphabetical Order

6.1 firehol(1)

6.1.1 NAME

firehol - an easy to use but powerful iptables stateful firewall

6.1.2 SYNOPSIS

firehol
sudo -E firehol panic [ IP |
firehol command [ — conf-arg. .. ]

firehol CONFIGFILE [start|debug|try] [~ conf-arg. .. ]

6.1.3 DESCRIPTION

Running firehol invokes iptables(8) to manipulate your firewall.
Run without any arguments, firehol will present some help on usage.

When given CONFIGFILE, firehol will use the named file instead of
/etc/firehol/firehol.conf as its configuration. If no command is given,
firehol assumes try.

It is possible to pass arguments for use by the configuration file separating any
conf-arg values from the rest of the arguments with --. The arguments are
accessible in the configuration using standard bash(1) syntax e.g. $1, $2, etc.

6.1.3.1 PANIC

To block all communication, invoke firehol with the panic command.

FireHOL removes all rules from the running firewall and then DROPs all traffic on
all iptables(8) tables (mangle, nat, filter) and pre-defined chains (PREROUTING,
INPUT, FORWARD, OUTPUT, POSTROUTING).

12



DROPing is not done by changing the default policy to DROP, but by adding
one rule per table/chain to drop all traffic. This allows systems which do not
reset all the chains to ACCEPT when starting to function correctly.

When activating panic mode, FireHOL checks for the existence of the
SSH_CLIENT shell environment variable, which is set by ssh(1). If it finds
this, then panic mode will allow the established SSH connection specified in this
variable to operate.

Note

In order for FireHOL to see the environment variable you must ensure
that it is preserved. For sudo(8) use the -E and for su(1) omit the -
(minus sign).

If SSH_CLIENT is not set, the IP after the panic argument allows you to give
an IP address for which all established connections between the IP address and
the host in panic will be allowed to continue.

6.1.4 COMMANDS

start; restart Activates the firewall using /etc/firehol/firehol.conf.

Use of the term restart is allowed for compatibility with common init
implementations.

try Activates the firewall, waiting for the user to type the word commit. If this
word is not typed within 30 seconds, the previous firewall is restored.

stop Stops a running iptables(8) firewall by clearing all of the tables and chains
and setting the default policies to ACCEPT. This will allow all traffic to
pass unchecked.

condrestart Restarts the FireHOL firewall only if it is already active. This
is the generally expected behaviour (but opposite to FireHOL prior to
2.0.0-pred).

status Shows the running firewall, using /sbin/iptables -nxvL | less.

save Start the firewall and then save it using iptables-save(8) to the location
given by FIREHOL__AUTOSAVE. See firehol-defaults.conf(5) for more
information.

The required kernel modules are saved to an executable shell script
/var/spool/firehol/last_save_modules.sh, which can be called dur-
ing boot if a firewall is to be restored.

Note
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External changes may cause a firewall restored after a reboot to
not work as intended where starting the firewall with FireHOL
will work.

This is because as part of starting a firewall, FireHOL checks
some changeable values. For instance the current kernel configu-
ration is checked (for client port ranges), and RPC servers are
queried (to allow correct functioning of the NFS service).

debug Parses the configuration file but instead of activating it, FireHOL shows

the generated iptables(8) statements.

explain Enters an interactive mode where FireHOL accepts normal configura-

tion commands and presents the generated iptables(8) commands for each
of them, together with some reasoning for its purpose.

Additionally, FireHOL automatically generates a configuration script based
on the successful commands given.

Some extra commands are available in explain mode.

help Present some help
show Present the generated configuration
quit Exit interactive mode and quit

helpme; wizard Tries to guess the FireHOL configuration needed for the

current machine.

FireHOL will not stop or alter the running firewall. The configuration
file is given in the standard output of firehol, thus firehol helpme >
/tmp/firehol.conf will produce the output in /tmp/firehol.conf.

The generated FireHOL configuration must be edited before use on your
systems. You are required to take a number of decisions; the comments in
the generated file will instruct you in the choices you must make.

6.1.5 FILES

/etc/firehol/firehol.conf

6.1.6 SEE ALSO

firehol.conf(5) - FireHOL configuration
firehol-defaults.conf(5) - control variables
FireHOL Website

FireHOL Online PDF Manual
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http://firehol.org/firehol-manual.pdf

e FireHOL Online Documentation
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http://firehol.org/documentation/

6.2 firehol.conf(5)

6.2.1 NAME

firehol.conf - FireHOL configuration

6.2.2 DESCRIPTION

/etc/firehol/firehol.conf is the default configuration file for firehol(1). It
defines the stateful firewall that will be produced.

A configuration file starts with an optional version indicator which looks like
this:

version 6
See firehol-version(1) for full details.

A configuration file contains one or more interface definitions, which look like
this:

interface ethO lan
client all accept # This host can access any remote service
server ssh accept # Remote hosts can access SSH on local server
# ...

The above definition has name “lan” and specifies a network interface (eth0). A
definition may contain zero or more subcommands. See firehol-interface(5) for
full details.

By default FireHOL will try to create both IPv4 and IPv6 rules for each interface.
To make this explicit or restrict which rules are created write both interface,
ipv4 interface or ipv6 interface.

Note that IPv6 will be disabled silently if your system is not configured to use
it. You can test this by looking for the file /proc/net/if_inet6. The IPv6
HOWTO has more information.

A configuration file contains zero or more router definitions, which look like
this:

DMZ_IF=ethO

WAN_IF=ethl

router wan2dmz inface ${WAN_IF} outface ${DMZ_IF}
route http accept # Hosts on WAN may access HTTP on hosts in DMZ
server ssh accept # Hosts on WAN may access SSH on hosts in DMZ
client pop3 accept # Hosts in DMZ may access POP3 on hosts on WAN
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# ...

The above definition has name “wan2dmz” and specifies incoming and outgoing
network interfaces (ethl and eth0) using variables. A definition may contain zero
or more subcommands. Note that a router is not required to specify network
interfaces to operate on. See firehol-router(5) for full details.

By default FireHOL will try to create both IPv4 and IPv6 rules for each router.
To make this explicit or restrict which rules are created write both router,
ipv4 router or ipv6 router.

It is simple to add extra service definitions which can then be used in the same
way as those provided as standard. See ADDING SERVICES.

The configuration file is parsed as a bash(1) script, allowing you to set up and
use variables, flow control and external commands.

Special control variables may be set up and used outside of any definition, see
firehol-defaults.conf(5) as can the functions in CONFIGURATION HELPER
COMMANDS and HELPER COMMANDS.

6.2.3 VARIABLES AVAILABLE

The following variables are made available in the FireHOL configuration file and
can be accessed as ${ VARIABLE}.

UNROUTABLE_IPS This variable includes the IPs from both PRI-
VATE TIPS and RESERVED IPS. It is useful to restrict traffic on
interfaces and routers accepting Internet traffic, for example:

interface ethO internet src not "${UNROUTABLE_IPS}"

PRIVATE_ IPS This variable includes all the IP addresses defined as Private
or Test by RFC 3330.

You can override the default values by creating a file called
/etc/firehol/PRIVATE_IPS.

RESERVED_ IPS This variable includes all the IP addresses defined by IANA

as reserved.

You can override the default values by creating a file called
/etc/firehol/RESERVED_IPS.

Now that IPv4 address space has all been allocated there is very little
reason that this value will need to change in future.

MULTICAST_IPS This variable includes all the IP addresses defined as
Multicast by RFC 3330.
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You can override the default values by creating a file called
/etc/firehol/MULTICAST_IPS.

6.2.4 ADDING SERVICES

To define new services you add the appropriate lines before using them later in
the configuration file.

The following are required:
server__myservice_ports="*“proto/sports”

client_ myservice_ports=*“cports”

YW MW

proto is anything iptables(8) accepts e.g. “tcp”, “udp”, “icmp”, including numeric
protocol values.

sports is the ports the server is listening at. It is a space-separated list of port
numbers, names and ranges (from:to). The keyword any will match any server
port.

cports is the ports the client may use to initiate a connection. It is a
space-separated list of port numbers, names and ranges (from:to). The
keyword any will match any client port. The keyword default will match
default client ports. For the local machine (e.g. a client within an
interface) it resolves to sysctl(8) variable net.ipv4.ip_local_port_range (or
/proc/sys/net/ipv4/ip_local_port_range). For a remote machine (e.g. a
client within an interface or anything in a router) it resolves to the variable
DEFAULT CLIENT_ PORTS (see firechol-defaults.conf(5)).

The following are optional:
require__myservice_ modules=“modules”
require__myservice_ nat_ modules=“nat-modules”

The named kernel modules will be loaded when the definition is used. The
NAT modules will only be loaded if FIREHOL_ NAT is non-zero (see firehol-
defaults.conf(5)).

For example, for a service named daftnet that listens at two ports, port 1234
TCP and 1234 UDP where the expected client ports are the default random
ports a system may choose, plus the same port numbers the server listens at,
with further dynamic ports requiring kernel modules to be loaded:

# Setup service
server_daftnet_ports="tcp/1234 udp/1234"
client_daftnet_ports="default 1234"
require_daftnet_modules="ip_conntrack_daftnet"
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require_daftnet_nat_modules="ip_nat_daftnet

interface ethO lan0
server daftnet accept

interface ethl lanl
client daftnet reject

router lan2lan inface ethO outface ethil
route daftnet accept

Where multiple ports are provides (as per the example), FireHOL simply deter-
mines all of the combinations of client and server ports and generates multiple
iptables(8) statements to match them.

To create more complex rules, or stateless rules, you will need to create a bash
function prefixed rules_ e.g. rules_myservice. The best reference is the many
such functions in the main firehol(1) script.

When adding a service which uses modules, or via a custom function, you may
also wish to include the following:

ALL_SHOULD_ALSO_RUN=“${ALL_SHOULD_ALSO_RUN}
myservice”

which will ensure your service is set-up correctly as part of the all service.
Note

To allow definitions to be shared you can instead create files and
install them in the /etc/firehol/services directory with a .conf
extension.

The first line must read:
#FHVER: 1:213

1 is the service definition API version. It will be changed if the API
is ever modified. The 213 originally referred to a FireHOL 1.x minor
version but is no longer checked.

FireHOL will refuse to run if the API version does not match the

expected one.

6.2.5 DEFINITIONS

o firehol-interface(5) - interface definition
o firehol-router(5) - router definition
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6.2.6 SUBCOMMANDS

firehol-policy(5) - policy command
firehol-protection(5) - protection command
firehol-server(5) - server, route commands
firehol-client(5) - client command
firehol-group(5) - group command

6.2.7 HELPER COMMANDS

These helpers can be used in interface and router definitions as well as before
them:

e firehol-iptables(5) - iptables helper
e firehol-masquerade(5) - masquerade helper

This helper can be used in router definitions as well as before any router or
interface:

e firehol-tcpmss(5) - tcpmss helper

6.2.8 CONFIGURATION HELPER COMMANDS

These helpers should only be used outside of interface and router definitions
(i.e. before the first interface is defined).

firehol-version(5) - version config helper
firehol-action(5) - action config helper
firehol-blacklist(5) - blacklist config helper
firehol-classify(5) - classify config helper
firehol-connmark(5) - connmark config helper
firehol-dscp(5) - dscp config helper
firehol-mac(5) - mac config helper
firehol-mark(5) - mark config helper
firehol-nat(5) - nat, snat, dnat, redirect helpers
firehol-proxy(5) - transparent proxy/squid helpers
firehol-tos(5) - tos config helper
firehol-tosfix(5) - tosfix config helper
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6.2.9 SEE ALSO

firehol(1) - FireHOL program
firehol-defaults.conf(5) - control variables
firehol-services(5) - services list
firehol-actions(5) - actions for rules
FireHOL Website

FireHOL Online PDF Manual

FireHOL Online Documentation
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6.3 firehol-action(5)

6.3.1 NAME

firehol-action - set up custom filtering actions

6.3.2 SYNOPSIS

action name [table table_name] type type params [ next [ type type params |
next ... || ]

6.3.3 DESCRIPTION

The action helper creates custom actions that can be used everywhere in
FireHOL, like this:

action ACT1 chain accept

interface any world
server smtp ACT1

router myrouter
policy ACT1

The action helper allows linking multiple actions together and having some
logic to select which action to execute, like this:

action ACT1 \
rule src 192.168.0.0/16 action reject \
next rule dst 192.168.0.0/16 action reject \
next rule inface eth2 action drop \
next rule outface eth2 action drop \
next action accept

interface any world
server smtp ACT1

router myrouter
policy ACT1

There is no limit on the number of actions that can be linked together.
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type can be chain or action (chain and action are aliases), rule, iptrap,
ipuntrap or sockets_suspects_trap.

6.3.3.1 Chain type actions

This is the simpler action. It creates an iptables(8) chain which can be used to
control the action of other firewall rules once the firewall is running.

For example, you can setup the custom action ACT1, which by default is
ACCEPT, but can be dynamically changed to DROP, REJECT or RETURN
(and back) without restarting the firewall.

The name can be any chain name accepted by iptables. You should try to keep
it within 5 and 10 characters.

Note
The names created with this command are case-sensitive.

The action can be any of those supported by FireHOL (see firehol-actions(5)).
Only ACCEPT, REJECT, DROP, RETURN have any meaning in this instance.

Once the firewall is running you can dynamically modify the behaviour of the
chain from the Linux command-line, as detailed below:

action ACT1 chain accept
interface any world

server smtp ACT1
client smtp ACT1

To insert a DROP action at the start of the chain to override the default action
(ACCEPT):

iptables -t filter -I ACT1 -j DROP

To delete the DROP action from the start of the chain to return to the default
action:

iptables -t filter -D ACT1 -j DROP
Note

If you delete all of the rules in the chain, the default will be to
RETURN, in which case the behaviour will be as if any rules with
the action were not present in the configuration file.

6.3.3.2 Rule type actions

23



rule type actions define a few conditions that will lead to an action.

All optional rule parameters FireHOL supports can be used here (see firehol-
params(5)).

action ACT1 \
rule inface ethO action accept
next rule outface ethO action accept
next action reject

interface any world
server smtp ACT1

In the above example the smtp server can only be accessed from ethO0.

It is important to remember that actions will be applied for all the traffic, both
requests and replies. The type of traffic can be filtered with the state optional
rule parameter, like this:

action ACT1 \
rule inface ethO state NEW action reject
next action accept

interface any world
server smtp ACT1
client smtp ACT1

In the above example, the smtp server will not accept NEW connections from ethO,
but the smtp client will be able to connect to servers on eth0O (and everywhere
else).

6.3.3.3 iptrap type actions

iptrap (see firehol-iptrap(5)) is a helper than copies (traps) an IP to an ipset
(see firehol-ipset(5)). It does not perform any action on the traffic.

Using the iptrap action, the iptrap helper can be linked to filtering actions,
like this:

# a simple version of TRAP_AND_REJECT
# this uses just 2 ipsets, one for counting packets (policytrap)
# and one to store the banned IPs (trap).
# it also needs a ipset called whitelist, for excluded source IPs.
# it will ban IPs when they have 50+ reject packets
action4 TRAP_AND_REJECT \
rule iptrap src policytrap 30 inface "${wan}" \
src not "${UNROUTABLE_IPS} ipset:whitelist" \
state NEW log "POLICY TRAP" \
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next iptrap trap src 86400 \

state NEW log "POLICY TRAP - BANNED" \

ipset policytrap src no-counters packets-above 50 \
next action reject

# a complete TRAP_AND_REJECT
# this uses 3 ipset, one for keeping track of the rejected sockets
# per source IP (called ’sockets’), one for counting the sockets
# per source IP (called ’suspects’) and one to store the banned IPs
# (called ’trap’).
# it also needs a ipset called whitelist, for excluded source IPs.
# it will ban IPs when they have 3 or more rejected sockets
action4 TRAP_AND_REJECT \
iptrap sockets src,dst,dst 3600 method hash:ip,port,ip counters \
state NEW log "TRAP AND REJECT - NEW SOCKET" \
inface "${wan}" \
src not "${UNROUTABLE_IPS} ipset:whitelist" \
next iptrap suspects src 3600 counters \
state NEW log "TRAP AND REJECT - NEW SUSPECT" \
ipset sockets src,dst,dst no-counters packets 1 \
next iptrap trap src 86400 \
state NEW log "TRAP AND REJECT - BANNED" \
ipset suspects src no-counters packets-above 2 \
next action REJECT

interface any world
policy TRAP_AND_REJECT
protection bad-packets

router wan2lan inface "${wan}" outface "${lan}"
policy TRAP_AND_REJECT
protection bad-packets

Since we used the action TRAP__AND_REJECT as an interface policy, it will
get all the traffic not accepted, rejected, or dropped by the server and client
statements.

For all these packets, the action TRAP__AND_REJECT will first check that
they are coming in from wan0, that their src IP is not in UNROUTABLE_IPS list
and in the whitelist ipset, that they are NEW connections, and if all these
conditions are met, it will log with the tag POLICY TRAP and add the src IP of
the packets in the policytrap ipset for 30 seconds.

All traffic not matched by the above, will be just rejected.

25



6.3.3.4 sockets__suspects__trap type actions

The type sockets_suspects_trap will automatically a custom trap using the
following template:

action4 *name* sockets_suspects_trap *SUSPECTS_TIMEOUT* *TRAP_TIMEOUT* *VALID_CONNECTIONSx*
This will:

1. Create the ipset ${name}_sockets where the matched sockets will be
stored for SUSPECTS_TIMEOUT seconds.

2. Create the ipset ${name}_suspects where the source IPs of the matched
sockets will be stored for SUSPECTS_TIMEOUT seconds.

3. Create the ipset ${name}_trap where the trapped IPs will be stored for
TRAP_TIMEOUT seconds. IPs will be added to this ipset only if more than
VALID_CONNECTIONS have been matched by this IP.

optional params are FireHOL optional rule parameters (firehol-params(5))
that can be used to limit the match for the first ipset (sockets).

So, to design the same TRAP_AND_REJECT as above, this statement is
needed:

action4 TRAP_AND_REJECT \
sockets_suspects_trap 3600 86400 2 \
inface "${wan}" \
src not "${UNROUTABLE_IPS} ipset:whitelist" \
next action REJECT

The ipsets that will be created will be named: TRAP_AND_REJECT_sockets,
TRAP_AND_REJECT _suspects and TRAP_AND_REJECT_trap.

Note Always terminate sockets_suspects_trap with a next
action DROP or next action REJECT, or the traffic will continue
to flow.

6.3.4 SEE ALSO

firehol(1) - FireHOL program

firehol.conf(5) - FireHOL configuration
firehol-actions(5) - optional rule parameters
iptables(8) - administration tool for IPv4 firewalls
ip6tables(8) - administration tool for IPv6 firewalls
FireHOL Website

FireHOL Online PDF Manual

FireHOL Online Documentation
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6.4 firehol-actions(5)

6.4.1 NAME

firehol-actions - actions for rules

6.4.2 SYNOPSIS

accept

accept with hashlimit name uptolabove amount/period [burst amount] [mode
{srcip/srcport/dstip/dstport},...] [srcmask prefiz] [dstmask prefiz] [htable-size
buckets| [htable-max entries] [htable-expire msec] [htable-gcinterval msec]

accept with connlimit upto|above limit [mask mask] [saddr|daddr]
accept with limit requests/period burst [overflow action]

accept with recent name seconds hits

accept with knock name

reject [with message]

drop | deny

return

tarpit

6.4.3 DESCRIPTION

These actions are the actions to be taken on traffic that has been matched by a
particular rule.

FireHOL will also pass through any actions that iptables(8) accepts, however
these definitions provide lowercase versions which accept arguments where ap-
propriate and which could otherwise not be passed through.

Note

The iptables(8) LOG action is best used through the optional rule
parameter log since the latter can be combined with one of these
actions (FireHOL will generate multiple firewall rules to make this
happen). For more information see log and loglimit.
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The following actions are defined:

6.4.3.1 accept

accept allows the traffic matching the rules to reach its destination.
For example, to allow SMTP requests and their replies to flow:

server smtp accept

6.4.3.2 accept with hashlimit name upto|labove amount/period
[burst amount] [mode {srcip/srcport/dstip/dstport},...] [srcmask
prefix] [dstmask prefiz] [htable-size buckets] [htable-max entries]
[htable-expire msec] [htable-gcinterval msec]

hashlimit hashlimit uses hash buckets to express a rate limiting match (like the
limit match) for a group of connections using a single iptables rule. Grouping
can be done per-hostgroup (source and/or destination address) and/or per-port.

name The name for the /proc/net/ipt_hashlimit/name entry.

upto amount[/second//minute//hour|//day] Match if the rate is below or equal
to amount/quantum. It is specified either as a number, with an optional time
quantum suffix (the default is 3/hour).

above amount[/second|/minute//hour//day] Match if the rate is above
amount/quantum.

burst amount Maximum initial number of packets to match: this number gets
recharged by one every time the limit specified above is not reached, up to this
number; the default is 5. This option should be used with caution - if the entry
expires, the burst value is reset too.

mode {srcip/srcport/dstip/dstport},... A comma-separated list of objects to take
into consideration. If no mode option is given, srcip,dstport is assumed.

srcmask prefir When —hashlimit-mode srcip is used, all source addresses encoun-
tered will be grouped according to the given prefix length and the so-created
subnet will be subject to hashlimit. prefix must be between (inclusive) 0 and 32.
Note that srcmask 0 is basically doing the same thing as not specifying srcip
for mode, but is technically more expensive.

dstmask prefir Like srcmask, but for destination addresses.
htable-size buckets The number of buckets of the hash table

htable-max entries Maximum entries in the hash.

28



htable-expire msec After how many milliseconds do hash entries expire.

htable-gcinterval msec How many milliseconds between garbage collection
intervals.

Examples:
Allow up to 5 connections per second per client to SMTP server:
server smtp accept with hashlimit smtplimit upto 5/s

You can monitor it using the file /proc/net/ipt_ hashlimit/smtplimit

6.4.3.3 accept with connlimit upto|labove limit [mask mask]
[saddr|daddr]

accept with connlimit matches on the number of connections per IP.

saddr matches on source IP. daddr matches on destination IP. mask groups IPs
with the mask given upto matches when the number of connections is up to the
given limit above matches when the number of connections above to the given
limit

The number of connections counted are system wide, not service specific. For
example for saddr, you cannot connlimit 2 connections for SSH and 4 for SMTP.
If you connlimit 2 connections for SSH, then the first 2 connections of a client
can be SSH. If a client has already 2 connections to another service, the client
will not be able to connect to SSH.

So, connlimit can safely be used:

e with daddr to limit the connections a server can accept
e with saddr to limit the total connections per client to all services.

6.4.3.4 accept with limit requests/period burst [overflow action]

accept with limit allows the traffic, with new connections limited to re-
quests/period with a maximum burst. Run iptables -m limit --help for
more information.

The default overflow action is to REJECT the excess connections (DROP
would produce timeouts on otherwise valid service clients).

Examples:

server smtp accept with limit 10/sec 100
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server smtp accept with limit 10/sec 100 overflow drop

6.4.3.5 accept with recent name seconds hits

accept with recent allows the traffic matching the rules to reach its desti-
nation, limited per remote IP to hits per seconds. Run iptables -m recent
—-help for more information.

The name parameter is used to allow multiple rules to share the same table of
recent, [Ps.

For example, to allow only 2 connections every 60 seconds per remote IP, to the
smtp server:

server smtp accept with recent mail 60 2

Note

When a new connection is not allowed, the traffic will continue to be
matched by the rest of the firewall. In other words, if the traffic is
not allowed due to the limitations set here, it is not dropped, it is
just not matched by this rule.

6.4.3.6 accept with knock name

accept with knock allows easy integration with knockd, a server that allows
you to control access to services by sending certain packets to “knock” on the
door, before the door is opened for service.

The name is used to build a special chain knock <name> which contains rules to
allow established connections to work. If knockd has not allowed new connections
any traffic entering this chain will just return back and continue to match against
the other rules until the end of the firewall.

For example, to allow HTTPS requests based on a knock write:

server https accept with knock hidden

then configure knockd to enable the HTTPS service with:
iptables -A knock_hidden -s %IPY -j ACCEPT

and disable it with:
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iptables -D knock_hidden -s %IP% -j ACCEPT

You can use the same knock mame in more than one FireHOL rule to en-
able/disable all the services based on a single knockd configuration entry.

Note

There is no need to match anything other than the IP in knockd.
FireHOL already matches everything else needed for its rules to work.

6.4.3.7 reject

reject discards the traffic matching the rules and sends a rejecting message
back to the sender.

6.4.3.8 reject with message

When used with with the specific message to return can be specified. Run
iptables -j REJECT --help for a list of the —-reject-with values which can
be used for message. See REJECT WITH MESSAGES for some examples.

The default (no message specified) is to send tcp-reset when dealing with TCP
connections and icmp-port-unreachable for all other protocols.

For example:
UNMATCHED_INPUT_POLICY="reject with host-prohib"
policy reject with host-unreach

server ident reject with tcp-reset

6.4.3.9 drop; deny

drop discards the traffic matching the rules. It does so silently and the sender
will need to timeout to conclude it cannot reach the service.

deny is a synonym for drop. For example, either of these would silently discard
SMTP traffic:

server smtp drop

server smtp deny
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6.4.3.10 return

return will return the flow of processing to the parent of the current command.

Currently, the only time return can be used meaningfully used is as a policy
for an interface definition. Unmatched traffic will continue being processed with
the possibility of being matched by a later definition. For example:

policy return

6.4.3.11 tarpit

tarpit captures and holds incoming TCP connections open.

Connections are accepted and immediately switched to the persist state (0 byte
window), in which the remote side stops sending data and asks to continue every
60-240 seconds.

Attempts to close the connection are ignored, forcing the remote side to time
out the connection after 12-24 minutes.

Example:
server smtp tarpit
Note

As the kernel conntrack modules are always loaded by FireHOL,
some per-connection resources will be consumed. See this bug report
for details.

The following actions also exist but should not be used under normal circum-
stances:

6.4.3.12 mirror

mirror returns the traffic it receives by switching the source and destination
fields. REJECT will be used for traffic generated by the local host.

Warning

The MIRROR target was removed from the Linux kernel due to its
security implications.

MIRROR is dangerous; use it with care and only if you understand
what you are doing.
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6.4.3.13 redirect; redirect to-port port

redirect is used internally by FireHOL helper commands.

Only FireHOL developers should need to use this action directly.

6.4.4 REJECT WITH MESSAGES

The following RFCs contain information relevant to these messages:

e RFC 1812
e RFC 1122
e RFC 792

icmp-net-unreachable; net-unreach ICMP network unreachable

Generated by a router if a forwarding path (route) to the destination
network is not available.

From RFC 1812, section 5.2.7.1. See RFC 1812 and RFC 792.
Note

Use with care. The sender and the routers between you and the
sender may conclude that the whole network your host resides
in is unreachable, and prevent other traffic from reaching you.

icmp-host-unreachable; host-unreach ICMP host unreachable

Generated by a router if a forwarding path (route) to the destination
host on a directly connected network is not available (does not respond to
ARP).

From RFC 1812, section 5.2.7.1. See RFC 1812 and RFC 792.
Note

Use with care. The sender and the routers between you and the
sender may conclude that your host is entirely unreachable, and
prevent other traffic from reaching you.

icmp-proto-unreachable; proto-unreach ICMP protocol unreachable

Generated if the transport protocol designated in a datagram is not sup-
ported in the transport layer of the final destination.

From RFC 1812, section 5.2.7.1. See RFC 1812 and RFC 792.

icmp-port-unreachable; port-unreach ICMP port unreachable
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Generated if the designated transport protocol (e.g. TCP, UDP, etc.) is
unable to demultiplex the datagram in the transport layer of the final
destination but has no protocol mechanism to inform the sender.

From RFC 1812, section 5.2.7.1. See RFC 1812 and RFC 792.
Generated by hosts to indicate that the required port is not active.

icmp-net-prohibited; net-prohib ICMP communication with destination
network administratively prohibited

This code was intended for use by end-to-end encryption devices used by
U.S. military agencies. Routers SHOULD use the newly defined Code
13 (Communication Administratively Prohibited) if they administratively
filter packets.

From RFC 1812, section 5.2.7.1. See RFC 1812 and RFC 1122.
Note
This message may not be widely understood.

icmp-host-prohibited; host-prohib ICMP communication with destination
host administratively prohibited

This code was intended for use by end-to-end encryption devices used by
U.S. military agencies. Routers SHOULD use the newly defined Code
13 (Communication Administratively Prohibited) if they administratively
filter packets.

From RFC 1812, section 5.2.7.1. See RFC 1812 and RFC 1122.
Note
This message may not be widely understood.
tcp-reset TCP RST
The port unreachable message of the TCP stack.
See RFC 1122.
Note

tcp-reset is useful when you want to prevent timeouts on
rejected TCP services where the client incorrectly ignores ICMP
port unreachable messages.

6.4.5 SEE ALSO

o firehol(1) - FireHOL program
o firchol.conf(5) - FireHOL configuration
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firehol-interface(5) - interface definition
firehol-router(5) - router definition
firehol-params(5) - optional rule parameters
FireHOL Website

FireHOL Online PDF Manual

FireHOL Online Documentation
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6.5 firehol-blacklist(5)

6.5.1 NAME

firehol-blacklist - set up a unidirectional or bidirectional blacklist

6.5.2 SYNOPSIS

{ blacklist | blacklist4 | blacklist6 } [ type | [ inface device | [ log “text” | |
connlog “text” ] [ loglimit “text” ] [ accounting accounting_name ] ip. .. [ except
rule-params [or rule-params [or ... ]]]

6.5.3 DESCRIPTION

The blacklist helper command creates a blacklist for the ip list given (which
can be in quotes or not).

If the type full or all is supplied (or no type at all), a bidirectional stateless
blacklist will be generated. The firewall will REJECT all traffic going to the IP
addresses and DROP all traffic coming from them.

If the type stateful is supplied, a bidirectional stateful blacklist will be gener-
ated. The firewall will REJECT all traffic going to the IP addresses and DROP
all traffic coming from them.

The differences between full and stateful are:

1. stateful is resource efficient, since only the packets that initiate connec-
tions are examined. Established connections will never be re-tested against
the blacklist.

2. when using full and an ipset is updated to match the IP of an established
connection, this established connection will immediately be blocked too.

If the type input or him, her, it, this, these is supplied, a unidirectional
stateful blacklist will be generated. Connections can be established to such IP
addresses, but the IP addresses will not be able to connect to the firewall or
hosts protected by it.

Using log (log every packet), connlog (log connections once), or loglimit (log
packets according to global throttling settings), the text will be logged when
matching packets are found.
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Using inface, the blacklist will be created on the interface device only (this
includes forwarded traffic).

accounting will update the NFACCT accounting with the name given.

If the keyword except is found, then all the parameters following it are rules to
match packets that should excluded from the blacklist (i.e. they are a whitelist
for this blacklist). See firehol-params(5) for more details.

Blacklists must be declared before the first router or interface.

IP Lists for abuse, malware, attacks, proxies, anonymizers, etc can be downloaded
with the contrib/update-ipsets.sh script. Information about the supported IP
Lists can be found at FireHOL IP Lists

6.5.4 EXAMPLES

blacklist full 192.0.2.1 192.0.2.2
blacklist input "192.0.2.3 192.0.2.4"
blacklist full inface ethO log "BADGUY" 192.0.1.1 192.0.1.2

6.5.5 SEE ALSO

firehol(1) - FireHOL program
firehol.conf(5) - FireHOL configuration
FireHOL Website

FireHOL Online PDF Manual
FireHOL Online Documentation
FireHOL IP Lists
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6.6 firehol-classify(5)

6.6.1 NAME

firehol-classify - classify traffic for traffic shaping tools

6.6.2 SYNOPSIS

{ classify | classify46 } class [rule-params]
classify4 class [rule-params)

classify6 class [rule-params)

6.6.3 DESCRIPTION

The classify helper command puts matching traffic into the specified traffic
shaping class.

The class is a class as used by iptables(8) and tc(8) (e.g. MAJOR:MINOR).

The rule-params define a set of rule parameters to match the traffic that is to be
classified. See firehol-params(5) for more details.

Any classify commands will affect all traffic matched. They must be declared
before the first router or interface.

6.6.4 EXAMPLES

# Put all smtp traffic leaving via ethl in class 1:1
classify 1:1 outface ethl proto tcp dport 25

6.6.5 SEE ALSO

firehol-params(5) - optional rule parameters
iptables(8) - administration tool for IPv4 firewalls
ip6tables(8) - administration tool for IPv6 firewalls
tc(8) - show / manipulate traffic control settings
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6.7 firehol-client(5)

6.7.1 NAME

firehol-client - client command

6.7.2 SYNOPSIS

{ client | client46 } service action [rule-params)
client4 service action [rule-params)

client6 service action [rule-params]

6.7.3 DESCRIPTION

The client subcommand defines a client of a service on an interface or router.
Any rule-params given to a parent interface or router are inherited by the client,
but are reversed.

For FireHOL a client is the source of a request. Even though this is more
complex for some multi-socket services, to FireHOL a client always initiates the
connection.

The service parameter is one of the supported service names from firehol-
services(5). Multiple services may be specified, space delimited in quotes.

The action can be any of the actions listed in firehol-actions(5).

The rule-params define a set of rule parameters to further restrict the traffic
that is matched to this service. See firehol-params(5) for more details.

Note

Writing client4 is equivalent to writing ipv4 client and ensures
this subcommand is applied only in the IPv4 firewall rules.

Writing client6 is equivalent to writing ipv6 client and ensures
this subcommand is applied only in the IPv6 firewall rules.

Writing client46 is equivalent to writing both client and ensures
this subcommand is applied in both the IPv4 and IPv6 firewall rules;
it cannot be used as part an interface or router that is IPv4 or IPv6
only.
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The default client inherits its behaviour from the enclosing interface
or router.

6.7.4 EXAMPLES

client smtp accept
client "smtp pop3" accept
client smtp accept src 192.0.2.1

client smtp accept log "mail packet" src 192.0.2.1

6.7.5 SEE ALSO

firehol(1) - FireHOL program
firehol.conf(5) - FireHOL configuration
firehol-modifiers(5) - ipv4/ipv6 selection
firehol-services(5) - services list
firehol-actions(5) - actions for rules
firehol-params(5) - optional rule parameters
firehol-server(5) - server subcommand
firehol-interface(5) - interface definition
firehol-router(5) - router definition
FireHOL Website

FireHOL Online PDF Manual

FireHOL Online Documentation
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6.8 firehol-connmark(5)

6.8.1 NAME

firehol-connmark - set a stateful mark on a connection

6.8.2 SYNOPSIS

Warning - this manual page is out of date for nightly build/v3 behaviour
{ connmark | connmark46 } { value | save | restore } chain rule-params
connmark4 { value | save | restore } chain rule-params

connmark6 { value | save | restore } chain rule-params

6.8.3 DESCRIPTION

The connmark helper command sets a mark on a whole connection. It applies
to both directions.

Note

To set a mark on packets matching particular rules, regardless of any
connection, see firehol-mark(5).

The value is the mark value to set (a 32 bit integer). If you specify save then
the mark on the matched packet will be turned into a connmark. If you specify
restore then the matched packet will have its mark set to the current connmark.

The chain will be used to find traffic to mark. It can be any of the iptables(8)
built in chains belonging to the mangle table. The chain names are: INPUT,
FORWARD, OUTPUT, PREROUTING and POSTROUTING. The names are
case-sensitive.

The rule-params define a set of rule parameters to match the traffic that is to be
marked within the chosen chain. See firehol-params(5) for more details.

Any connmark commands will affect all traffic matched. They must be declared
before the first router or interface.
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6.8.4 EXAMPLES

Consider a scenario with 3 ethernet ports, where eth0 is on the local LAN, ethl
connects to ISP ‘A’ and eth2 to ISP ‘B’. To ensure traffic leaves via the same
ISP as it arrives from you can mark the traffic.

# mark connections when they arrive from the ISPs
connmark 1 PREROUTING inface ethl
connmark 2 PREROUTING inface eth2

# restore the mark (from the connmark) when packets arrive from the LAN
connmark restore OQUTPUT
connmark restore PREROUTING inface ethO

It is then possible to use the commands from iproute2 such as ip(8), to pick the
correct routing table based on the mark on the packets.

6.8.5 SEE ALSO

firehol(1) - FireHOL program

firehol.conf(5) - FireHOL configuration
firehol-params(5) - optional rule parameters
firehol-mark(5) - mark traffic for traffic shaping tools
iptables(8) - administration tool for IPv4 firewalls
ip6tables(8) - administration tool for IPv6 firewalls
ip(8) - show / manipulate routing, devices, policy routing and tunnels
FireHOL Website
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6.9

firehol-defaults.conf(5)

6.9.1 NAME

firehol-defaults.conf - control variables for FireHOL

6.9.2 SYNOPSIS

Defaults in /etc/firehol/firehol-defaults.conf:

DEFAULT INTERFACE_ POLICY=“DROP”
DEFAULT ROUTER_POLICY=“RETURN”
UNMATCHED_INPUT POLICY=“DROP”
UNMATCHED_OUTPUT_POLICY=“DROP”
UNMATCHED FORWARD_ POLICY=“DROP”

FIREHOL_INPUT_ACTIVATION_POLICY=“ACCEPT”
FIREHOL OUTPUT ACTIVATION_ POLICY=“ACCEPT”
FIREHOL_ FORWARD_ACTIVATION_ POLICY=“ACCEPT”

FIREHOL_ LOG_MODE=“LOG”
FIREHOL LOG LEVEL=see notes
FIREHOL_LOG__ OPTIONS=*“-log-level warning”
FIREHOL_LOG_FREQUENCY=*1/second”
FIREHOL_LOG_BURST=“5"
FIREHOL_LOG_PREFIX=*”

FIREHOL DROP_INVALID=%0”

DEFAULT CLIENT PORTS=“1000:65535"
FIREHOL_ NAT=“0"

FIREHOL_ROUTING=%“0"

FIREHOL AUTOSAVE=see notes

FIREHOL_ AUTOSAVE6=see notes

FIREHOL LOAD KERNEL MODULES=“1”
FIREHOL_TRUST_ LOOPBACK=*1"

FIREHOL_ DROP_ORPHAN_ TCP_ ACK FIN=“1”
FIREHOL_DROP_ORPHAN_TCP_ACK_ RST=“1”
FIREHOL_DROP_ORPHAN_TCP_ACK=“1"
FIREHOL_ DROP_ORPHAN_TCP_RST=*1”

FIREHOL_DROP_ORPHAN_IPV4_ ICMP_TYPE3=“1"

WAIT_FOR_IFACE=*”"

6.9.3 DESCRIPTION
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From FireHOL 3 upwards, variables which control FireHOL behaviour are held
in a separate file: /etc/firehol/firehol-defaults.conf.

Some variables can also be set in the main firehol.conf file but that is not
recommended, since they may be used before the main configuration is processed.

FireHOL also sets some variables before processing the configuration file which
you can use as part of your configuration. These are described in firehol.conf(5).

6.9.4 VARIABLES

DEFAULT_INTERFACE__POLICY This variable controls the default ac-
tion to be taken on traffic not matched by any rule within an interface. It
can be overridden using firehol-policy(5).

Packets that reach the end of an interface without an action of return or
accept are logged. You can control the frequency of this logging by altering
FIREHOL_ LOG_FREQUENCY.

Example:

DEFAULT_INTERFACE_POLICY="REJECT"

DEFAULT_ROUTER__POLICY This variable controls the default action
to be taken on traffic not matched by any rule within a router. It can be
overridden using firehol-policy(5).

Packets that reach the end of a router without an action of return or
accept are logged. You can control the frequency of this logging by altering
FIREHOL_LOG_FREQUENCY.

Example:

DEFAULT_ROUTER_POLICY="REJECT"

UNMATCHED_ {INPUT|OUTPUT|FORWARD}_POLICY These
variables control the default action to be taken on traffic not matched
by any interface or router definition that was incoming, outgoing or for
forwarding respectively. Any supported value from firehol-actions(5) may
be set.

All packets that reach the end of a chain are logged, regardless of these
settings. You can control the frequency of this logging by altering