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HERRAIE

ASGEEYN T {E bash(1) shell S HlIFRIBEZE A INRIBHES,
# <A root BRPETHIGRZS>
$ <U\EBRERFETHGRS>

IBLE shell IRRFFESD TFEMRMIRS, BT rIEY, EAFME shel RRFEBINIRIEZEHRER “Ps1="\s""
M “ps2=’ ', BHERTRNARFEMR shel RRMFREFTEERE.,

:Iat:
R $ps1” EA"$PS2” IRIBEA BN bash(1) NAIREE,

ERAZMELESHITAVRIE, ARTETHER, W “7E shell PFEABSFHHRE, #A Enter §2,”

BLEERIISMEMERAERBE —([EREE, RESRRVGERAE, EBLIEESTERIEMNEY " f7the”, E
Pl AR S — AR ENEEFRIEE, EERENNEGSHANERAAT 0, BEATREFEETLERSE
AR, ERMERBEEABERTEXETERETENEE, ELERAEEAEGSHRNERLASRAE
FEARHG.

R
HBREERANGIRAUNRME, REERXFEX/NERE

ENXAESERS| A< R ETRE 5 | SRIEERMITENEF IS EITIZE, #Mfk aptitude safe-upgrade”,
EXARESEPS| AR ERE AR ARSI HE 5 [ SRIEERINITEN FI8ETIZR, #& deb-src”,

mLMERERNERERANFMEZER (FIE), AITFHFIEETIREL, MK bash(1), HFIFEIECERBERE
AMTF S RERER.

$ man 1 bash

manpage EEITFHFIREBMEIESEPRE’R manpage BEEEIIR, W sources.list(5), EiFRIBIBEA LTS RIEENEERD

l:ll...o

$ man 5 sources.list

info page B2 HE5|5R 2 BMITFHFIERIFEE, 1 info make, BFEMBEBEAUTHGSRENENES,

$ info make

XHZAGHE5| SRIERRMITEMEFIREITIRG, #KR/etc/passwd”, BIREEEXM, (REILAEA T IIRIHSRIE
NENER.

$ sensible-pager "/etc/passwd”

BB ES|SEERRIFTENMEEFIEEITIZEEE, FE”/etc/init.d”, {ReJAEA T IAS KEE HFINE,
$ mc "/etc/init.d/”

HHBBBAARITEMEFETIZE, & vin, RETUBA TN GO RENENESR.

$ dpkg -L vim
$ apt-cache show vim
$ aptitude show vim

— B IEFT BEBIB N B RIERENAME, RS RS | SRR RV TENEF I8 EITIFAC, B4R~ /usr/share/doc/sysv

#0” /usr/share/doc/base-passwd/users-and-groups. html”,JZJ_LbE’JURL FfiA&https://www.debian.org,
{REIAIE B E N T 5 &< REEXE,
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$ zcat "/usr/share/doc/sysv-rc/README.runlevels.gz” | sensible-pager
$ sensible-browser "/usr/share/doc/base-passwd/users-and-groups.html”
$ sensible-browser "https://www.debian.org”

RIGE GRS SRIEERVITEMEFIBETIRG, LHHE"S” Ak, B STERM”, (Re]LABA T o< RENE
E’J  HME,

$ echo "$TERM”

popcon R{TRE

popconEiE K AR ZHihE S SREBMRITE, SN TEHMSBE 2018-01-10 14:37:47 UTC, B1& T #2818 168051 & —
HIER A4 BLFN 28 {EZRBRI2ER 196132 1IR3,

B
FEE amde4 NIEERBRIER B ESFEEMNERIE. popcon BB SHSERATRERE.

A “V:" BEEEZRR “votes” f popcon E{EETESRE “1000 * ( EFHEITIE PC LHIEIRY popcon 323X ) / ( 42849 popcon
B,

A “I.” BEEERT “LHEE” B popcon BUESTEARE “1000 * ( BRILEAE PC LHIEAY popeon 183X ) / (4K
popcon },—.E Y

FE

iRITEEELE popcon %SG%T\F— ?E%i]‘@ﬂ’]i%’tiﬂ’]ﬁ HES, BFSEXTUSZERTEE, fl, SERITETL
EE R RAETEER®E “/bin” BB, BEHNEHES “hoatime” BIELMEFA R AL, EEMNAAKENIE
BT “$&Z (vote ) INEE,

BRI

BNRTEIERERAEHSEENZEEE, ©SEMR “apt-cache show” B “aptitude show” &% ( ERITE
amd64 HAREERHIEEE ) RSN “FREX/), HREMRTHENR KiB (Kibibyte= 7R 1024 Bytes BIEE 1T ),

IR
BXNE—ENBENERIERETTEEE “TEE BHNER—EERE, c8SMRKEBENEEZNT,
ERRAEMME, EREEETEBERDE—EE,

IES=}
BARIMRERE"(*)" RIPEERGBENIEREPRRENEFER T ERIEREROERAERRNRER,

AR S Bug

BRIB I N ER T EER, BiRES debian-reference EMIEEER, FH reportbug(l), F3BA”diff -u” BB F
HRBIFEIERIRE,



http://popcon.debian.org/
https://zh.wikipedia.org/wiki/Kibibyte
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—LHFERERSIE

{it Debian B 7| RRE)—LHFMW5IX, HAETUNEPHEREER.

« S8R Unix, BHAMRELIMMLZERBIEIREC,  --- Miquel van Smoorenburg <miquels at cistron.nl>

- “Unix RAF R EEERIZEEREMAIKR,” - Tollef Fog Heen <tollef at add.no>

HEBRXE Unix H2” 5|H T - EHBHEE,



https://en.wikipedia.org/wiki/Unix_philosophy
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Chapter 1

GNU/Linux #F2

BRBEE—EtERALR, MESE-FIFMOINGE, BHARENXERRTENN, BMRYEBCKRE. BT EIMR
ERES, BEFMSA—LERERS,

DebianGNULinuxH £ 58 KBVE&ET R B UnixIRIE R 4R, — B AESEMMIRER R, MYESZRABELSHLAKR
Unix 1 GNU/Linux B9%8{0 14,

BUIEEE S Unix BISCHE, ANERZMRIAI GNU/Linux X1g, ERMEHEMRBBETSERANGEE.

xR
WMRIREEFTEE UnixRAPERB—IRIFENGSITLIE, (R EKEETEMXETHNAS, BPHEIEEEM—
EEEEERTEE,

1.1 ITHISER

1.1.1 shell R

HMRFEZE, MRMFRBLREX BORXGNBAREES (FII0 gdn3), BREGHEEHFNERAE. RERMFHE
WREE foo, MEBHRRERFTHITR,

foo login:

MNRMREZET —(E GUI IRIE, 5190 GNOME % KDE, IBER{REELSA Ctl-Alt-F1 EA BRI RE, BIFFRE BB
Alt-F7 02| GUI IRIE ( ESFBERE2RETXE 1.16 1),

EESRRRAE T, MBARNAFR, flI penguin, ARIXEIERE, FFREAMRHZBLBXROER,

JED=
1B Unix 84, Debian 24 FHAFBMZWEN/NEHREN., AFREEH/NSFEEM. F—(ERFRKRE
BHERKIEETAR, 58\HIAFERIRHA root BF A adduser(8) RI&,

RIGFLAMRIFTE”/etc/motd” FRYERD{SE ( Message Of The Day ) REH%8, EFEER—(EH SRR,

Debian GNU/Linux jessie/sid foo ttyil

foo login: penguin

Password:

Last login: Mon Sep 23 19:36:44 JST 2013 on tty3

Linux snoopy 3.11-1-amd64 #1 SMP Debian 3.11.6-2 (2013-11-01) x86_64



https://www.debian.org
https://zh.wikipedia.org/wiki/GNU
https://zh.wikipedia.org/wiki/Linux
https://zh.wikipedia.org/wiki/Unix
https://zh.wikipedia.org/wiki/Multi-user
https://zh.wikipedia.org/wiki/Computer_multitasking
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/X_Window_System
https://zh.wikipedia.org/wiki/Graphical_user_interface
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/KDE
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The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
foo:~$

IRTE, {RFATE shell T, shell BRATIRAVEGR S,

1.1.2 X Z#THY shell IB/RFF

MRMFRET HHEBREERMIX Window System, FIS1EIBE LS Debian FriEE "SREIRIE" FTLZEGNOMER
gdm3, IEMGEZXEBRARGERERSERE, WARNBFBMNBE ] USRS ERAFRSR. £/ wb aTi
TRFaMEBzERE, el MERREFLE,

21 X B FIE1S shell RRTFF, IRUAEEN—(E x KRintREE2R12F, F140 gnome-terminal(1), rxvt(1) B xterm(1), #E
GNOME RHIRIR T, fREJUABLEE “ERARERF" - "M - “4IR"7 RITRILIR,

RER]AE T FTEMNE 1.1.6 HEH.

FHE-LREALR (W fluxbox ) FHE, FIEERAIRMENMEAREAD, IREERER, A TEERRARRILA
EREREHEE,

1.1.3 root BRFE
root RF IR IEBA B FSUISIERFE, BEERFE, (REEMET T ENRASIEET,

« iE. BHMERRS LBEAXE, TEEFIRISXFER
- RERS LEMXAHHIFTR EFER

- RERG LEMISERFRZS

- RAFEBEREMAR

HERETIN root BRF, EXRIEEMEEERIER.

o=

=H
ERAFNEAMALE root ZiE,

JED =)

—EX 4 (BIEEHEEME, W CD-ROM &, EL#f Debian RARAE R —(EXH ) FIREPRETAEE BEIE root
RFEEERSGRE, BATEEEBER T, £ root IRFZ—EPRERNTE, EERNRRT EEZEH X HIE
RAAFANMEETEENRE (2R% 123 T,

1.1.4 root shell 2R
BEER—LEAAECGERER A root ZiE2JETS root BY shell IR,

- EFAERSREMER root (FREAFRER.



https://zh.wikipedia.org/wiki/Shell_(computing)
https://zh.wikipedia.org/wiki/X_Window_System
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/Superuser
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- 7£ GNOME REIRIE T8 “EAIEFE" - “MH” - “Root Terminal”,
- EEERAFK shell BRFFH@A “su -17,

- EREREFERAFPNIRIERE,
- EEERFK shell BRFTE@A “su”,

- EERTFENAFN—LIRIRRE.

1.1.5 GUI R#EIETH

MRMHUKRAXRELIEEENERZIDAREETLR, ReIE X ZintREESS (F190 gnome-terminal(1), rxvt(1) 5%
xterm(1) ) A root #Y shell I#RFAF FEEE, 2R%E 1.1.4 THFE 785 15,

=

s
KERZURIEERA root 7 gdm3(1) MIERTH FRNED X BERE.

@ﬁgi

=H
KIERNEARERERRISE SR X Window TETAREEMIETE GUI i2F, RRETREERRMIN X FR.

1.1.6 EHIZHIE

TEFRFBHY Debian REEH, B 6 [ERTNIRAYEE VT100FFFZEHIIE, BJCAEIEAE Linux E# EE) shell, BRIE(REEHS GUI
RIET, SARATCARME A Alt @ F1—F6 Z—MREERZFIERNR, 5—(EFFERIESAIEIE
IEERFI RIS AFIRIE, EE2ZAFRIEREXN Unix iiE, REZ LR,

WMRIRER X Window System H, {REILAER Ctrl-Alt-Fl1 EeIEFMFEEIE 1, BHMERBHETA ctrl 8. £
Alt $#F0 F1 . {REIUIRT Alt-F7 E1Z] X Window System, E—RIEITERERIZFIE 7,

R e] LAE AR SITIIRE 5 —EEEFIZEIE, fIANtIRINIEEIE 1,
# chvt 1

1.1.7 EHRRUHGSITRRN

FEmLITWMA Ctrl-D, BNERHE FARI-Ctrl-#F d-52, BNeJEART shell j5E), WMIRIRIEERNFAFIZHIE, RiF
RO BHRRERT. BEELEHFRN “contol D” EATAEFE, MRURFTERE shift-i#, Ctrl-D thrJARS
BE "D, &, fREFTAEA" exit” BHHSIT.

SARARALAS x A& IRIEHEERS (1) 1, (RRILAMERISERIR x ARinREESRE .,

1.1.8 ERFEERLGA

BRI EMAIRICIRER K —HK, Debian BBNFHMEFEIEE TXHEREURSHARE, RLESRELT 2
FRAREEEERIATE, BB RNEEEG AR RES R TBYE, MRRGNERIEEETA, 3
ERFAENEEEMAARER. (BRI, (RAEFEEHEBREZRIZTIRBENE, )

TEEZAFPRIELNT, AIUERGLSITRARMR,



https://zh.wikipedia.org/wiki/VT100
https://zh.wikipedia.org/wiki/Cache
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# shutdown -h now

TEERFENT, fJMERGSITRERR,

# poweroff -i -f

B4, MR “/etc/inittab” FEF “ca:12345:ctrlaltdel:/sbin/shutdown -t1 -a -h now”, FBEE
{REJLAFE T Ctrl-Alt-Delete (ERIZRTZ ctrl #. &£ Alt %0 Delete) KEAH, 2R inittab(s) JBEIE S
Amef.

28% 696 T,

119 {RE—EERMIEHIE

BT —LBTEME (FIW “cat< TEBINH >7) &, FREE, MeIUESSITEA “reset”, (RrIaeHiA
EFRRELBIFBANGS, FEEIEA “clear” RiERF,

1.1.10 EFEFMFRIERINRGE

AFEMREIRE, FBEFIT Debian WR/NRRKF I, (BHEBEMERA mc 7 vim H1H apt-get(8), BHBEMS, NHEE
%E"JO

# apt-get update

# apt-get install mc vim sudo

MRMFELZRTEERHE, BEASEMNREBRETE,

0Ee RITE XAV | &RER

mc V:69, 1:240 1440 SZZISffE:ﬁE’jéFSZT?FﬁEE

sudo V:423,1:721 | 3178 %Lﬁﬁﬁ?z%-& root ERIER

vim V:117,1:396 | 2507 -

vim-tiny V:65, 1:966 1091

emacs25 V:10, [:18 19211 | GNU IEHHAY Emacs, Ei? Lisp WIBER X A 4REE2S
w3m V:184,1:605 | 2301 | XAERNMBHERTES

gpm V:13, I:21 489 X AZHIE Unix NERRIEEEEE (F:8)

Table 1.1: BEMXAENTZFEIIR

RRE-LEERXE, tR—EFNEE.
RE] AR FEM &GS R RIELLE,

# apt-get install package_name

1.1.11 ZXESNFAPFERSE

MRGAEAMGECHERFPRFRET FTENKRE RS, MAUUNERATEMNARREZ—BEKREAFEKS, LR,
RIE—ERFRE fish MIERSR.

# adduser fish



http://packages.debian.org/sid/mc
http://qa.debian.org/popcon.php?package=mc
http://packages.qa.debian.org/m/mc.html
http://packages.debian.org/sid/sudo
http://qa.debian.org/popcon.php?package=sudo
http://packages.qa.debian.org/s/sudo.html
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon.php?package=vim
http://packages.qa.debian.org/v/vim.html
http://packages.debian.org/sid/vim-tiny
http://qa.debian.org/popcon.php?package=vim-tiny
http://packages.qa.debian.org/v/vim-tiny.html
http://packages.debian.org/sid/emacs25
http://qa.debian.org/popcon.php?package=emacs25
http://packages.qa.debian.org/e/emacs25.html
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon.php?package=w3m
http://packages.qa.debian.org/w/w3m.html
http://packages.debian.org/sid/gpm
http://qa.debian.org/popcon.php?package=gpm
http://packages.qa.debian.org/g/gpm.html
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e ATE NI L

doc-debian 1:856 166 Debian I8 H X#&, ( Debian & R ) MEEXiE
debian-policy 1:82 5237 | Debian FREEFMFIFERESIE
developers-refergnce 1304 | Debian BIESEIEE T #FIES

maint-guide 1.4 987 Debian F4EREE T

debian-history | L1 5034 | Debian IEEESE

debian-faq 1:845 1277 Debian & B2

Table 1.2: MHFEUE B XIETIR

O Z B,
ERRIE—ERE fish BFIFERIR. EMRRBTME, RRIUERTENGSMREERFERRBRNENAFERR,

# deluser --remove-home fish

1.1.12 sudo &

HIRMBNERP TR, FIUEITEELAENE EAFE Debian 4%, BEEEGEMECE sudo(8) RIEBIFIFERF
(BIANAF penguin) R FE#HAFRFZEMIE root BRI EEIESEIESEMR,

# echo ”"penguin ALL=(ALL) ALL"” >> /etc/sudoers

H, FICMER TGS EIRFERR (FISNAF penguin) BEFZWEMEBSEIESER,
# echo ”"penguin ALL=(ALL) NOPASSWD:ALL"” >> /etc/sudoers

BERITREHFERNERF T IREE—FNAFER.

[l
W OF

AELFEHRAERTERNEBAFKRSE, AREEEREERENRAREMEE,

FELERGIFH, BFE penguin BZERERIFEEH root BRIFZMGRE S HRE,

VIR
EEREERT, SEEERKE FIRLEEEE TFILETRARBEERNIA, KERERMFHLEITRER
ISRV ERETE R (P14 FMMIHER ), FRIEMIIERS TIREL BISHRNEEN,

O
orn
O

R
BTHIBRMREBNXEHRHENEER, MEZERER BEARMIVEARBMARFER root #EFR, KRB
sudo(8),

EE
FEE MR WA EZEE, sudo8) AU EF—EREZEARAL LMEEHFERMNEZIZERMALE root &8, E
AIUNEHESEEEEMNEMETESETER, RoJUBEERHMARE, 5—HHE, FReJERNEEMABERN
FEPE.



http://packages.debian.org/sid/doc-debian
http://qa.debian.org/popcon.php?package=doc-debian
http://packages.qa.debian.org/d/doc-debian.html
http://packages.debian.org/sid/debian-policy
http://qa.debian.org/popcon.php?package=debian-policy
http://packages.qa.debian.org/d/debian-policy.html
http://packages.debian.org/sid/developers-reference
http://qa.debian.org/popcon.php?package=developers-reference
http://packages.qa.debian.org/d/developers-reference.html
http://packages.debian.org/sid/maint-guide
http://qa.debian.org/popcon.php?package=maint-guide
http://packages.qa.debian.org/m/maint-guide.html
http://packages.debian.org/sid/debian-history
http://qa.debian.org/popcon.php?package=debian-history
http://packages.qa.debian.org/d/debian-history.html
http://packages.debian.org/sid/debian-faq
http://qa.debian.org/popcon.php?package=debian-faq
http://packages.qa.debian.org/d/debian-faq.html
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1.1.13 ARG

IRAEREZERIFIN Debian R T, REMERIFBEAFRBHMASEER,

IERER Debian 24 (AMERABLE ) SREBEE NSRRI LLIFFERFHARISAMIR, E2%, "TeMA
B-LRREUNA, EFROEERBENANEZFEFEE—H, MEZERE Debian T2 FM,

HFEATERFAIN, 1€ Debian RAREF—IE 4H Unix RIAREE,

- 812 15 (EXER)
< % 13 T E&ERAR)
« % 14 T ESHN)
« 8 1.5 ¥ (shell #l)
- 8 16 T (XAEREAR)

1.2 38 Unix XEZR4%

£ GNU/Linux FIEfhE UnixiRFRATR, XEHRAME Bz, MEMNXGMBERHIREN “/" BRIOEXMHE.
WERRRARBMRMFBELXAHRLE, SBERME—RE, BRCIEREBRE,

IBLESHH B 8% 0] AST BUE Z {BRR B . mount(8) AFIERE R B LI EIMX 4 R AME I ERNXHE £, Bk
9, umount(8) IEEHR A, EEHIA Linux NIZE mount(8) HRLELSE, B UEXHEIR—I54HER 5B I
75, HEATUEXHRGHHABLZN. B0, ERE HATHREN, HEEXAFRRSZFHFIESEIRER L

f£/usr/share/doc/linux-doc-*/Documentation/filesystems/#%Zl,

Unix R4 LB %, FLHMARZE LIUMXHAHR, REKER, EEF Unix R L, REMNERENZEMMS, Fu
‘A, BRE—EXHRS, TERMERAHESEN, EHEI Windows RiTR—(EEXKEE,

1.2.1 Unix X&ER#
THEE L Unix STEE,

s XEBR EHNANER, BFEER, *MYFILE” #1”"MyFile” @AREHIS .
- IREFEFRENEHRGNIR, BENBE “/7, FEIETIR root BEHNZXEBH “/root” JBET.

- BEBHBE—(EEF, ERINEERFEERT /" UIMIFR, REFZEHF. EMEBFE /7 (BF “#
8" = REERT) LHETERERR.

- BENMASESHREE —ELREXHR, BHRXHR, NBE, RIEFLALCALBNERIEMmEERER ix.

E={E#FER R &,

- FIEM2REXHR “/" Bixkn, TEESEERXGEZEE—E “/". £—@ “/" ERIEEBH%, H
fiufy “/” ARSRIRENTFER, HEIEEREMNAD, NEBRXGNERE, ELEFTEESARR. ATEERE
2REXHZIEEBF: “/usr/share/keytables/us.map.gz”, 7@, AFBIEENESE “us.map.gz” &
BEBXHR.

- IREFBERSHX, HlI0 “/etc/” M “/usr/”, BEFEHMKANHESHFEE, BII0 “/etc/init.d/” F
“/usr/local/”, EEREMM “BEE", FRIME—EBHXHERBRMMK “/" ERENEIEES X (—EX
) MERH—IRIRE, FHEBIAFMREEE, MIFRERE—EESAEEREAN "KE" #1—EE, &
EEMNERES (“/7 ): EitFEFEREHEK, It —IRREHERT —EXATENES, hERHKREKEE M
§§Z§%§ﬁﬁ$%?ﬁ$ﬁﬁﬁio FEZIBRLEER “. . /" HAKE#EK, EEFAEREAREMEURRNGE, N5



https://www.debian.org/doc/manuals/securing-debian-howto/
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Computer_file
https://zh.wikipedia.org/wiki/Directory_(file_systems)
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c HR-EYERE BRE-ERENBEREBERRBEIEMIED. BEARRIRRT-11, CP/M,OpenVMS,MS-
DOS,AmigaOS, LA K EXEY Windows, ELRFEFE—BEBREES T —(ERERF, tLarc:\”, (EEWILL, #
RIFEMERFESIRTYERBERERNXHGRRN—HD. 28% 122 7, )

IR

AR UEXGRPEREISHNFRERENR, EREERFATERME—EIREE RIFBRER LS
LUTRESERREBNTN, LLWNZAE, HWRA, BI76, MECEWERFF {3 () [ 17 " N/ >< |
;L #S * % 0 S IRMEE-EERSERFNGR, LLBRFMNEERF AR, EFFH TR RtLa]lE
BERANEFEAR, EMAEEGRE LLIER LikeThis”. KEREEM Linux AFEBRNRENXHBPRAE

FAZSH&.

il

£
iEf&"root” BIRERERZR" #BARA P root” X FRR" R B #%"(froot) . EEXIRIE L FXEEENRAE.

-z
EE

) path MERTESLMEXMHR, LAl ERTHLRENKE. BERREEENSERFEEA L TURMBHE.

AR X BN REFAEREX R KERIZEE (*/usr/share/doc/debian-policy/fhs/fhs-2.3.txt.gz”
0 hier (7)). {REEZRCIEN T — EAZEESRHREBN TR

EE: EE S

7/ R

/etc/ ZinEEREEEX G
/var/log/ ZREEXHF

/home/ FrEIESEAFNAFEER

Table 1.3: EE B #HMARTIR

1.2.2 XGERGIRNER

%88 UNIX RERIEHE, Debian GNU / Linux B R AR EVIZEUR T IBH N ERRE E AV #TFR B L, B2
BHRE, MEHaMERFIKIRBEME—HNAXZIRE “/ dev /7 TH,

BEER. Bif. mREE (—EWERENBEXFZENITTE) 3k Debian GNU/Linux R4 LRIIRE B EH —{E M i
inodefE M4a1E, HiA T HAERBYE, FINIBEENERE (8% ) EBRNE, RE—XGRERE, FF, €A
BERABRREERRZAPIEEZRRIEN Unix, RN Linx ZORGEEBERETTRAEY. HE, EEEMH
TR EIEERITHREFIEME I AR R R R P RE,
EEHYIZEEERMNAMERNR —NMRIZIFEERYN, AREAFRFIREERNGSHI 2 e NENREETE
BREIRE, EERTNEAOHEEIETERNSRXABARRRIENZIETHA.

BN
NRIFF R XA YIEE R <M ERAIER, NH2EET mount(8),

1.2.3 NG ZRGHER
$8 Unix RSB R SRR E B0 = EI R ENAR,



https://zh.wikipedia.org/wiki/RT-11
https://zh.wikipedia.org/wiki/CP/M
https://zh.wikipedia.org/wiki/OpenVMS
https://zh.wikipedia.org/wiki/MS-DOS
https://zh.wikipedia.org/wiki/MS-DOS
https://zh.wikipedia.org/wiki/AmigaOS
https://zh.wikipedia.org/wiki/Microsoft_Windows
https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/File_system_permissions

Debian 2= F

81257

- BREENANAF (u)
- EEXFAEAENEMERE (g)
- FTEESIAFR (o), BHREE “HR" M1 “EAN”

HXERE, SEHEZRAET T 5IEME.

- i (r) BERAFMBEEREXHHIANE.

- 7R (w) BERAFAEEEIXTREA.

< ATEIT (x) ERAFABEEEXHEM—(Em<ET,
HIRBIRRR, SEHEERLET FIIEE,

58 (r) ERAFFAEETL B FRANAE,
- A]8 (w) ERAFFAEERNEMER B SFEEAI M,
- AJEIT (x) ERAFFABEEVE B BRRIXHE,

EER, —(EEFNATMITERERENMEAFBRE BRI, EALMRERMPIRENE, FIINA/NFHERESE,

Is(1) ARBEERX M BRNERER (B2 ), SETHRE

- XIHERE (F—EFH)

« XHREARER (9 BFM, ZEFFAEM—EREAF, A, EtNIEFRT)

o SRR HRIRESEREEN

- XEFTBEENARSE

- SEXMHFENAER

- LUFRF (FE ) BEMHXXMERN
o« X{EYEEAFNRERE ( mtime )

- XHHNEF

“-17 BIE, ERRATEIEFERTIESR.

¥ anFR

B

=HEXHF

Hix

R

FIIRREE R

RERIEENES

mREE

N|IT|ITIO| Q!

ZF

Table 1.4: “1s -1" EHAIFE—EFHFIIR

chown(1) AH2 root BREAECASXHRIFRE &, chgrp(1) AR XHARIPTBEEL root BREIECISXAFTERIAE, chmod(1) AAL

XABIFTBE &L root BREIECSIAFFIX A RAVEHFERERR, BRIF—E foo XHFHIERFEEMT,

# chown <newowner> foo
# chgrp <newgroup> foo
# chmod [ugoa][+-=][rwxXst][,...] foo

flan, {ReJCAIRER T EfE—E B @ AF foo A, It
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# cd /some/location/
# chown -R foo:bar .
# chmod -R ug+rwX,o=rX .

B = EE IS IRAIRERR AL,

+ Set_User_ID fiI (s = S BAFM x)
+ Set_Group_ID fiI (s 3% S Bz x)
« MEM (1T EREMARMX)

BE “Is -1" HBLUMNBHEARN, WRSLHHRERE TEITU, MEXRRE.

M EFTHITXHER E Set-User-ID G R FF—ERF A E S8 ID ETIEE T HITXHE (FI40 root ), FEUAY, 45
—{BERTEITLAFERE T Set-Group-1D G SR 5T — BB A A HI4R 1D iE1T52 X4, (15130 root 48 ), HAIELLERER]
fEsle 2 EfE, EREMNHRFEEBRINER.

HE— BB LRE “Set-Group-ID” 7§$TRHE BSD B4R B, FTEEEHREERIZM 4SBT ERIA.

MR—EBFRE "W BREZEFRNNERTREMEE ZM—EEAEMR, 2 TRE—EESR “/tmp”
ERMBARRHEMENENE R TERATNRS, MEEERROIERIE, ERMEMERRREMTI. SR,
ZIERA UWE BB EME B SR E R R EAE MR ZEY —ER B HESR.

EREL EEBIMHERGF,
$ 1s -1 /etc/passwd /etc/shadow /dev/ppp /usr/sbin/exim4

Crw------ T 1 root root 108, @ Oct 16 20:57 /dev/ppp
-rw-r--r-- 1 root root 2761 Aug 30 10:38 /etc/passwd
-rW-r----- 1 root shadow 1695 Aug 30 10:38 /etc/shadow

-rwsr-xr-x 1 root root 973824 Sep 23 20:04 /usr/sbin/exim4
$ 1s -1d /tmp /var/tmp /usr/local /var/mail /usr/src
drwxrwxrwt 14 root root 20480 Oct 16 21:25 /tmp

drwxrwsr-x 10 root staff 4096 Sep 29 22:50 /usr/local
drwxr-xr-x 10 root root 4096 Oct 11 00:28 /usr/src
drwxrwsr-x 2 root mail 4096 Oct 15 21:40 /var/mail
drwxrwxrwt 3 root root 4096 Oct 16 21:20 /var/tmp

chmod(1) B 5 —FEEERNRMIDERT I E, ERMFRIVER 3 2 4 i/ EMH (KR 8) B,

S Bz

F—EERF set user ID (=4), set group ID (=2) F[ sticky bit (=1) ZF
CEEEF read (=4), write (=2), 1 execute (=1) #EFR ZF, user HF

E=EFHF [ E, group

FEESFAL [ E, other

Table 1.5: chmod(1) Fr & X HERMEIFIRI

BRERBEMER LAEME, MR “1s -17 SOWHAIATRY (2-10), BRUEMR (KA 2) RNER
RIFFEIHE (°-" BRLO, “rwx” BRI 1), REZFIIERAHFRIVENRRE 3 URFEERT RN/ EURIRTR,

EATI6F

$ touch foo bar

$ chmod u=rw,go=r foo

$ chmod 644 bar

$ 1s -1 foo bar

-rw-r--r-- 1 penguin penguin O Oct 16 21:39 bar
-rw-r--r-- 1 penguin penguin 0 Oct 16 21:35 foo



https://zh.wikipedia.org/wiki/Berkeley_Software_Distribution
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N
MRIRFETE shell :HLEPHM “Is -1" BERWEN, REZEAEBAGS, 9 test(l), stat(l) # readlink(1),
shell REE&<, W “[” = “test”, mIEEtHERAEI

1.2.4 EHIFEERFFEIE: umask

+EERT o] RS FE PR B F B AE IR shell &< umask BIPRHI, 2R dash(1), bash(l), FIREHS (7)
(1ERETRIIE) = (FAKRVERFFAIE) & ~(umask fH)

umask 18 EITAESREF FERVERISE Eaf Bi%
0022 -rW-r--r-- SrWXI -Xr-X ErEBERETE
0002 “rwW-rw-r-- - FWXTWXT - X EfMBEHEE

Table 1.6: umask {& 22

Debian FEEREAEAEMAL (UPG), BE —EMEMAEINEIRRIIHREBEZET —E UPG, UPG MBEFHE
MEMNEREHER, SEERERER UPC ME—NE, BItSEEREHRERECHTAAMEZE, 1€ umask BREM
0002 2FELET, (ERLE Unix 287, IEMESBEAERER BN users MARIFEERNME, Ti5R
BRT, HRZELEEIE umask 385 0022 B—BHIFER)

BR
EIBIE “umask 002" BA ~/.bashrc ¥R UPG,

1.2.5 —AFREEFEIE (4H)

AT EEETEERR —EREERE, SEEAEFEEAEMA “sudo vigr” 4k#E /etc/group LURMERM “sudo
vigr -s” 48 /etc/gshadow FiAZAMME, HREEETHZREREAN (HMIT “exec newgrp” ) PARKFH
HAEECE.

ES=
&, ReJLAE@FIE—1T “auth optional pam_group.so” % “/etc/pam.d/common-auth” LARECE
“/etc/security/group.conf” , EEESHREFARIEMLERETE (2R% 4 &)

£ Debian R4EH, WREKER S —BER, WRMFRIE—(EERERFIBRLERENIRMEE, 30 CD-ROM 1 USB
IS, MEEEEEERENRERANMNE,

—EZR2HHARAREHRVERTEMEARTFR root A EMBRESENERMEE.,

"R

MEEBH dialout HESINEECEREMAR, WRIESHS, F5. BUR root EFREHR
“/etc/ppp/peers/” BREEMEU TIAEREEERMNGE, MABEMHR dip A, FFTUEBEER pppd(8).
pon(1), AR poff(1) AR ISR IP B ELRFERIRL,

RLZ2HNHARRHERTFEFMMERT root FFAEMITHENG L,

HARGIRHIERBEFENTEYR, 2R Hbase-passwd BIE#HY“/usr/share/doc/base-passwd/users-and-gt
i, EFihRAN “EREFE",

FRAEFBERAIEERS, 28 passwd(5), group(5), shadow(5), newgrp(1), vipw(8), vigr(8), A pam_group(8),
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@A D GIEESNE S 5k

dialout R hEENERIIEER (“/dev/ttyS[0-3]7)

dip EIRVEARIRINIE, EMXFEEEEAESE 1P ER

cdrom CD-ROM, DVD+/-RW ERE/)Z%

audio ERIE

video HEEE

scanner FEsE

adm RREREHR

staff —ERRYIREETFIER: /usr/local”, “/home”

Table 1.7: BRI IEREIFEMA R FIRHBIZRETIR

“ REIlGERS
sudo AEEFIRZEHIT sudo
Ipadmin 17an L CAEENREE B ER £3

Table 1.8: ERZMHRRRUABIFEGFLHITHAETIR

1.2.6 BSR9%

GNU/Linux {45 =Ff& 38R HeSRE &,

] meaning (historic Unix definition)
mtime N EREFE (1s-1)

ctime XETREIEREEE (Is -1c)
atime X FEERAEEE (Is -1u)

Table 1.9: RFRIELFEALSIZR

=z
TR

ctime N2 A RIZERSE,

=z
=

=

The actual value of atime on GNU/Linux system may be different from that of the historic Unix definition.

- BE—EXH, BEREZXXMFTER mtime, ctime, F] atime B4,

- REXHHFEENEER, AFXE XM ctime F] atime B4,

» Reading a file changes the atime attribute of the file on the historic Unix system.

+ Reading a file changes the atime attribute of the file on the GNU/Linux system if its filesystem is mounted with ”strictatime”.

+ Reading a file for the first time or after one day changes the atime attribute of the file on the GNU/Linux system if its filesystem
is mounted with relatime”. (default behavior since Linux 2.6.30)

» Reading a file doesn’t change the atime attribute of the file on the GNU/Linux system if its filesystem is mounted with
”noatime”.
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=z
R

The "noatime” and "relatime” mount options are introduced to improve the filesystem read performance un-
der the normal use cases. Simple file read operation under the "strictatime” option accompanies the time-
consuming write operation to update the atime attribute. But the atime attribute is rarely used except for the

mbox(5) file. See mount(8).

{3 touch(1) AR LHECY EF IR RAVBSRERL,

HRSRB, 1s moWMHMAEIEREES (“fr_FR.UTF-8") HEME (“C”) RE.

$ LANG=fr_FR.UTF-8 1s -1 foo
-rw-rw-r-- 1 penguin penguin 0 oct.
$ LANG=C 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0 Oct 16 21:35 foo

16 21:35 foo

R’
2E% 925 HEHER “1s -1" &,

1.2.7 &4

BEmERHE—EER “foo” EHAR—ERRERMIES “bar’,

EE nl:l
- HIRBEREERRE
- “1n foo bar”
® ?&%JI:'EL nl:l_z Symhnk
- BEIRBFIEE S —(EERIISIRESR
- *In -s foo bar”

2R TEIIRA, rm s S ERPELGHBIECERMEIZER,

$ umask 002

$ echo ”"Original Content” > 1 foo

$ 1s -1i foo

1449840 -rw-rw-r-- 1 penguin penguin
$ 1n foo bar # TEIELS

$ 1n -s foo baz # FFIEEL

$ 1s -1i foo bar baz

1449840 -rw-rw-r-- 2 penguin penguin
1450180 lrwxrwxrwx 1 penguin penguin
1449840 -rw-rw-r-- 2 penguin penguin
$ rm foo

$ echo "New Content” > 3 foo

$ 1s -1i foo bar baz

1449840 -rw-rw-r-- 1 penguin penguin
1450180 lrwxrwxrwx 1 penguin penguin
1450183 -rw-rw-r-- 1 penguin penguin
$ cat bar

Original Content

$ cat baz

New Content

17

17

17

17

12

Oct

Oct
Oct
Oct

Oct
Oct
Oct

16

16
16
16

16
16
16

21:

21:
21:
21:

21:

21

42

42
a7
42

42

147
21:

48

foo

bar
baz
foo

bar
baz
foo

-> 2 foo

-> 4 foo



https://zh.wikipedia.org/wiki/Hard_link
https://zh.wikipedia.org/wiki/Symbolic_link
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EEARIATER —EERRMPELL, WHARE—E inode 3%, M Is(1)F “-1" EIBRATH.
FERESMRERELRSE “rwxrwxrwx” PIERSREFFIE, MEEGIFAR, BRNENGEHTEEEMEE

TEREE,

( : ) NEy
PRAEFBIEFFIER, BRAZERI —EERNTREANEESBEERETFEE, FRELNEEES
AIREEHIER AR ESMAVERIEE,

Gl

ES
BEERTREGILEMEEEESE, RIHFE—(EFEREREERLS,

“7 BRESITHRENBE, EIEFHEERMEARIE 25K, . .7 BRELIIREEK, FItBHRMESE
hE= ¥y F B skeZILmiE M,

INRARMITE Windows BFEE] Linux, fRRRAZER Unix A S BB Windows BABIER) “RIEFN” BRZENE
DERETE), HREREERARPEIRN, BREFEINEGERRFERERZENER, EEESSERL, EE
MmREEZEH,

1.2.8 #mBEE (FELL)

mREEE—EREE—RNER, MICRBTKETESR, S5 —kmdR, B, EWBER FIFO, BILESLL: /R
REBEERTHEENRAESES —iRTHR,

MRH—EAGRBEEETEBAERE, BANBREASHRELL, EIBANEMREETHEINLR, BERBIERERH
B2 BEMMERSLE. EENXKNMNARET, EANEEEN, ERRERMEIRTE, & shell RBER” 1] 27 5F
EINEE—1R, M, —BEERTREE, EMERFRAITUANLER—EG<SY, EEHE—EERERT. EER
UNIX —{BIFERRENNRIH.

EATFEF

$ cd; mkfifo mypipe

$ echo "hello” >mypipe & # MENEEHIT

[1] 8022

$ 1s -1 mypipe

prw-rw-r-- 1 penguin penguin 0 Oct 16 21:49 mypipe
$ cat mypipe

hello

[1]+ Done echo "hello” >mypipe
$ 1s mypipe

mypipe

$ rm mypipe

1.2.9 EEF

ERFHEZERNRENAEREREN, ENETFERRAS., EEUNRGREE (FIFO) THAKEFRZEE
ENEFEMZEETENR R, HNERT, SLEFAEECR—BENT, UAFERA—EREFNFRER.
EREFEBEH (IPC) HW—(EETE, EMMNRIRTESEERARBEERNRDTHE, RERVMER HERERE
EF f UNIX I EIEE,

"R
Bi@'netstat -an” LA URAENBRARELI TR T HRLEERET,



https://zh.wikipedia.org/wiki/Named_pipe
https://zh.wikipedia.org/wiki/Inter-process_communication
https://zh.wikipedia.org/wiki/Internet_socket
https://zh.wikipedia.org/wiki/Internet_socket
https://zh.wikipedia.org/wiki/Unix_domain_socket
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1.2.10 REXH

REXFEERGNYIZREMERRFE, @R BL BrRRFE BE ERREN—EfFRIEFE, B

“/dev/console” KA,

S8 S AR

- TR
- SRHE—EFH

- —EFHER— AT

- mgass. B|O--

- 18

- BBEAMET- R, T

- —{B% > —EFE

3 E

EIAERRRE (S, BESTTEDS ENNE, ENERRLRCIR0IE, HXBANE,

UAEEBNTE AIRE M HEENPE, EEON, fRPTUAMS XA M AITEN:ERME “/dev/1p0”, SEMSARMBRAG SR
FIERO “/dev/ttyse”. BR, MRIFBLRFE /DT, BRIFTRSEN—ISAKH#, FRUZREID.

BRFR]
EREE

JED=}
ERMEITENRE, £/ Ip(1),

RBHETEAEN P DAEB T 1s(1) 52, AR,

$ 1s -1 /dev/sda /dev/sr0 /dev/ttySO /dev/zero
brw-rw---T 1 root disk 8, O Oct 16 20:57 /dev/sda
brw-rw---T+ 1 root cdrom 11, O Oct 16 21:53 /dev/sro@
Ccrw-rw---T 1 root dialout 4, 64 Oct 16 20:57 /dev/ttyS0
crw-rw-rw- 1 root root 1, 5 Oct 16 20:57 /dev/zero

- »/dev/sda” BIERIEIRE 8, RiRIEIRZE 0, EFJUK disk BHENAFE

« 7/dev/sr0” FIEREHRR 11, KERERZ 0, EFIUE cdrom BHANAFERS.

- 7/dev/ttySe” FIERREIRR 4, REMEER 64, EFTUHK dailout BHEKAFER,
« »/dev/zero” MIEREIRE 1, KiREERZE 5. EFJUREEAFER.

IR Linux REEF, BE”/dev’ ZTHIXGRAS BENHE udev() HFIETE,

1.2.11 $ERIERIEXXG

BH R MERE S,
BRI HEE T shell MIBEERMSER (285 158 W),



https://zh.wikipedia.org/wiki/Device_file
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RIEXHF S EERA

/dev/null SEEY RO “XHLEREFR (EOF) ©

/dev/null BEA HRO (—EREENSEEEERM)

/dev/zero B 5@”\0 =EFF( éﬁi ASCII EPE’J%FE' 0 7Fﬂ )
/dev/random FBHY r;t) e
/dev/urandom AN REDNEZENZRN I BREEESEE RO —EREEERT
/dev/full BEA REREEC ™ (ENOSPC) #Hix

Table 1.10: #5RIERME TR

1.2.12 procfs F sysfs

procfsllsystsMERX R4, 7 BIMEL”/proc” #17/sys” 2 £, BAZPNBIREBRELAFTHE., &R,
BEFERERN, MR T RABRBRRERRETHHEZM,

B#%”/proc” BEEEMEITIEIREM T — flﬁl?ﬁ&i, BB FIEEEZZHN (PID), FEBIEREREENR
MIE, WpsO, ATMEEERFEBESES.

”/proc/sys” Z FTHIE#k, B8 TRIUERELANLE TS8RO, (R UEREFIRY sysctl() LN, HE
{EREEME/BEXE"/etc/sysctl.conf”, )

BEANFIBRIEER KRB /proc/keore” By, BEEEREAE. EEXHRMEHNERATFRNNMEERS, E
WARRERAZ, ER—EERXH, EEARKEAT, MUTBEOEHKAN,

»/sys” U TFHB#HREE T AZBENEEERE, EfNEYE, URefizEiEE, cRStEs TIRERLERZ
BITR28REO.

2% proc.txt(.9z)”,”sysfs.txt(.gz)”, AR E AR Linux AIZXAE ( ”/usr/share/doc/linux-doc-*/Doc
BLEXHE linux-doc-* BREFEIRTM,

1.2.13 tmpfs

tmpfs@—EERIF X4 R4, ENXEHEBREFEERNEFR, LER, URAFEZFH umpfs BRPIRER R EIER
YL }ﬁnlu__n

RIREENRHAPEER, »/run” Bk EES tnpfs, EREE/ HEHERE, EHETURKBAN, EEBERNHIRE
T HFRHTE, ERFtEX T Filesystem Hierarchy Standar2.3 kR PR BRI B $RAI & :

« ”/var/run” - ”/run”

« ”/var/lock” - ”/run/lock”

« ”/dev/shm” - ”/run/shm”

2F tmpfs. txt(.gz)”, XEAIH Linux AZIAE (”/usr/share/doc/linux-doc-*/Documentation/filesyster
HixzF, HEHEE linux-doc-* &l

1.3 Midnight Commander (MC)

Midnight Commander (MC) & — 1Bl Linux iR EELIRIRIZE T GNU R LT ET])” . EAMFMARERET —EEE
VRIARIREREE, EESNEEEREEN Unix %,

R e ERE T EMNB S RLEIFES” mc ” B Midnight Commander 1.
$ sudo apt-get install mc



https://zh.wikipedia.org/wiki/Procfs
https://zh.wikipedia.org/wiki/Sysfs
https://zh.wikipedia.org/wiki/Tmpfs#Linux
https://zh.wikipedia.org/wiki/Virtual_memory
https://zh.wikipedia.org/wiki/Page_cache
https://zh.wikipedia.org/wiki/Paging
https://zh.wikipedia.org/wiki/Filesystem_Hierarchy_Standard
https://zh.wikipedia.org/wiki/Midnight_Commander

Debian 2= F 16/ 257

£ mc(1) AF L ARMEIZKBIEE Debian 4%, ERFRIFNSE LN, FEMAFTENDEREREE - LREBIAE,

- 7/etc” REFHE

«” /var/log” REFB%

« ” /usr/share/doc ” REFHi%
«” /sbin” #1” /bin”

1.3.1 HTEE MC

ATHERH MC MBHRENB &I cd RIHEB, FEZEENR~/.bashrc” 88 —{EH mc B2 HEIIESTE,
. /usr/lib/mc/mc.sh

1818 me(1) (727 -P” HIEHE) MRE, (IRFAEEMIGEEHRABERN, RAIUHEERRLERSES)

1.3.2 BEY&Eh MC
MC 5] BASKERREN A2 3K,

$ mc

MC E@REEE T BEMERERESE, ALtMREREETEL0EN, RAFER F1 HrIAERENNE. FREER
IR INRER A P AER MC,

R
R L4&UmEEUN gnome-terminal(1), THRESRAVIZEREIE R PTRESWALIRIZNREEL, £ gnome-terminal #F]LAE
i@"Edit” ~ "Keyboard Shortcuts” JRIE:R E K24 |FEHEN S,

MRIRBENFIohmiBERE, BRLREZENS, BEBHIE"-a” 2 MC s 7IsET B BNIE R ERERE,
NRIERAEEMR MC PHFERMERE, PJMA2EE 9.4.6 7.

1.3.3 MC XH4&EE

AREMEEFEREEE THERIIR, Z—EEANRARRERERER” Eill” RKEBBERDEFIEEN. &
'FJIEzE LENERVIRIER, TREIEF gpm(8) MITHIEHER, (RLRTUEF Ta<I AR RRIRME, (FE MC BE&1T1E
Hl 0BG CIRIERIRHR —EZEIRME shift . )

TRIZHE EHTEINEE

F1 EZEE

F3 RESEES YR

Fa RGBS

F9 R FROEE

F10 1Bt Midnight Commander

Tab EmEE OERE

Insert % Ctrl-T AR ZEFRRENFLESR, MEIR

Del MRER (E=---:8E MC AZEMIRELR)
DS 2 BREE

Table 1.11: MC R¥ERLE
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1.3.4 MC s 515

- cd SLERFNERPRER IR,

* Ctrl-Enter or Alt-Enter HEERR&GH LI, M cp(1) A mv(1) MBS RETRIE,
« Alt-Tab BERIERBEIWEIRER,

- BB MC s L5 BRI AFSERIR B #%; 140, "mc /etc /root”,

« Esc +n-key - Fn (i.e, Esc +1 - F1,etc.; ESC+0 - F10)

« J5i% Esc MERHE ALt —#; B0, #A Esc + c FTIERS Alt-C 2 —#&kRY, Esc #MA meta i, BIFERHIE
ZRM-7,

1.3.5 MC RZR4mEE28

EENEmERE —EEERNBLEAR. # F3 MREEER,, B8 F3 E%&%ﬁf{tﬁiﬁﬁlﬁo LEZI R =T BA
BENREVIEIR, (£ F6 S REBEMZIE/FER F, FSRSERERAZRHE . F2 #FER, Fl0 Bh. 2
KRR L E B TAE.,

MC #r¥523 7] BA\E #2 A F EVE < 73 TURRED,

$ mc -e filename_to_edit
$ mcedit filename_to_edit

EAR—ESRERER, BREEBEAKRREIFRNMRE. EMEREHER, FEAZ Al-F <n > R
= #% 4%t {5 A3 File - Insert file” 3{7#& "File — Copy to file” RIBEINF,

MERHREE 28 7] CA#R /) B A EE 23 B X,

Ekk, FSENERRIEEE SEDITOR 3¢ $VISUAL RRTE4REEESAVEER, WRIREMER vim(1) & nano(1) 3R
BtR, (REFEES TEMEXBINA~/ . bashrc” K mcedit EITRE,

export EDITOR=mcedit
export VISUAL=mcedit

YR T REREE R R A vim”,
NERARER vim(1) WRIEFE, (RETATEAIBS Z 4 P4 & A meedit(1) 2RMETT TIE,
1.3.6 MC AZRiftH 28

MC B—EIFEE2MEER, ER—EEXHTERNFNFIE, REEFERTERE/usr/share/doc B#HES
fER, ERABAE Linx BEFMIRRA, EERIERE7] BB T 58S PR —ERE ZRED,

$ mc -v path/to/filename_to_view

$ mcview path/to/filename_to_view

1.3.7 HEHEIREI MC

EEFRTEADE, AEENENREEERNAR (BRE 9.3.11 ), ER MC —EIEEHEMAE,

DR LISA R FERERSHEN, MRRNERTEAWRERTHNIT. EA chmod(1) FiEiA MC fEREENE
fiFIBIARRE,
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T HEERENER
AIEITIESR HiTme
CEHEIXH BBENBIG I esoxas
html fE % BEANSHEIERS
"* tar.gz” #1”* . deb” X& FEENTARERETFER &K

Table 1.12: MC H¥i [0 E5 iR AV L fE

1.3.8 MC ) FTP EHERR 4

MC RESa{EF FTP ISR RIS R AR ERK Fo, AREA"p” KRR FTP ERIER R4 FZ username : passwd@hostnan
BB URL, BG4 B 85— RIS KRR B i%.

i1 & FIRL[deb.debian.org/debian]” 3R2|E Debian FIIESRAAM4ENE,

1.4 %8 Unix T{FIRIEEM

A MC ZA S BRGIERIEE, E2ZR shell R T EAGSI T EHMRIEEEEN, FJEGREESHTELE
Unix T{EIRIR,

1.41 ZE A shell

{RETLAIEIB chsh(1) BIZ(RRIZ A shell,

W®ER FTE K/\v | POSIX shell | 77208
bash V:848,1:999 | 5798 | Yes Bash: GNU Bourne Again SHell (28 FRUIZ®E)
tcsh V11, 1:39 1306 | No TENEX C Shell: —1@& Berkeley csh FJIE5& kR 2
dash V:925,1:984 | 204 Yes Debian Almquist Shell, £ shell 5515
zsh V:34, 1:69 2183 | Yes Z shell: BT ZIZERTIZZE shell
mksh V:6,1:13 1339 | Yes Korn shell BJ—{ERRZAE
csh V2, 1:12 339 No OpenBSD C Shell, Berkeley csh FJ—{E[RR &
sash V0,15 969 Yes W‘?”—"%E?, Stand-alone shell (M N EPRE IR 2
#9”/bin/sh”)

ksh V:5,1:22 3276 | Yes Korn shell ' E1EHY AT&T FRZA
rc V:0, 1:3 154 No AT&T Plan 9 rc shell F—{EEIR

. Policy-compliant Ordinary SHell ZREEMEEFIIE @
posh V:0, I:0 186 Yes shell(pdksh JE4)

Table 1.13: shell F2X %I

=R
HEA%E POSIX HERAGEL, BMFIE shell EHFMSBMBEREGSELSHE L, TRAIUARE, BEFER
PRI,

EAIET, BT shell 48235 bash.

1.4.2 EH bash

EeI B RMY bash(1) 174, fER”~/.bashrc”,
ERXTAEF,



http://packages.debian.org/sid/bash
http://qa.debian.org/popcon.php?package=bash
http://packages.qa.debian.org/b/bash.html
https://zh.wikipedia.org/wiki/Bash
http://packages.debian.org/sid/tcsh
http://qa.debian.org/popcon.php?package=tcsh
http://packages.qa.debian.org/t/tcsh.html
https://zh.wikipedia.org/wiki/Tcsh
https://zh.wikipedia.org/wiki/C_shell
http://packages.debian.org/sid/dash
http://qa.debian.org/popcon.php?package=dash
http://packages.qa.debian.org/d/dash.html
https://zh.wikipedia.org/wiki/Almquist_shell
http://packages.debian.org/sid/zsh
http://qa.debian.org/popcon.php?package=zsh
http://packages.qa.debian.org/z/zsh.html
https://zh.wikipedia.org/wiki/Z_shell
http://packages.debian.org/sid/mksh
http://qa.debian.org/popcon.php?package=mksh
http://packages.qa.debian.org/m/mksh.html
https://zh.wikipedia.org/wiki/Korn_shell
http://packages.debian.org/sid/csh
http://qa.debian.org/popcon.php?package=csh
http://packages.qa.debian.org/c/csh.html
https://zh.wikipedia.org/wiki/OpenBSD
https://zh.wikipedia.org/wiki/C_shell
http://packages.debian.org/sid/sash
http://qa.debian.org/popcon.php?package=sash
http://packages.qa.debian.org/s/sash.html
https://zh.wikipedia.org/wiki/Stand-alone_shell
http://packages.debian.org/sid/ksh
http://qa.debian.org/popcon.php?package=ksh
http://packages.qa.debian.org/k/ksh.html
https://zh.wikipedia.org/wiki/Korn_shell
http://packages.debian.org/sid/rc
http://qa.debian.org/popcon.php?package=rc
http://packages.qa.debian.org/r/rc.html
https://zh.wikipedia.org/wiki/Plan_9_from_Bell_Labs
https://zh.wikipedia.org/wiki/Rc
http://packages.debian.org/sid/posh
http://qa.debian.org/popcon.php?package=posh
http://packages.qa.debian.org/p/posh.html
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# enable bash-completion
if ! shopt -oq posix; then
if [ -f /usr/share/bash-completion/bash_completion ]; then
. /usr/share/bash-completion/bash_completion
elif [ -f /etc/bash_completion ]; then
. /etc/bash_completion
fi
fi

# CD upon exiting MC
. /usr/lib/mc/mc.sh

# set CDPATH to a good one
CDPATH=. :/usr/share/doc:~:~/Desktop:~
export CDPATH

PATH="${PATH+$PATH: }/usr/sbin:/sbin”
# set PATH so it includes user’s private bin if it exists
if [ -d ~/bin ] ; then
PATH="~/bin${PATH+:$PATH}"
fi
export PATH

EDITOR=vim
export EDITOR

PN
A A$REIEfMh bash FELETT, #HWE 9.2.7 71, EH 9 BEZA,

<IN
bash-completion EREZEIHELTZR bash EITHTHZ.

1.4.3 FiRiRiE

£ UnixiRlR, B —LABEFRSEMNKRE, FHI8, T8I Linux FAHIZHIE, RBAEFEMN Ctrl 0 Alt #9]
MIEETE, ERBELEESFICENRRE,

R’
Ctrl-s BY#&IRTORERTREM stty(1) £EA.

1.4.4 Unix 3BEYRYRRASIRME

Unix 2BRBYEEARIRIFER 3 #IBERR MR,

ARNRRER LNPRRM, WARRSTERE, LK EMPERER, 2 RERARWBERT, RRERALRE
MARHBENRZTEE, K7HE Linnx FEGEERBE, (FERE gpm(8) (FRARETERERF (daemon) 1T,

145 XHNBEEE

less(1) TR —EAEBIRNDERR (BEATHMRE), ERBEENGOSIBEIRERLREBIER, &H
less ML BRABHEMRFZEHITUR “h”, ERINEELL more(l) L EEE, BBEESENMEHIT eval
$(lesspipe)”8’eval $(lessfile)” ERINAEEREESE MM A FMZELE”/usr/share/doc/lessf/LESSOPEN
»-R” BIER] U BIR RGN F ol HiE T AR ANSI EEBEEFI, F4HE2% less(1),



https://zh.wikipedia.org/wiki/Unix-like
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RIERE v

Ctrl-u MR EEFfETENFR

Ctrl-H FREE G —E =T

Ctrl-D 2 IFFN (WNER{R7ETEH shell, BIIEH shell )
Ctri-C BIF—EEEETHER

Ctrl-z BEEEFREHIEEREEER

Ctri-s [EN=E

Ctri-Q %) & e

Ctri-Alt-Del SEEEFAZR, 2R inittab(5)
Left-Alt-key (2 Windows-key) Emacs F1AE{X UI B97T#E ( meta-key )
Up-arrow FIA7E bash FRGETEEER

Ctr1-R FIRE bash FRIEEGSETER

Tab 7 bash 2 1THHEEXER

Ctri-VTab 7£ bash S THEIEL Tab MARETHEE

Table 1.14: bash BYIZRLE TR

IRE anE
B AR AL 2 2B AR
 EELHE et BT
EELR EERELEER GRS
EE FEER TR AR IR

Table 1.15: Unix #RICHIRAZIRIETIR

1.4.6 XAK4rEEE3

TE{EFASE Unix RAAIBFEFR, SFEEMGVIm 3k EmacstI TR, {REZIEEEAHI—(E,

BARAHBENREA vim <R —EREMEE, E% Linuxy/Unix RAE—MEMST Vi miEE. (BRLRVN vi
MURERF nvi SETRAEARER., AT vin BRI T F1EE, ERETEPENINEERK, FURRE
Vim MAREEHRHHN—LTH, )

BRERIRA R Emacs i A XEmacs fFA{RE4REERS, EEEBTIFHIEE, LHEERENLETIIER, Emacs EE
RS EMIVISE, SIEHFEE, BiREES, BUEPIRES, EREESBHEANGERE, SEEHEANER LT
ENRTVFTEERUAR T, BEAEINER), —LAEZEISFRAAE Linx RAEEZTERHBIIFLE Emacs, T HERE
& Emacs AR EN TR TESEE, TLHEZIEEZ2EEA Emacs BHEE EEA GNU Emacs 2E&F M,

FERERATREELEANEE —ERIZ, WA vin” 1 F1 #HCTUARLE) Vim, ZEMRIFBHE—THIEAR 35 17,
BENFAZE)” | tutor |7 Witk Ctrl-] BRI ABRLR LIEFIIE,

JED=}

IFRHRERES, & Vim # Emacs, AJUARIE UTF-8 REEARERRIBHANNXT, BEREMRRE X RIENER
UTF-8 #@h, MLZRBRIZNMNFE, ARIFFE0] CARFEBIL X RIFMRISE. BRS(THEXFRIAER
2EXM.

1.4.7 REIMBNAYmEEES

Debian B ZNER4REEEE. HFIZFXR ELEESIH vim 848,

Debian iBiBF < “/usr/bin/editor” BT HAMEKBMIEBIVA— 5, EILHEIZF (FIN reportbug(l) ) 7
NBRT, (FENEBTIROBEE,

$ sudo update-alternatives --config editor
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HIRIFE, FEREMER “/usr/bin/vim.basic” K& “/usr/bin/vim.tiny”, ABEXHFEAS=.

RBR

HZIEFERIRIEZE “SEDITOR” 3§ “$SVISUAL” RREFAANEREERS (2R 1.3.5 THE 9.3.11 TH), B
5? Debian R4 —HMEE, Ef#HERER “/usr/bin/editor”, (EREE L, “$EDITOR” 2 “ed”, “$VISUAL”
IEE “Vi”o )

1.4.8 TEX vim

eI ERY vim(1) B9175, &LBE7~/.vimrc” ER,
EXTIBIF

" Local configuration

"

set nocompatible
set nopaste
set pastetoggle=<f2>
syn on
if $USER == "root”
set nomodeline
set noswapfile
else
set modeline
set swapfile
endif
" filler to avoid the line above being recognized as a modeline
" filler
" filler

1.4.9 &C#x shell j5E

shell LB BTRRELE THES, LrlERREEZBERITE, A3 shell /GBI HRIXMGTEREBEERZER
BWEE, EMMTERAAREREFEN, SELHEVAILM,

RCEK shell ;EBNRIEART5/ERTE script(1) FIE1T shell,

Ei FIIEF

$ script

Script started, file is typescript

£ script F{ER{ES shell &5%,

¥ ctrl-D2REWH script,

$ vim typescript

21% 923 1,

1.4.10 EARR Unix &85

EHRMRSTWEAD Unix 59, HER, HIENE—MRES L1 “UNIX", FF UNIX EEALEE B RIZMSED
#%, Debian RHHRGIS, MEE—LHSTRIFBOBEERER, FRBED, WK shell PEATHE, HHE
HRSWHERE, BT EREE A EEIERF KT,

ESVERIFERAFRRRER TGS,
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wmd iR EE

pwd MrEr/ LEEHNERE

whoami BRErlEFPR

id BNErAFPHBM (B, uid, gid F0FEEEH )

file <foo>

RBAR "<foo>" XHHIXHIREL

type -p <commandname>

FA~ <commandname>" mSHINXEEAE

which <commandname>

5Lt

type <commandname>

A~ “<commandname>" a2 HJHERE B

apropos <key-word>

ERHE “<key-word>" BENGS

man -k <key-word>

EL

whatis <commandname>

B—1TfETE “<commandname>" &%

man -a <commandname>

B8~ "<commandname>" &< HIEETRE (Unix AR )

info <commandname>

BE/R “<commandname>" @S HEHE RIVFERE (GNU EMK)

Is BREEAT (AESU. EREFENXEFNEER)

Is -a BREHZAST (BamEaXEMER)

Is -A BEREEAS (BRZFmEXEGME, By “..7 #f “.7)
Is -1a BrRFBNEHFRE, AEaFHENER

Is -lai BERFTEINEERATS, 83 inode FIFMANER

Is -d BRErEH NHIFTB B &

tree EAERER REEFEAD

1sof <foo>

SRR FERIAERITE S "<foo>”

1sof -p <pid>

SRR E R FRREIESR: "<pid>”

mkdir <foo>

FERIEFTEUTER “<foo>”

rmdir <foo>

MFRErIEEFFH "<foo>" HER

cd <foo> RZIERIE R r o= $CDPATH” Ry "<foo>" HEx
cd / EEAE ISR

cd E T SN EASES

cd /<foo> INRFEHREE “/<foo>" BIEER

cd .. IR E E—2REH %

cd ~<foo> IN]RFAE “<foo>" KB

cd - I PATEFIEE:

</etc/motd pager

FERHRN D BRERIEFREETR “/etc/motd” FIRA

touch <junkfile>

B —E=XH "<junkfile>"

cp <foo> <bhar>

1 —EREXHE "<foo>" BHE—EHXHE "<bar>"

rm <junkfile>

MFRSCE “<junkfile>”

mv <foo> <bar>

B—EIRBEXHE “<foo>” EFBM <bar>" (“<bar>" WA
RFE)

mv <foo> <bar>

B—EIREXHE "<foo>" BENZIFTAIMIE
“<bar>/<foo>" ( WHBTZIE “<bar>" Hi%)

mv <foo> <bar>/<baz>

BE—EIRBXHF “<foo>" FFETEHGAE
“<bar>/<baz>" (WZBTFE “bar” Bi%, BREE
“par>/<baz>" B#%)

chmod 600 <foo>

FEHMABRZESRBXHF "<foo>” (LHMBABEEZRTZ
XH)

chmod 644 <foo>

FHEMBAFIREXH “<foo>" FIRAEARAE (LERBAEE
IERITESUT)

chmod 755 <foo>

EEMAE “<foo>" FIEMARIR (BB AEBRERNITZX
)

find . -name <pattern>

& shell “<pattern>” BERLENXHERE (RERE)

locate -d . <pattern>

A shell “<pattern>” ERMENXHERE CREERR, FAE
HA4E AR B ENIEE )

grep -e "<pattern>"” *. html

FERIBE N “.html” BEFFREXHF, ERXMNEK
“<pattern>" HIX4IERER

top

EFETEREER, BA "q° BHE

ps aux | pager

ps -ef | pager

RRFTBIEEETHERERNER (BSD EfE)
BB EEETIERERER (Unix system-V &)

ps aux | grep -e "[e]xim4*”

FARNTBIEE(T "exim’ # “eximd” BEFE

ps axf | pager

RERFTA LEEETAIETERERE (ASCI EAR )

kill <1234>

FIEID B "<1234>" BETE

[

azin £faoo
7P o0

T 173
AT EemMPper-Z1vh o

gunzip <foo>.gz

;l% “<f00>.gZ” EEE% “<f00>"

bzip2 <foo>

{E£F Burrows-Wheeter IR HEF B4 &,%F0 Huffman AR5
“<foo>" BHEE “<foo>.bz2” (BUEMERLL gzip BiF)
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JES=}
Unix E—{EEH, BA “." BB AS#KIEHEL, Ef—MBEa TEEESMAFREEIRENXMG.
IR

#52 cd &<, 28 builtins(7),

EE
EAHK Debian RSN R D ERERIZEFRE more(1), EEAFEIRE), BiB&< “apt-get install less” &
8 less M4 E1%, less(l) ERMBHRRABNS BERERIERF, T©rINERS ERELDRE,

EF =1

"["#0"]” EIERIR/RN’ps aux | grep -e "[e]lxim4*”" @5&H, BIE R grep EERHPHIBREEZ, 1E
BIRRRPH 4 BERETHFIT'A", EEPILAE grep BEHE exim” hikE|"eximd”, B5R"* sJLARR &GS
BIOEMERRRINFP, EREMNESERN &I, ARFFMAEMIERRRINIUSE grep(l),

ERAIER, HERLANGSRERRFLRARR, MREBEMEHENEFSHNEE, FHURETFM,
EHFIEF

man man
man bash

man builtins
man grep

man 1ls

BB BB PR

FMOUESTREREAGHEUBE, AREMHEEHE, LEREREE. EEERNBLFMH. B2, —BRE
BTE, (RRMEEMNEZ.

AR, FFZH Unix 5% (BLE2RE GNU M BSD B9 ) #PJABAREENENESR, ReIMERATINER -2
AREBE (BERANHEFASE IR ),

$ <commandname> --help
$ <commandname> -h

1.5 f§EE shell 7%
IR7E, (REUNFEER Debian RABKBE—LREB T, BHMERABRAE Debian RANHLHITHS, EEE, B
BIFM—ARAERR, FEREMEES R bash(l),
— MRS HEFRIASFER.
1. ;REBEEE ([®)
2. &%
3. 281 (PE)
4, EXEME (E: >,>>,<,<<EHF)
5. IRRIRIE (PIE: &&, ||, <#ITF>,;.&,(,))
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1.5.1 HmEHITHIRIEES
— LIRS S I E S RS Unix M7,
ISR ENEAER PAM RAVIAY, Eh—Ltey St EREFEL T,

- BERETERE (U0 gdm3 ) EEFRTREBEZE,
« Shell IESIBERENIFREEE"~/ . bash_profile” 17~/ .bashrc” FHIRIBEE],

1.5.2 “$SLANG” &8

“SLANG” EEHTRIGESIRIFER 3 9 4EmM: “xx_YY.zz227",

ESRiEE Bz

XX 1SO 639 EE= X8 (/NVE ) flg0 “en”
YY 1SO 3166 BIZ XI5 ( X8 ) 15]11[1 “Us”
772727 iR, HWEREE "UTF-8”

Table 1.17: EBSIRIZ(ER 3 [EZB5

nm

HIREBEESRBNERNKE, 250 “info gettext” FRIMERAEIR,

11237 K Debian R HVARES, (RIEZMERIRES UTF-8, FRIEMRE BHIRYIEMFNE RANFEIL B 558 EF B
A,

HIGGESIRIRECENME, 2R% 84 T,

/IE'
“LANG=en_US"” BIRE “LANG=C” th A2 “LANG=en_US.UTF-8", ER2 “LANG=en_US.IS0-8859-1" (&8
% 841 1),

locale #EE BE (&)
en_US.UTF-8 &R (XEH)
en_GB.UTF-8 REE (RKATIEE)
fr_FR.UTF-8 %as (GEE)
de_DE.UTF-8 = (EED)

it _IT.UTF-8 BERRGE (BEXAD)
es_ES.UTF-8 PaIEcFRE (BT )
ca_ES.UTF-8 IN&RMEE (T )
sv_SE.UTF-8 InBEEE (ImEE )
pt_BR.UTF-8 BET= (BA)
ru_RU.UTF-8 fBsE (BR)
zh_CN.UTF-8 7§xm=| (PEAREME )
zh_TW.UTF-8 / nn E(PEIEE
ja_JP.UTF-8 E(HA)
ko_KR.UTF-8 EEEE (8E)

vi VN.UTF-8 WEEEE (HE)

Table 1.18: locale ¥EEMTIER
£ F8 shell G5 S 1TIRIERF#MIT I BRIy ER S
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$ date

Sun Jun 3 10:27:39 JST 2007

$ LANG=fr_FR.UTF-8 date

dimanche 3 juin 2007, 10:27:33 (UTC+0900)

iBE, date(1) EFRHITASER T HIRIEEE “SLANG” REMIE,
« F—{E&%, “SLANG” :REARMKMTERESIEIEE “en_US.UTF-8",
« FEAFGS, “SLANG” iREE;XFEMY UTE-8 locale B “fr_FR.UTF-8",

ASENGSERTHISHEELTERRIZEE, B LENGTF, MEATNERNTHAR,

$ LANG=fr_FR.UTF-8
$ date
dimanche 3 juin 2007, 10:27:33 (UTC+0900)

IFARATERIN, SLNBERREEHNTE, THEENRERSL, MRMFBSERIEEHEEFEF HRE
AREIEE (FIA0FA1T shell TE%‘E&SE:;) MEZEATENGLEL (export) E,

$ export LANG

EE
EFEAEROZIERIRIEE, RIBEESLANG BEEHSHERIESEEA exported SNEE, MREA
export WRMFZE, EETERZE —ERFMEIF

B
1B —{E BUG iREEMBHE, tNREAMIRIEEEMIRE, T LANG=en_US.UTF-8" IRIF F# G SETHITIIRE
BRI,

B] LAIEIBE % locale(5) # locale(7) ZR1%R”"SLANG” M AERARVIRIEEAEY,

JES =N
ERRITRAEESLANG REEEZRIRIFEH, RAEEENSENER T $LC_*" FRENEE,

1.5.3 "$PATH” &£

E{RTE Shell 8 N5 S HIBG{E, Shell B7E"$PATH” 2 FIEIZM B RIIREEITIES, "$PATH” EEFE MM
Shell F)IE T ERIE,

TE78R%HY Debian REEIBIE, FTEAMERAERIENSPATH” IRIBE BRI BEREIE~/sbin” F1”/usr/sbin” Bi%,
flgn, ifconfig L MBEEIRETBMNIRE"/shin/ifconfig”, (FEUH, ip S RE”/bin” B#RT)

A BATE Bash 3§ $ 851837~/ . bash_profile” 5"~/ .bashrc” Ri& $SPATH” IRIFEEHY1E,

1.5.4 ”"$SHOME” ££&{

BERSEFEREEFRPEHEENTEREREENRE, ARBAEENABTRNECTHHITAHR, FHEEEFESE
F”$HOME” £ 8{RIETE,

N
Shell IBEREM"~/" BBAERIERENER K, I SHOME/", Shell BRAEH ~foo/” % foo KR, thil

£"/home/foo0/",
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»SHOME” ZEIf{E EABITIRIR
/ VIRERNTHRER (TElzF )
/root root (EFA & EF o1& Shell FHITRITED

/home/<normal_user>

/home/<normal_user>

EBEFEFFIHE Shell HITRITER

EEFERE GUI REEEHTHER

/home/<normal_user>

/root Fi root ERE I REH{TIZI"sudo -H program”

Fd root EAE T eI R {TH2="sudo program”

Table 1.19: ”$HOME” EE{{EFE

1.5.5 m<YEIE

— LA SHIESI B, BLESIEA -7 - -7 FHER, BEEZREE, ARERGSHNITEN.

$

date

Mon Oct 27 23:02:09 CET 2003

$

date -R

Mon, 27 Oct 2003 23:02:40 +0100

BEEMAGRSEIE”-R” & date(1) 7S ¥ 1A RFC2822 1ZXEFHEIF T,

1.5.6 Shell ERZFT

REBEEEBERGPEGLHEBBNITMAZTEREBA, HERBREMNS glob, (BERHEWER BAFT), B

IE2Riw RIS HAYR K,
shell glob 1£3\ ULEC 5 Bl 1120
* AL FHEERTE R ()
* B .” FEERES ()
? BRFT
[] BERARRTNEEFTH I UFAERET T
[a-Z] "a” Bz ZRBINEE—EF i eI A EABEF T
] RTEEEERFNEEFT (7 17 27K, HEFHTU
ERISHEFTT
Table 1.20: Shell glob &=
Ei B+
$ mkdir junk; cd junk; touch 1.txt 2.txt 3.c 4.h .5.txt ..6.txt
$ echo *.txt
1.txt 2.txt
$ echo *
1.txt 2.txt 3.c 4.h
$ echo *.[hc]
3.c 4.h
$ echo .*

$

. .5.txt ..6.txt
echo .*[A.]*

.5.txt ..6.txt

$

4.

$

echo [~r1-3]*
h
cd ..; rm -rf junk

28 glob(7),
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EE
£ shel BAMERLEARXNARE, A" -name "EIER find (1), H shell #EzX” * 7, LELA" . " BHREES.
( FPOSIX BY4EMH)

R
BASH =] BASEFH A EAY shopt EIEYN” dotglob ”, ” noglob ”,” nocaseglob ”,” nullglob ”,” extglob ”
TR MITH, £ bash (1) #&fR5F4M5RER,

1.5.7 H<SHIRE/E

BEGSHSEONTHRHAE (28: “$?") FRIREIE,

R THNE HARRE HFREME EEHREE
success zero, 0 TRUE
error non-zero, -1 FALSE

Table 1.21: &GS AR HAHE

B THATE.
$[1=11]; echo $?
0
$
1

[ 1=21] ; echo $?

e =1
#ER, success =i&E TRUE, 0 (zero) BIRENE. EELERESH, TETEEE—T.

1.5.8 HEMEFEESH shell EEE

EHFIEGCETE Shell s S EEN AL TIFTERNGLEE.

Debian %?&fﬁm—ﬁgﬁi‘%ﬁ’ﬂaﬂ’ﬁ%%o BEXHEERPRENE— ﬂﬁl shell F#ITZEREF, BREERENEES Ezshen
RS : jobs, fg. bg M kill, FEREEE bash(1) AFAYEET: “SIGNALS”, “JOB CONTROL” #1 “builtins(1)”,

Em TAGIF
$ </etc/motd pager

$ pager </etc/motd
$ pager /etc/motd
$ cat /etc/motd | pager

BE 48 shell EE@MPI FEEERERNGER, ERE A FEEEEMEITTEEIMY cat FLREBTER,
shell AFFRER exec BIBER —EX G RFTRITRN G,
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woERRE ZRAR
command &

7ET shell B9 E FH 1T command

commandl | command2

BEEERG commandl FUFEERHEE command2 B9EERA
(AWITEIT)

commandl 2>&1 | command2

BEBEER commandl FUFZEEER B FIIZ A= fEE command2 fY

REBA (AITHIT)

commandl ; command2

#7T commandl B command2 BFIHETT

commandl && command?2

17T commandl; ERIN, BIE#HIT command2 lEFHET (B
commandl &2 command2 &R LN, BIiXEIRLINAIFNE)

77 commandl; BEARLI, EEHIT command2 fEFH (B

commandi || command2 commandi 8% command2 F§I, BIiEEIREINAIGIE)

command > foo 7% command FREEH HEE @EIXHEF foo (BE )

command 2> foo 7% command PR ESERE € [2XHF foo (BE)

command >> foo 7% command PR ERHETE 21X HF foo (FFAN)

command 2>> foo 18 command FIIEE R R E £ [ 2 XX & foo (FFAN)

command > foo 2>&1 7% command FIFE%EE B FANEEEREE @2 H foo

command < foo 7% command FIEEBAEE @RI HF foo

command << delimiter ilg‘* co_mm_and @:ﬂg&ﬁﬁ)\ ERZ PR, BAE
delimiter” (here document )

anmand =2t delimiter 7% command FfEEM AEE @ FENG ST, EFEE

“delimiter” (here document, AR {THRIENRRFTSHZIR)

echo Hello >foo
exec 3<foo 4>bar
cat <&3 >&4

exec 3<&- 4>&-
cat bar

FRE RIS 0-2,

Table 1.22: Shell <& B A

# open files
# redirect stdin to 3, stdout to 4
# close files

B ZRER NEHERRT
stdin ZEER A 0
stdout EEw 1
stderr SRR 2
Table 1.23: F8E BRI IR TF
1.5.9 #HLHIR

Re] AR R ERMEG SR E— @R B,

S F e+

$ alias la='1ls -la’

iﬁ,?’j—: , ula"

=

= “1s -al” MEREN, LEESURIIREAIHABNXMG,

{RETUAfER alias RIHFABERAIR (2R bash(1) A9 “SHELL BUILTIN COMMANDS” ),

$ alias

alias la='1ls -la’
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fREJLAER type REER AL HIEERRICFEE! (2R bash(1) A9 “SHELL BUILTIN COMMANDS” ),

ERTI6F

$ type 1s

1s is hashed (/bin/1s)
$ type la

la is aliased to 1ls -1la
$ type echo

echo is a shell builtin
$ type file

file is /usr/bin/file

1s AR EME, M “file” 28, EIt “1s” LA “hashed” (REBAMER),

RIREFHRE “1s” FREERUE,

BN shell & —1{EAERAIECERA

BR
Z2H%E 927 T,

1.6 ¥3 Unix B9 EEIE

28 Unix WIFIRIEH, XARERBBERAEEHEMMTESEIET BHExML, ER%H —EEZER Unix I,

1.6.1 Unix XATEH
EEE— LT Unix RAPRSERIINIEETARETH,

- RBEEAENREN:

- cat(l) BREX A #HH LIRS,

- tac(l) BRI R EE .,

— cut(l) FBETH— S DAL,

— head(1) ¥t S 4ROBHEE,

- tail(1) B XHRIRE.

— sort(1) B A X G TEITHEF,

- uniq(1) R EHFRIXX P BIRERETT,

- tr(1) B MPRF

— diff(1) #IXHBVITEITELE,
- ERAERIERREZEX (BRE ):

— grep(1) [LECR E pattern FIXF,

- ed(1) R— BRI THRES S,

- sed(1) @ —{ER4mEE 23,

- vim(1) R—{EFF4REE=3,

- emacs(1) B —(EFF4RiEsE, (HLMER BRE )
- ERBREMNIERRER (ERE ):

— egrep(1) ILEC% B 2 {@ pattern FIX F,
- awk(1) EITREER XA EIE,
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— tcl(3tcl) B LAEITIEIRIE BRI AEIE: 2R re_syntax(3) , #XFH tk(3tk) —f2EMA,
— perl(1) FJLLETTEREMRBIF RN AEE, 287 perlre(l),
— pcregrep EREEEHRY peregrep(1) BJLAILEE R E Perl HHEIERIFRRI (PCRE ) RIHINXF,
— python(1) #8 re 18A0] LRI SEFEHIRIN G 1EE, B”/usr/share/doc/python/html/index.html”,

MREANREE B L

SREMTHE,

ZEA “man command” RECZIEEREEBIE,

=z
R

HEFF BB FIR RV R EE R BR

ALF ==
~AA A

e

IRIBE, NRMEEES —(EHSMNERITE, AfUEHRS ZEIER “LANG=C"
FCHESERERBUTF8 (2R%E 152 THE 84

==
=)

Perl IERIZRET (perlre(1) ). Perl #EIERIFRETN (PCRE) # Python B re 1&EIRIEHEAYIEBIZRER B — gAY

ERE AL 2 TEF 2 BRMIER,

1.6.2 FRIFREL

FRIRTHWEREAFSNFRIETAS, EFIEL shell MERF T, EEMEFHEX,

FRIRTHEAZLEMNER, ER
TFNHEERTERASENTN.

HXFFTMTF BN,

EfiEMEEENA N, BRE fl ERE , {EAWEEURIE DAMXATE,

BRE ERE 1IERIFREZEIVRY IR
N N\ . [] " $* BRANTFER
RVYAYESYEYEYRY BRE BEM “\7 BRTER
+?2 () {1} | ERE BENAEE “\7 BENITFT

c c LEIETFR “c”
\c \c Nic—EFEES&LNFFE “c”, BfE

“c" KBRTFF

METEFF, BERTHE
) ) FRRERMLE
$ $ F1T JRa R1UL
\< \< BB AE
> \> ERAERMVE
[abc..] [abc..] LEE “abc...” FHERFEMN
[abc..] [Tabc..] LEFRT “abc...” RAFEFEMN
r* r* LECEERZE “r”
N+ r+ LES—{EZZE “r”
r\? r? A& —E “r”
ri\|rz rifr2 ME—& “r1” =% “r2”
\(ri\[r2\) (ri|r2) %%EU%&; % “r2 v, HEBERERN

Table 1.24: BRE #1 ERE 95T

[—F) 2

17

E R emacs RRAEXL BRE B A"+ B27?” #f{% metacharacters £ ERE, Flt, REZENU”\” EIERL

TR emacs RRFHAELF T,

grep(1) A AEARERREN RETXEIEER,

EFATFAEF
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https://zh.wikipedia.org/wiki/Perl_Compatible_Regular_Expressions
https://zh.wikipedia.org/wiki/Python_(programming_language)
https://zh.wikipedia.org/wiki/Regular_expression
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$ egrep ’'GNU.*LICENSE|Yoyodyne’ /usr/share/common-licenses/GPL

GNU GENERAL PUBLIC LICENSE

GNU GENERAL PUBLIC LICENSE

Yoyodyne, Inc., hereby disclaims all copyright interest in the program

-PIN
28% 927 1T,

1.6.3 FHifRER
HNBBRKRER, —EFHERENSE,

BERRED BRRELNERIINE
& IFAIRENAEERAE (7 emacs FEA \& )
\n Al n EESFAERREXLRENART (1" BBF)

Table 1.25: FiaRIEL

8 Perl BHAFHRRE, BEA “$&" MIE “&", BEMA “$n” mMIE “n’,
EATFIEF

$ echo zzzilabc2efg3hij4 | \

sed -e 's/\(1[a-z]*\)[0-91*\(.*\)$/=&=/"
zzz=1labc2efg3hij4=

$ echo zzzilabc2efg3hij4 | \

sed -e 's/\(1[a-z]*\)[0-91*\(.*\)$/\2===\1/"
zzzefg3hij4===1abc

$ echo zzzilabc2efg3hij4 | \

perl -pe ’'s/(1[a-z]*)[0-9]*(.*)$/$2===%1/"
zzzefg3hij4===1abc

$ echo zzzilabc2efg3hij4 | \

perl -pe ’'s/(1[a-z]*)[0-91*(.*)$/=%&=/"
zzz=1labc2efg3hij4=

AHRERELERERIRENNRN, URELERLEN AR MMHE R RNEHNXAEET AR,

B L TEBIFR A 7E — Le4REE 38 th AT WA I SRS ENBHISHI B 1 T,
7 shell ROFTRIRANE “\” SRR —BIRTH (FASEM), LEIFEBEET—THTE.
EEEMEEETRRE LR,

1.6.4 FRIRRANEEMEER

ed(1) @S EJLATE “file” HASFTEMY “FROM_REGEX” Ei#Epk “TO_TEXT”

$ ed file <<EOF
, S/FROM_REGEX/TO_TEXT/g
w

q
EOF

sed(1) AR L AIAE “file” HA4FTER) “FROM_REGEX™ Eifpy “TO_TEXT”
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$ sed -i -e 's/FROM_REGEX/TO_TEXT/g’ file

vim(1) AL A LLEBER ex(1) SE “file” HiFTER “FROM_REGEX” Ei#EpL “TO_TEXT”
$ vim '+%s/FROM_REGEX/TO_TEXT/gc’ '+w’ ’'+q’ file

N
LmE# “c” IRESEI BRI 2R B IRASERE T E B TURIFERR,

ZEESE ( “file1”, “file2” # “file3” ) BJLAER vim(1) 5% perl(1) BB E IR RIETIEINAIERIE,
$ vim ’+argdo %s/FROM_REGEX/TO_TEXT/ge|update’ ’'+q’ filel file2 file3

N
LER “e” FERATHHLL “Nomatch” $HERHBIEHR,

$ perl -i -p -e "s/FROM_REGEX/TO_TEXT/g;’ filel file2 file3

£ perl() flFH, 7-1” RES—(EEFIERNFRRREE, ~-p” ERNEEMBHREMESR,

N
fEMSI8 “-1i.bak” R “-1" , ATUATEAEREINE “. bak” BT, HNERNER, SEGRERPIREE

A=

1?@%0

B
ed(1) # vim(1) £/ BRE ; perl(1) {£F ERE,

1.6.5 WXFERIREPRINEN

TEE—EXFER “DPL” , BESE 2004 FEUAR] Debian BEMIBEEZZFMLIBHER, TR DR.

Ian Murdock  August 1993
Bruce Perens April 1996
Ian Jackson January 1998
Wichert Akkerman January 1999
Ben Collins April 2001

Bdale Garbee April 2002
Martin Michlmayr March 2003

R’
28R “Debian 52" JEENEHAY Debian HEFEERE L,

Awk B EHAREEERFIFERTRINER,
EATI6F



https://www.debian.org/doc/manuals/project-history/
https://www.debian.org/doc/manuals/project-history/ch-leaders
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$ awk "{ print $3 }’ <DPL # month started
August

April

January

January

April

April

March

$ awk ' ($1=="Ian”) { print }’ <DPL # DPL called Ian
Ian Murdock August 1993

Ian Jackson January 1998

$ awk ' ($2=="Perens”) { print $3,$4 }’ <DPL # When Perens started
April 1996

Shell (140 Bash ) tha] BARRSITEIEIESE.
ETI6F

$ while read first last month year; do
echo $month
done <DPL
oo B—{E AWK fflFHy—LeEg

NE®S read A “SIFS” (AEPHDPRF ) PHIF TR TH IR S EE,
WMRIFAE “SIFS” oA “:7 , {ROJUARIFHIEER shell R4 “/etc/passwd”,
$ 0ldIFS="$IFS” # save old value
$ IFS=":"'
$ while read user password uid gid rest_of_line; do

if [ "$user” = "bozo” ]; then

echo "$user’s ID is $uid”
fi
done < /etc/passwd

bozo’s ID is 1000
$ IFS="$01dIFS” # restore old value

(WNREA Awk HEIEEIME, £A “Fs=':'" RREFHI . )

IFS thif shell AR DB | BIRAEN. LB RNENBAEHFNER, EFSTHIRELS|SRNES|SRHP. 1FS 1R
ARMER < =& >, <tab> Fl < IRITTF >,

FRaz 1B{E A shell Y IFS XI5, & shell 4I5S B — MO WREAHENBAR, ERLE-LHFENSE.

$ IFS=":," # use ":"” and ”,” as IFS

$ echo IFS=$IFS, IFS="$IFS"” # echo is a Bash builtin

IFS= , IFS=:,

$ date -R # just a command output

Sat, 23 Aug 2003 08:30:15 +0200

$ echo $(date -R) # sub shell --> input to main shell
Sat 23 Aug 2003 08 30 36 +0200

$ unset IFS # reset IFS to the default

$ echo $(date -R)
Sat, 23 Aug 2003 08:30:50 +0200

1.6.6 RAREBWRSH/NFEIESH

THHESHERSEEN—E5, JM—EEBNES.

S8 F find(1) #0 xargs(1), BE1T shell IESISRELAESEER LIEEFER, sJUABITHEEEHMVETE, 285 1015 %
FIEE 9.3.9 .

E(EA shell BENMRA I ARENIHR, FEET (B shell ;HLHE (2RFE 121 ).
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EBAE (E—1TABA )

MR

find /usr -print

BE7/usr” THIFFEIESR

seq 1 100

BA’~ 1 201 100

xargs -n 1 <command>

EREEBRNE—EFRA5IH, EEHITHS

xargs -n 1 echo

EREEERE, AEEERNE, 2RAS1T

xargs echo

EREEERNMETEHA—TT

grep -e <regex_pattern>

KEEER, B18F <regex_pattern> FJ1T7, RENHZR

grep -v -e <regex_pattern>

EREERAKR, ~NEEE <regex_pattern> AT, REIERK

cut -d: -f3 -

EREEEAK, 7" HRIE =3RRI EHK (passwd IE R F. )

awk "{ print $3 }’

A= RIRERIE =JIRE R

awk -F'\t’ '{ print $3 }’

T tab SEFRFARYSE =R BN 2K

col -bx

IBl\iE A ’ L tab ,.‘\EE (=]

expand -

BAEHE b BITRE

sort| unigq

AEr i MPRERTT

tr 'A-Z2" 'a-z’

BANFEHERBINEFTE

tr -d '\n’ BEZITERB—1T

tr -d '\r’ MFRIRITEIERF

sed 's//# /7 ERTTEEN—E# &
sed "s/\.ext//g’ MR . ext”

sed -n -e 2p BRETIT

head -n 2 - RERE=RBIEPTT

tail -n 2 - RHNEREMTT

Table 1.26:

EEmSMARIESIEIIR
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Chapter 2

Debian FXEEEIEIE

EE
E—ERERHIEBTEMRMNNKSES: stretch,

Debian 2 —EEEEAS, TEY —MWEHREENTEHEZ EUF T RERERRZEEM.
HZIRIMMRRUGIRM T HTTP #1 FTP B3 X 2R 55/ Debian #E3€E, the]A{EH CD-ROM/DVD,

Debian BREIEEEIR ALK, EFEAEER, U EEABSRERETREA —SNEN T EUFMERARAZP, IRE,
57960 {E =] FAHR amd64 ZEFERVEREEE,

Debian RIS BB AR EEENESE, B2 HRENRIIREAEERNEIRSAEAR. RE, BAEETINE
lJ:_tlo
- apt(8) FAMAMBMNEENGLIIRE, BMIEEMNLTE. BRFMFAL, B Debian Jessie ( Debian 8 ) #2F]F,

« apt-get(8) AAMRMEIESIERITI Debian BREEEEIER M., T apt AeJARKMEA—EHREZEE (ERNREN
Debian & 4% ).

+ aptitude(8) EA—EEENMINFN EREEC ZRNKIESHIES T ARKIEE,

2.1 Debian ¥BXEEBIEIEHIRIIR

211 ERREEIECE
NHEZ Debian R 4AERIZEIACE A — L 22,

* Debian EERREEEMFENCE, ROFESR, KEBLERRFLERTHEMEENHRLLE.

- BEREEHTEECHEEESE, SERFEEAENE debconf(7) REMIEB VB TRIBIE,
* Debian FSEERRIERLER S, ENEMRES —EXEMTRER,

« RREEERUERREE TRNSIIEE. EAEERNZXETERANLEER AR,

- RMFFERET —LEERERBIRT, (REETEHER,

- BRANRERTUHAREESFEMA. ST HARAREENBRARTENERNERTE.



https://www.debian.org
https://www.debian.org/mirror/
http://deb.debian.org/debian/
https://www.debian.org/CD/
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ERESD) mATE P NINELE
SFEMEBE T HE (APT), dpkg BIATIm, ET “http” . “ftp”
apt V:879,1:999 | 3750 | #1 “file” MIEREFMEAR (B apt. apt-get #
apt-cache &%)
aptitude V:133,1:723 | 4412 | aptitude(8) , ENRKRImHI G N EIE [ H
tasksel V:39, 1:972 374 Debian &% FEIREETEENTE (APT BIATIR )

unattended-upgradgs ., 1.3g5 | 253 | FRRC APT ROMIEENEEE, BEEIRERLEH

dselect V:4,1:56 2503

ERNRIENREEEETE (ZaINRE, APT WRlRTIEEE

RIEARE AN )
dpkg V:940,1:999 | 6746 | AR Debian FUERIERIBRIE AL
synaptic V70,1446 | 7793 | BICHEEEEEIE TE (GNOME B APT Ailif )
=IO . _ i
apt-utils V:423,1:998 | 1108 APT EFFE\: apt-extracttemplates(1) . apt-ftparchive(1) F0

apt-sortpkgs(1)

apt-listchanges | .,q) 1937 | 383 REAEYENIRET A

apt-1listbugs V:8, .12 449 EEXAPT ZEFIJIHEER bug
apt-file V:13, 1:79 82 APTREBEETE—aIINE
apt-rdepends V:0, 1.6 40 BT HIRER KGR

Table 2.1: Debian ${3EB1EIE T HYIR

2.1.2 EAXR;FEHIE

i

5 A=
: AEREIFANESEHTREKNREER, CSrlSiTRREaN—Xt, SEEMRERENZRERAE, F

90 ABI #m:Z35. ERAFEESRGESESE,

Debian ZAEEIE S PR FRZRFBERETEEEH stable A, HWEERR,
—IEFERSHENE, BEE{R+5 7 #E Debian R, FTHEHE—LRE,

« £ “/etc/apt/sources.list” ARERS testing T unstable,

RIFE R TR —EITRED

« £ “/etc/apt/sources.list” BAREEIZEER Debian FESERE T IE Debian FIHERE, 190 Ubuntu ,

« RE®EY “/etc/apt/preferences” .
- NEEMBIEMNLBTEE, IAZBREERERNENETEIE TENTFERITA.
« ANEFEA “dpkg -i <random_package>" TEAT{AEEEE,
- #BAEA “dpkg --force-all -i <random_package>" TE(FEFEE,
- REMIFRSIEDE “/var/lib/dpkg/” FHIESR,
- FEERRRBERETENIEABERRER.

- MNRFEMEE, HEMKEE “/usr/local” 3 “/opt” H,

L£i2¥ Debian BXEEBLER R RMMITRMERN BT Er e SEMNRREEER,

B EEMARAEFEFEIREAIELER Debian RMAREIES, EZEMAERINITFERIHEE,

« RBEERENRG T ERMFEENEEETERIBAG, MAZEN Debian ZREMIKEER (BILEEH ).

- MERRAREEEERINARE TR,
— Debian R RABIIEE LI HEERETE,



http://packages.debian.org/sid/apt
http://qa.debian.org/popcon.php?package=apt
http://packages.qa.debian.org/a/apt.html
http://packages.debian.org/sid/aptitude
http://qa.debian.org/popcon.php?package=aptitude
http://packages.qa.debian.org/a/aptitude.html
http://packages.debian.org/sid/tasksel
http://qa.debian.org/popcon.php?package=tasksel
http://packages.qa.debian.org/t/tasksel.html
http://packages.debian.org/sid/unattended-upgrades
http://qa.debian.org/popcon.php?package=unattended-upgrades
http://packages.qa.debian.org/u/unattended-upgrades.html
http://packages.debian.org/sid/dselect
http://qa.debian.org/popcon.php?package=dselect
http://packages.qa.debian.org/d/dselect.html
http://packages.debian.org/sid/dpkg
http://qa.debian.org/popcon.php?package=dpkg
http://packages.qa.debian.org/d/dpkg.html
http://packages.debian.org/sid/synaptic
http://qa.debian.org/popcon.php?package=synaptic
http://packages.qa.debian.org/s/synaptic.html
http://packages.debian.org/sid/apt-utils
http://qa.debian.org/popcon.php?package=apt-utils
http://packages.qa.debian.org/a/apt-utils.html
http://packages.debian.org/sid/apt-listchanges
http://qa.debian.org/popcon.php?package=apt-listchanges
http://packages.qa.debian.org/a/apt-listchanges.html
http://packages.debian.org/sid/apt-listbugs
http://qa.debian.org/popcon.php?package=apt-listbugs
http://packages.qa.debian.org/a/apt-listbugs.html
http://packages.debian.org/sid/apt-file
http://qa.debian.org/popcon.php?package=apt-file
http://packages.qa.debian.org/a/apt-file.html
http://packages.debian.org/sid/apt-rdepends
http://qa.debian.org/popcon.php?package=apt-rdepends
http://packages.qa.debian.org/a/apt-rdepends.html
https://zh.wikipedia.org/wiki/應用二進制接口
https://zh.wikipedia.org/wiki/Library_(computing)
https://zh.wikipedia.org/wiki/Newbie
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2.1.3 FEHRMEF

BENELEETTES, BAEHSREENNHIIANERBZEER Debian Y testing 8k unstable EHRIER
FIETEENSKERENERR. EREAAELEANTHRRIF, EMEE, WRH TR,

VIR
@ HRMRNEERRSE, EREATELXLEITHN stable B, HRRRETEREENSHE PC LERK
i, GIANfREFRE PC,

RRAFETE “/etc/apt/sources.list” FEBEMAERITIRFERERAEMS: “testing” 3 “unstable”; =k
EHX3E: “buster” T “sid” . EEFEGREZIHEARNEE,

M testing Bk unstable RE B4, BEHER LA, FE Debian R4 unstable EME XS BIBF R
ERLREPIEEIETE, (B Debian 24 testing Fl unstable EfFE—LEEERIE, THEMTH—XHZ
AEGRRRN, BEMRRMAFTESHRES, IR, RrIEEE —(EEENREa X ELINEELEEE,

BEEE—ERE, PIMEIRRGEPEHE Debian #FXEEELHY bug FIRIE,

* Bi@AF Debian Z4EM stable EMFLREIZ—(EDEIE, rIUERAEMETERE

- RUFLRE CD ERAR HIEE

« EEZEK apt-listbugs , ER]AEFARZBIMEE Debian Bug Rt R4 (BTS ) BIEH
- YR RARIERRIER SR REREE

* E37—{& chroot BERIUMIRIERIBRIMITRINARLZ (2R 910 )

(NRIREEMESLTERERPAVEM —E, IBIReTAEE2MITER testing M unstable EfFHIER, )
EEERATEMNATZER—EA, EMEFLRBEARRNRRRETIRE, WEMIES Debian MEEH S,

2.1.4 Debian {EXEEMH

FRFIRRREAENREREE Debian EEE.,

BR
Debian #£XEEAHENTEHRZ R Debian BEXH, 5 2 E——Debian 1EEE,

HHRBRIEY HTTP 3/R9, 1BEREHE “/etc/apt/sources.list” #EENGETEIBEIETE, B, IR stable =
stretch R4k,

deb http://deb.debian.org/debian/ stretch main contrib non-free
deb-src http://deb.debian.org/debian/ stretch main contrib non-free

deb http://security.debian.org/ stretch/updates main contrib
deb-src http://security.debian.org/ stretch/updates main contrib

B8, BIEERERNKIE “stretch” RRXBEHR “stable” , AR T—{E stable IRAIEHAFHIZZ I,
“/etc/apt/sources.list” BIEFETE sources.list(5) FEIT TR, THEHR—LEE,

- “deb” MIBMTER T _EMIHIEREEEL,

- “deb-src” MIBMTER TIRREEEE,



https://www.debian.org/Bugs/
https://zh.wikipedia.org/wiki/Bodhi
https://zh.wikipedia.org/wiki/Naraka
https://zh.wikipedia.org/wiki/Karma
https://zh.wikipedia.org/wiki/Nirvana
http://deb.debian.org/debian/
https://www.debian.org/doc/debian-policy/ch-archive
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« E—{E 3|82 Debian &2 ERIIE URL ,
- FBESIHERBITREME: JUEREHRNE,
- E=EFZ1EMS|BIE Debian {EERENBRIERESEZTE,

IRAZH aptitude (ERHREIRABERMITER ), “deb-src” WITEIUU R HMiE (SHBEEERMRIIG
“47 RGEFER ), EUINEERETERNERN., URL sfLAR “http://” . “ftp://"  “file://” =

N

MBHELEARAWE FR, FHT “sid” £F “stretch” , FEE “/etc/apt/sources.list” HH “deb:
http://security.debian.org/ .” BfTHMAREET. BAKZEAR “sid” (unstable) WELEHH
ERE,

T EREEERATEME Debian EREILEEHY URL AIEHRIRIITIR,

& Z2[E URL EfE (K58) BH#Y
http://deb.debian.org/debian/ stable (stretch) stable (stretch) release fiRZ<
http://deb.debian.org/debian/ testing (buster) testing (buster) release W7~
http://deb.debian.org/debian/ unstable (sid) unstable (sid) release fR 2
‘ , . . experimental pre-release fRZA ( °[E, Hi#
http://deb.debian.org/debian/ experimental AR mEEE )
http://deb.debian.org/debian/ stable-proposed-updates | AR F—EEEMAER (=& )
http://security.debian.org/ stable/updates FA1? stable release IREANIEZEEH (EE )
http://security.debian.org/ testing/updates Eﬁ)\ testing release KEEM (
=z
R A 1BESS =1
http://deb.debian.org/debian/ stretch-updates },EEB\ Stl;e‘;t.Ch IRIRENBIRES, M &
ERMEBEEM
A ST bt 50E
http://deb.debian.org/debian/ stretch-backports fﬁﬂﬁ_}ét;etch BYBRFAHY backported EREEEL

Table 2.2: Debian 1S EILELTIR

YN

@ OBESERLBHMLEN stable release AT LURERENEEN, RITAZH stable release kR
AHEER sHRES—LRE testing Z( unstable release RAAEFE R S LL HIT4EEM unstable
release IRAEEXKIVEE, EREBEMRAHNALEERE, tNRHE stable release IRA N FEMNEE—
teERXMEIIRE, BEMAKRE stretch-updates F0 http://backports.debian.org (2R% 2.7.4 1) KIEREE
B, [FRELEIEERFVEEEINID,

NIy

@ £ deb” 179, {FREFH stable, testing 5% unstable E4 M —EBIR], WMR{FEE deb” {74
BB 7T stable, testing #l unstable Eff, APT ERAMBITEESEEET B R BEEHNERERE
Hi, RBETE /etc/apt/preferences” X% BREBEME R, BEESMNIRAREBEEN. (BHREE
273 1)

N
¥ REHA stable f testing EH /) Debian Z#4 M =S, 7 “/etc/apt/sources.list” FEEFH
“http://security.debian.org/” B—{TRAHENWEE, CEMRZLEH,



http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://security.debian.org/
http://security.debian.org/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
https://www.debian.org/News/2011/20110215
http://backports.debian.org
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E=)

Debian Z2£BEIEHGEEIE stable ERENT LG, BLETARTHBRIEFIEN, testing EBREFIIRA,
R—EE MW Debian Al E£BEIRIEE, HR—LERE, BSEL{TAIEE stable iEREZEHWERIE, EoJeFE
£1FBIEEM unstable XEEEIRBIET testing, unstable HERENRME, KEZIEHREEENR, CEHEEN
unstable BRIEELEEENREEFIINR, BATRNRAT LRARHNEL(EIE, B Debian EREIELTLIRE,
52 R Debian T2 E R,

57 NEEHE BRERTHIZE

nain 57075 ii?f_?itgzn EHREEEFEE S5 (DFSG ), i HARKEENS
contrib 339 B Debian E REREEFEE S EF (DFSG ), 1EfX38i2 non-free
non-free 546 NEH{iE Debian B HEXFEFEE 5 & (DFSG )

Table 2.3: Debian E21EFIFR

ERERFERMEE R amd64 Z2HERY, main EIFIR M Debian R (2RE 2.1.5 1),

BEBEIREYRIE RSB [IERE URL, 15 URL 7 dists Bk pool Z1& R EAMEREH, Debian {EREEARBREIN

HIThRP] AR EASCIRRIEE. BITHREFS AT HREMREFNEETE, EFNNASRIRBERENT.,

=] suite = stable suite = testing suite = unstable
£ stretch EMHE codename = stretch codename = buster codename = sid
7f buster Ef& codename = buster codename = bullseye codename = sid

Table 2.4: EHFCIRARA(R

RSEEFVEESE L R Debian FAQ: 6.2.1 Which other codenames have been used in the past?

TEEXBRIBAY Debian HERMTEE, “B8%) section” B —FAfFIEIREA AR D BN ELER, (ER, TEHS ("main
section”) iE — 71 B RS SRR Debian EREF, 84" main TB” WEH, )

Debian f3%%& (DD ) 8 X L{EEEEEE] unstable fE25RE (i@ incoming i&ZIE ), ARW/RFEMR LIERVEREBLEAGRFN
B unstable {EREFHNRMIEEEE,

3NR DD METIREZNEF RFHISEREY, E@E B Debian FHEEEBAHIIRFETLS

7£ Debian {&REHEIESIESEIEREMN unstable {EREREHE| testing HERERT, EREHEESENERERS
R (4910 X ) FIEREEEMI RC bug IREMIREE, BERBEREMILAFIRIMN testing EREFRMWEENES, EE
BIEES testing EREIEFIEREA,

EBHELBEKRESNZR S REEREMAE, IET-LFETHE, £ testing BREXE K, EiRfa, AR,
1SER testing IFREMENBBIWHO KLY stable 1ERE, HAMA testing ERERIHAZNIBERME,
) testing IERERVIMABTHEML stable ERENATT2MEE,

unstable f testing EXREASAIEEEER M U T % (EE R ERABIERITH/EE,

- BIEMIIEEH LERIERE (2R unstable )
- EEEZINMIEBZIERE (SRR unstable)
- IERERARSEIRE (testing #l unstable )

- FENTIRIERE, BIAIBREEER (BRI testing ) F

FEt, RIFREERELIERE, (REXEMEERNDZIELARIN/NEFE,



http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
http://lists.debian.org/debian-testing-security-announce/2010/01/msg00000.html
https://www.debian.org/security/faq
https://www.debian.org/doc/manuals/developers-reference/resources.html#codenames
https://www.debian.org/doc/manuals/debian-faq/ch-ftparchives#s-oldcodenames
http://incoming.debian.org/
http://lists.debian.org/debian-devel/
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AV

EHRY stable RARBHERNEER, XKSHKAERERZEATELLEN stable 1256, BEM
fI@FE A unstable 5% testing 15XE, EEEE@EHF, unstable I testing IERETEEAZ
BA. {FEM unstable ERXREMNRZARRERIFIRIFMNIIFIAEN, BRAESEZZOLREBHAEA
ITF, testing EREAKREA, AAEEIFNLEELEXIEN stable 2XEMERFRIANE (Debian
testing @2 A& 2008-12), —EAALARIIGREIE, MNRIFFAHELAIEE, unstable R EFTEIAERA,

"R
IRHt testing 1ERERS, H—ECRBRNEIZE S| EMNERE TR unstable {EREPHENRES (2
1818 bug ) 2RERR,

BREAOTHES B Debian REXHE,
.+ 85

- ESIEF

BRRM

- BEENHEEE”

2.1.5 Debian & 100% BB B#i5E
Debian & 100% B HEiEE, E5:

« Debian FE:R R LB HEE, EEETFERAENER.

« Debian £ main FRIZHEHEREE,

* Debian E:E R #1TRE main BB HEREE,

« £ main PRIERFEEE B XEEHRTE non-free B contrib HAYERFEEL,

BEAEMETINMESERSEHETE.

« “Debian #5384& 2 100% HIE HEEE”, ( Debian t1E¥324)HHIE—1% )

+ Debian {@)R2E F B —LE non-free #l contrib #EEH,

EAATIREA, BELEAFE,

+ Debian R4 BB 100% FIEH, i BEAEFEENIR Debian {EAREEHI main EiF,

+ Debian R4 ZIMNIEREE B NI Debian {EAREEHY non-free # contrib Eig,

7£ Debian #E¥32490958 4 1&F05E 5 18 EHS1E1T T IAMERIARE

- HPSBEEEEHMIMNERE REHEE

- BMABEMNEREREHBREMBENEEMEE, RMBELEEBMMNIE, R ESEFERIEPIE

HPMEREMREEE, HPIFRRETE Debian R EFERIEEREE, RPN ERDEIIFER S ER
BINERAERNER., BMARKFMEA, EE2EHMANEENSET, RiEEIE Debian A K EEBRENIEZEES

ATEMELERE, RFIRBREHESH. SEEM. 100% BHEEE, IR B DT o] A L 78 e 5 TR R
IRERMR,



http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
https://www.debian.org/doc/debian-policy/
https://www.debian.org/doc/debian-policy/ch-archive#s-subsections
https://www.debian.org/doc/debian-policy/ch-archive#s-priorities
https://www.debian.org/doc/debian-policy/ch-binary#s3.7
https://www.debian.org/doc/debian-policy/ch-binary#s3.8
https://www.debian.org/social_contract
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« MEAF RSB BEkEEREE

- FFIPREE, RLERMNEREFTEERTTS Debian BHEEHEEHEIMER. HMIABLEFR, ERFESR
BEREHT “contrib” A% “non-free” Bk, EELBE R TAERIER, LRI Debian RARBEEFISRE
E PRI LATE Debian MEA, FHPISENCRRIERRESL B8 TRERIEMETRIE, UHIEMBFIRE ] ATEIRT
FITISLEERIE, FTLA, EBEIFEHIREENLIE Debian RARRI—ERSY, HFINEEFRER, LAERMBIESHEK
BRRM T A HER GEUNFFIBVERR MR F 47 CA K BR 451 2R),

(B & EZERE(ER non-free # contrib PHEEE R FEEEMER:

- FEREMMEREaEAEEH
« 5% Debian #HERFERINISTIE (ELERERAE X RFRIAHES, Debian NEEETREMISTIE, )
1R 100% EHHHY Debian R4
Debian B HE{821EE /58124 Debian $837 T B HEEEIEXE, Debian B2 G PEEM T REZNRE, 8aXH. 3
8. BRFBERER, E{FES Debian BIE HERE *“EHE“‘“**

A7 RE main BRIEF B HEEEIZ®E, Debian EIRE T EHiE Mozilla H1Z BIEREEE (U0 Firefox . Thunderbird I
Seamonkey ), iR T logo FM—LEEA,EX; LAFEFI5 B Iceweasel . Icedove [l Iceape B1X, EIELEEIREM AR
R1&, BLLEREEEREZE Debian Stretch ( Debian 9 ) KIRELHRIE T HIR AR B,

BiAYE non-free # contrib MEEB BT FIERINBE M EREER:

+ EGNU Free Documentation License F BN 4B, BN E/E5, tLi0 GCC F Make I, (KRS EE =] A TE
non-free/doc %)

. Eaaﬁfﬂ“ﬁ%ﬂ’] MBI E R EREEE B, FIGN7ESS 9.9.6 9% HAY non-free BREEEL, ( B R non-free/kernel
53, )

- EETIFREEEE, HERERN/SABTEET TR,

xR, non-free #l contrib BREEEMEE /LR main EREEEIRY 2%, FFaAM non-free f contrib AEE
MAERRE BIAVZRIR, {8 aptitude(8) LR EEA N H I ARRH T L] REMT LTS, TR RATZREREE
B EVERER, REMFHWAKRIFER.

2.1.6 EEEEMKEREE

Debian £ 45818 EIZGIE R AP EAR A EM GRS SHEIREHR R TEMHRERSES, THELE
(BERILE =N

- “fkE”

- BHINME, FEEEETT e S ERRRRNEE,
- TR

— SE{ Depends, {831 HEIEENARAEMELE,
R

- BERF—ES, EFREHNKENE. AZRERETRESEEE, RECERIHNAEOPRERS
- B

- BEE, SERELNAZ BERETERERERNNKECTES, BEFCMLTUEEENNE

> 3



https://www.debian.org/social_contract#guidelines
https://www.debian.org
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=354622
https://zh.wikipedia.org/wiki/GNU_Free_Documentation_License
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- R ERUEBHBRME, TEbEmE,
< IR
- RO EREETRE —LRARE, —RIBRT ARSI S,

< ER
- BREATEHNTES. AT REEEREONABRIETHNTES,
. B

- ERAEEERRENERE SR AINKM RS,

3

- RFEERIEEEREMIINERIEEMBIERTINEE.

EE
==, FEREAE “Provides” . “Conflicts” 1 “Replaces” &2 —EERNHREERE —EREEMWEE, ERRT
EEA—(ErERERE —EREZERBNEERESR,

BERIASRFERRZIIE FS EEALAR the Policy Manual: Chapter 7 - Declaring relationships between packages,

217 BEEMNEHR
ER APT RN IEEEENEESHREE.
- B (“apt update”, “aptitude update” ZX “apt-get update”):

1. EIHEREEBIERETEN
2. EEMEH APT EAMNAMTEN
« F4& (“apt upgrade”#1“apt full-upgrade”,zX“aptitude safe-upgrade”#1“aptitude full-upgrade”,
g “apt-get upgrade” #1 “apt-get dist-upgrade” ):
1 BERERE, EMTENRESBEHSRIEIARE (FISN2RE 273 T)
2. BRIRENASELKRARAA
3. IRBZBRAHEELENRARE, SRIEIREREENFMEZEN TEABIEREEE
4. FEEIFTIEENRY T EAIHIEREE
5. #1T preinst 35515
6. LR TEMHIESR
7. $A1T postinst 35515
- T8 (“apt install ...”, “aptitude install ...”Z{#&”apt-get install ..” ):

1. EEGSIPIHAE

2. BRRERRREIAKFARAA

3. #EIREIARESIERE B T EMFIE
4. FRBIFTIEENR) T EGIHIEREE B

5. #1117 preinst $§ 515

6. T TEMHIER



https://www.debian.org/doc/debian-policy/ch-relationships
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7. $A1T postinst $5 515
- BB (7apt remove ..”, “aptitude remove ..” 3 “apt-get remove .." )

EEGLYRIIHNE

. RERERIE BKERRAAR

. 8117 prerm 15515

. BREREIER, RTEERER
. $11T postrm 15SH5

u A W N =

. 5fR (7apt purge”, “aptitude purge ..” =X “apt-get purge ..”):

1. BEGLIVPIIHME

2. BEREREEEIKFERA(R

3. 17 prerm 5515

4. BRELTRNER, BE8KERER
5. #11T postrm 355 15

i

2, /TXKE, BEEETRMEE.

2.1.8 HEEEHBENE—EEE

1R IE BB R E 75 3. 55 — B RSB RI X4 & Debian ¥ ER“/usr/share/doc/<package_name>/README . Debian’
FERFthEZ S “/usr/share/doc/<package_name>/" RMEEXH, WNRIRERE shell 25 1.42 T, @AT
FER<,

$ cd <package_name>

$ pager README.Debian
$ mc

RETEERBREL “-doc” FEMBAEEXHERIEERIENFMAVEN,
MRIREER— B ERIEEITHIR TRIE, —EEBTIEE Debian bug IRt ZR 4 (BTS ) 4Bk,

Ak B
]ie%an bug tracking system (BTS) sensible-browser "http://bugs.debian.org/”

S B 2 45) <2 K «+ | sensible-browser
BAEAIERH R EBH) bug S "http://bugs.debian.org/<package_name>"

#01E bug #wSKEY bug e sensible-browser "http://bugs.debian.org/<bug_number>"

Table 2.5: RIS E IS BB EEZHIL
{$ Google 128, ERAEFHE S “site: debian.org”,“site:wiki.debian.org”,“site:lists.debian.org”

=S
SREEE 19 bug HERF, 5{EA reportbug(l) &<,

22 EREFEEEIREEF

£ Debian RZEPEHFZSER APT WEIEEEIE T AR LATE Debian R LETENEEMNERIECSIRRE, EEE,
BN AmEEANEEEEEE TR apt, apt-get/apt-cache f aptitude,

NP REREATRNEMREETENNRIEEEREREF, MYEAEE root FFATE,



https://bugs.debian.org/
https://bugs.debian.org/
https://www.google.com

Debian 2= F 44 | 257

2.21 aptvs. apt-get/apt-cache vs. aptitude
& aptitude RIFEETZEAN—EIFBHHFRIEETH, EFREZIMETIER:

- FEBENIRAFZLEE stable Debian 24 LM aptitude L RETEREAMNRGZFR,
#(FM”apt full-upgrade” 8 “apt-get dist-upgrade” FREITIEMEIZIE, 2R Bug#411280,
« aptitude S BIFREAT testing X unstable Debian RAFAEIRKEEEE,

- EEBAHETHSNRAERES, FAEER.
- BEUFXRZSHEHTHRESNKRBESEBINERIEEMRAREISMNAY, #5140 gnome-core,
- EfREERIRE, PJLATE aptitude SEIEERIEE “BUBSHITHENME" , BH aptitude, fER “apt

full-upgrade”,
apt-get fll apt-cache RREMMER APT WEBEEEETE,

- apt-get #l apt-cache RiZtHSERENE,

- apt-get RETERANERAARFEFNREELER,
- apt-get T —{E5HKRIEREE ELKERARAT2E,
- apt-get HIFRERNERRS, EHERELHLERL BN TREEIR,

- apt-cache Rt 7T —{E ZEMEARRIURIES NIV BBAHEIR,
- apt-get #l apt-cache BJLAfEF /etc/apt/preferences RERHRE AN S @A, BEEFEHE,

apt ISR EESMNGLSTNEREREHEE, EA L, ER apt-get. apt-cache REMEMIESHITE, A=
A—ERmERENTE, BEHEM—LESEHRARMEIE,

- apt TEEFERAEEA apt install REREEFEMH T —ERFIEER,
s ERINZETEMERERE, apt iSFEEMBRIRENAY . deb EREERL,

R
BEEMEERIL apt(8) as L AR BEITKIEMSR, M shell F5LEHER apt-get(8) # apt-cache(8) a7 <,

aptitude ML ERREBANENR APT MWEEEEIETHE,

- aptitude Rt T —ELFENEBHANFERENHE.
- aptitude EHRMLRHT —ESSERENE,
aptitude EAMRAEHREEEIE (FINREELTRWREENESTHANKES ) NESETA,
- aptitude HEREFNEXRES., BFEESNCERLBRITEEERE,
- aptitude RIFE— (AR ERNRTARIESFHABENEEETEN,
- aptitude FJUERNBEAMNS(ERA, LBERFER /etc/apt/preferences, EE+HEE,



https://bugs.debian.org/411280
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apt-g
ims aptitude |/ N
apt &84 B apt-c er
Bk
apt update aptitude apt_g”ﬁ%‘ﬁi’}iﬁ"s&’f ERETER

update update
aptitude apt-get
apt install foo | install installZ# “foo” EEEEMIRIBARA AR EHIHKEE
foo foo
aptitude apt-get.
safe-upgradepgrade

apt upgrade S RETRIRIEBNRERSL BB REFMRENREER

apt aptitude | apt-getZECEHZEMIHIZER
full-upgrade full-upgraddist -ugitde
aptitude apt-get
apt remove foo | remove remove R “foo” ERiEE, BB TEEER
foo foo
apt-ge = it e 45
apt autoremove | N/A autore;%lhé;ﬁg ENBEEBRRMETER
. apt-get
apt purge foo aptitude purge | &l “foo” EREERMEEIER
purge foo foo
aptitude apt-get. - .
apt clean clean clean EEFERAIEBENREERTER

aptitude apt-get
autoclean | autoclé

FOIE
a
52
P
i
b

apt autoclean

BRI E IR RS B HYERE

aptitude apt-cache
BER “foo” EXREEMVEEANES
apt show foo show foo iggw RE7R "foo” ERESEIRVEFAEN
aptitude apt-cache
gﬁ%f?@r:h < IE | cearch search 1S <regex> HYEREER
RITRANE <regex> <regex>
aptitude
N/A why N/A FRRZILEC <regex> MEREEEINV AWML RIEREA
<regex>
aptitude
N/A why-not N/A FRTZILED <regex> MEREE B AW L RIVRER
<regex>
aptitude apt-mar
=1lg 74 - /7 ELBH
N/A Tirfl\r/}’ Showmaﬂﬁ?iﬂ#éﬂ’]ims@

Table 2.6: {# 1 apt(8), aptitude(8) 1 apt-get(8) / apt-cache(8) HFF SN E A EIE B EIRIRIE
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22.2 @LYFMERREEREIERRF

TERER apt(8), aptitude(8) F1 apt-get(8) / apt-cache(8) HIFR & FIE AN FL B E IR IRIE,

ES =

AR aptitude ML IRMHTEENINEE, FIUILEMNEIEEMITEE, BEMNEREEENT (KTEERN) — &R
¥, 590 Bug #411123, Bug #514930 & Bug #570377, SNE%ER, 5fEMA apt,apt-get #l apt-cache &< K
BN aptitude &%,

FE
EAE lenny hRZZ 1K) Debian 45, apt. apt-get #l aptitude ERZFHERTRNTRESWIRE (2R
% 255 1), EWMFEAITUNESERELETAEMAEHIREENMKE (28 Bug #594490 ),

“aptitude why <regex>" a]AiBi® “aptitude -v why <regex>” FIHE S HE. BURERIEE apt
rdepends <package>” 8{ “apt-cache rdepends <package>" JEHY,

E aptitude MLEMRLTIEN TRIENIREE T —LAE (FINHRBEER ), FAINEZRNETRPRT “e” #1i)
B =RFNEEMR,

fREJBATE “aptitude” BEEANGEIE,

B Bz

-s BRGSHER

-d ETH, NETEE/ER

-D EEHEZENMRE, FBrEZRI5RH

Table 2.7: aptitude(8) PEEHHLEIE

EZNA2 R aptitude(8) IR “/usr/share/doc/aptitude/README” Y “aptitude {FF&EFM",

R
dselect EEBUKERA, LHBERZABHMNWRATEENEFEINNNRELEETA,

2.2.3 aptitude W EENIN{FH
EEREHNNHEAEE, (RS TEIEUNEEEXE aptitude,

$ sudo aptitude -u
Password:

EfEHMEREENNABEIAE, I OEREMNH X 2 FIRTREER IR aptitude IS EREEMAE "~/ . aptitude/config”,

ﬁr

R
INRAFAEFS root MECE M AFEFRER, BT LA7E _EERIB FHER “sudo -H aptitude .."f$&“sudo aptitude

o

"R
E aptitude AEEMRINRRENRS, SEEREGHITHENIE. MREREE, HrIEERE: “8F" - “BUH
SHITRIENE" REVHETE,
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2.2.4 aptitude FYIRIBE 4L

E2FER T BN RENREEEREBNT,
TRIEHE B EINAE
FlO0orCtrl-t =EE
? RNREER (FEINEERNBEE)
F10 - EB) - FHEFH PR EIEES

u

P RERES:

+

TRRC % kee Bl AT FT AR B & 5

i ERIR (REBEEERER)

S
IR BB L EIRRR (BIREERSR)

A ERES RIFIARE

AN Iw s =
RECFT AR AR E (ENfFENE full-upgrade )

FHIE T E TEMEER

BHZTELFEFEE

BEZNELSHREE

nter

R EAE

BRREENEECHK
2 E B RS B YRR R PR I

ZINH O mXx|alaelc| il

TRNRNE —EREE

ERL—EES

Table 2.8: aptitude A& SR B 45

ANEBRGLIEEEEME, WelBiBR 1" 5 /" ZREEERTTEA TR aptitude IERIRR.
aptitude IERRRINFIAGEA “~n" FREEEHREAZENFRIIEELLHEEEHE.

VN

MREARBUNEREZT U EBAENERRUREARITARE, BHRBETNHREAN—LEZE

KFARRIRAVERRE B 1 BERR FHARE PT AR A,

2.2.5 aptitude EXEEEIIGTR

aptitude(8) £ FEEMEX T, MIEEIIRENREES KR TEMGFIEKET,

idA libsmbclient

ZITHREZBHNIENT,

- R 1EE (E—ETE)
- ENET 1B (BT ETE)
BB EH (E=ETE)

- BEERRE

- &% “ENMET HIERE =AML
- BEEBERIRAE

- BREEBLIRTARRAE

-2220kB 3.0.25a-1 3.0.25a-2
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N

BRI AfE B BNRE PRI T RIRHTIR,

& “?" ENRIEEENEE RIS,

] FRRAREIZR K IBRERIM A EIEIE (2 R apt_preferences(5) F158 2.7.3 T ),
I EIRRMATERIRIER AT CATE “ 1R 7 BETHEL

1R TARE $ ?E}EEJ_

Package View R B%& 2.10 f8:%)

Audit e =Py =l T

Recommendations RiF P B RE(BIE AT RMNEER

Eg‘; Package 17 5 BT HEREEE (FREMNRR)

Debtags Browser | IEEEH ZH H debtags EITH FERIEREER

categorical B Bt IR BRI S EBROBBNE (A Debtags HBERER )
Table 2.9: aptitude &%

/EE'

EEUBFIUER debtags FZRCAEREER !

FE "ERRERRT DEREENTIEETE LRI NEER dselect BER,

%8

RS

Upgradable Packages

FRBE section - area - B2 MIE

FRRY DR R

New Packages ENS
Installed Packages Elis
Not Installed Packages EE
Obsolete and Locally Created BLE

Packages

Virtual Packages

S E R TNBEREREE B

Tasks

I — S EEB R A ETEERNIKEE

Table 2.10: 1RZEEREEBURIRAISIER

TN

EREE AR IR T A R B IRV EFR R R ERERRE &,

2.2.6 aptitude £z 5(EIE

aptitude $E{# T %(E =] CAfE A IE R RRTUSRIZ S ERER BLADIEIA,

+ shell 5571

- “aptitude show ’<package_name>’" ZI|{#Er8EERIEMTE IR

- 2RFEEMEL

aa

- “aptitude search ’<aptitude_regex>’" FlH&HEIREE, &XE

BE M LACERE

2B BI AR fEA



http://debtags.alioth.debian.org/
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- 1 FTAPRAI LR B IR
-/ BB LENREE

-\ iR B LENRES

- 0 BT -8

- N B L8

®’R
FH <package_name> WREFEIEEI RMEAVISHEFT BILEC, FRIFERMN - FBIIERIRERI.

2.2.7 aptitude [EAIRTRR
aptitude IFBIR/RIVEEE mutt B3R ERE (285 162 T), aptitude ER2RISFILEHRBIEREGWT,

« ERIRRNERAMRZ ERE, FAIR egrep(1). awk(1) F perl(1) iIELLERIF9%E Unix XF T EATERR “°7 “. 7 “$”
F=EEHY,

- (KFERAZR <type> B—TEISEMEE B EREI{R (depends, predepends, recommends, suggests, conflicts, replaces,
provides ),

o FEERHY <type> {k#ARA(RR “depends”,

2R
& <regex_patten> AEFHEN, HUAERSRARIE-T,

THEHR—ERES,

« ”~P<term>” == ”~Dprovides:<term>”
» ”~C<term>” ==”~Dconflicts:<term>”
« ”.~W term”=="(..|term)”

FREREnutt PRIFEE, BS mut WERRENRRRIABESR " EHEFM “/usr/share/doc/aptitude/READ
Ey “SEARCHING, LIMITING, AND EXPRESSIONS”,

IR

lenny hRAHY aptitude(8) 7, FFIRIENEEE, FI90 “?broken”, FEIERIRANPEIUARENBEEIEIER
“~b”, MATHFT “ " WARRRTIRFT “~" SMIS—EERTRELETFT, MORBNEEER “&
REFM",

2.2.8 aptitude FMKFERRR

MREEEE “Flo - BIE - ENEIE - EEEENRBREMZ" ETHEENRE, RIE aptitude PEE—EREE
B, NMEEHGH “Depends:” FIRFPHEIEEE L, “Recommends:” FIRFPMEHEBDEWE L, 7 aptitude
T, ELEEHRENHEEELBEENEEEBIR,

aptitude S<HIEH “‘BEILTR" TRANFHEHLIER apt EEEE A apt-mark(8) 7L RERTE,
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BREGLERAER IFRIRTRR

LECERRE B A Ta ~n<regex_name>

ILECH IR ~d<regex_description>
AR ~t<regex_task>

ILEC debtag ~G<regex_debtag>
MECHEE ~m<regex_maintainer>
ILECERFEBIAY section ~s<regex_section>
ILECEREE B IR AR ~V<regex_version>
LECtERE ~A{stretch, buster, sid}
ILEC2KRIR ~0{debian, ..}

[T (=53 ~p{extra, important,optional, required, standard}
LN EREREEE ~E

i EEEEE ~v

ECFRIERIEE ~N

ECTSITRYENME

~a{install, upgrade, downgrade, remove, purge, hold, keep}

NI EEZERESE

~i

MLEHE A RBNERRIEE (HEFR

sRoEERE ) M
LEATE ARBHERRKERE (B2 | ., _,

BiREmEEe ) '
LA E L& B el 2R FIEREE & ~U
LEC EMFR{ERBRAERER ~C

- MEEEBRR, CEMRErIBRIIRERE ~g
R AR R4 b
LECHEIR <type> MKFBRARRIEREE R ~B<type>

ILES <pattern> BREEELRY <type> XFBRAIZ

~D[<type>:]<pattern>

ITEC <pattern> EX B2 S ARIRAY <type> WX EE[EH

~DB[<type>:]<pattern>

%
" ILECAXFERY <pattern> EXpe BIRY <type> f{k%d
HIEREEE

~R[<type>:]<pattern>

- ILECAREBRR <pattern> FEERIEIERY <type>
{KFERIER RS

~RB[<type>:]<pattern>

Emﬁbatéfﬁﬁﬁmﬁﬁﬁﬁﬁ &

MEHEECLZRKE EMRBENERELT RN

Eh nm

~R~1i|~Rrecommends:~1i

LEd <pattern> BB Z ZRERFER

~S filter <pattern>

LECFBHNER (2) ~T
AICECERREEL (1) ~F

Table 2.11: aptitude IEBIFRRTV
CES RS
/var/1log/dpkg.log dpkg ZRHEREEELEENIH
/var/log/apt/term. log BH APT /EEIHR

/var/log/aptitude

aptitude m2iEENHER

Table 2.12: E,}zﬁg,@d%ib E [T E‘;‘g
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2.29 HEEREENHEE

fRe] ATE H SRS
EE

EZIRERFEESL,
FEL, REHS H

s LIRIBESERNEH. REENFE2RSE 9210 1,

i
it

2.3 aptitude IE{EEI
THER— L aptitude(8) HIIRIEEEH,

231 ERFARRILEREERERIILREER
THEHMGESIH T EBIERIRRI LIRS B BRI LR EL,

$ aptitude search ’'~n(pam|nss).*1ldap’
p libnss-ldap - {#F LDAP {F&BZMARFEHY NSS 1R4H
p libpam-ldap - f5F LDAP N EAVIEAUEREELE

ERL NSRBI REERAE

232 (ERIERIRTRALERE

£ R ERESIR PER"] BREE, ERIRRN ~dipve” sJUARRGIMILECER SRR, W EBMRTRE
atlo

2.3.3 TEMBIECMIFRENIER

e BT EE BB ENRIGRIEEIESR,
WMEUTHSHER,

# aptitude search '~c’

MREEZ T LB ERERTEMIR, FHRITUTHS,
# aptitude purge '~c’

e Rt B E AR T PR RV IR B E I TA R E A=,

£ FERseeiadR” A7 R WA ER LN ~c” , EHELKREER, L, ” BRERNSFZEE”, MABEN
BLECHERE BT A E TR ERRE LER [~ ?'eﬁa_'\o

EGERBIREN "“KRTRNE" f@EgA ", EfRETHHEEAELEERR A EWER, KERTUER “="
REBNTUHFREREE B LB R MR,

EBERNAESHAEERARTSEMNG O,
2.3.4 FRAEBIIFILERE

THRHABRRESNEE/FELKIKENTTE (FEERIE aptitude REEBEIER 2R ),

1. A root \EEIRNEIT aptitude,

2. APu S EMEIAMERERIIR, U s SR BRI FHRIVERE B URITHAR, " s S BRTRIERIIR,
»g” S LTI B R FHARRIEREE B AT T 4R
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3. #%F “1", WA “~i(~R~i|~Rrecommends:~i)" RFRFIEFEEMFER, T ‘M 1§ "ERREER" 9
RENRBEBRE,

4. #F “17, WEEAN “~prequired|~pimportant |~pstandard|~E” RKFEFIEEEEHEER, & T “‘n” 5 “B
ZERER" WIKENAEFIRE,

5. T “17, WEAA “~i1~-M" RERGIERIEEMEETR, £ "BRRERER" LT 7 RERIERNERER, 7
T -7 BefiBkk,

6. BT “17, WA “~i" RERFIIEEERVEER, ZIBTE “BRREE" LIRT “n” SHLHRBEEFLATFEIRE,
7. IR aptitude,

8. F root (EAA&E#{T apt-get -s autoremove|less” i<, RIGHRERLERELRTIEEEMN,

9. ZEENMEXNTEM aptitude 82X, A “m” HLITRAMEEZMNREER,

10. FA root EFAEEH#IT apt-get -s autoremove|less” EEGLREEBRNEFTEARESEECH
FEBRIEEEE,

11. A root EA&E#IT apt-get autoremove|less” S REBBRABEEZNEIZE,

EIRATEZENITEY Tasks” £, BiT'm” s SR —ERNENERE, BMMER THIEXEREBWBEHRZTENBIL
iR,

2.3.5 Z£HEMRGEFHER

JED

EIREB IR ITIRIAER, $IXIEW FEATIERMAIE, Debian 2rIFAAE), BRIFERBZESMEFNE
KRG, BT MHEEBIREZNEHEERME] NRWIIRTREANTEESE. BN, AMEBZA,
FEEZERRAMTENGER, LIEEBIT2MMHEE (8115 102 1), “H" HEZEATES BIFEH
I —(ERIENIE, REIRFIRBAIFHER,

{ReILAIBIB A& /etc/apt/sources. list” MRBE 2 5@ EThRETEM U AR EITR AN SEHAR,
A& 1T apt update; apt dist-upgrade” &%,

it stable A#RZI testing 2t& unstable, {REZFA”buster” Z(&”sid” Bif”/etc/apt/sources.list” {g
EEIstretch”, 25 2.14 15,

SEL, AR-CREARASEBNMEE, Mol B: — LR, TERANNEENKEAGEE ARZBRNESR
MWK, RUEFTERIBEIIE, EMRAETE, RRNKER stable BERIHAEY stable, fREJLAIRTR Release Notes
REZBVEENTREM, REFTEIRD FE,

EEEXBHZAE, MREZRERN stable BREINERLA testing, iE#IZH Release Notes A LAE BI{F,
fER1—{E stable EH AR, stable BEITIRIRIGERELM testing BITIHRZBMNEETREEGHEE KERHBE
SRR RIS EMAVER,

gﬁgﬂ%&%%ﬂ@ﬂ%ﬂi, REZEIERVIRIE, ERFEREZIEESEHIRPENERFNENARRIERIMRIVESFLER
1. WBRRSERIR “BITREA,
2. RINBERE LERENMEEE )
3. & bootloader 1 T HIRFR, FEBEZEIUSIEBMMBNFETFNE.
4. BRBHASK LHERE,
5. A script(1) REERTHAREVIATE,
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6. 3 “unmarkauto” FFERIRBIFEEMEGEE, Fl1”aptitude unmarkauto vim” E@E&GHS AR LLEEER
vim iE{EERE2AY,

7. RTROVKEEZEFERERENER, EZEERLVERRWEEENHE, U, BREAERTEEERE
2

8. BIx”/etc/apt/preferences” #E% ( ZH apt-pinning ),

9. MEBE—LSHIFMR: oldstable - stable - testing - unstable.

10. F4R”/etc/apt/sources.list” t§3, FEEEOMIIEREAEHIT aptitude update” &,
11. AENTEIRIE, BEERFM core packages, 4 “aptitude install perl”,

12. M1T7apt-get -s dist-upgrade” GSRELFA RSV E,

13. R#&#{77apt-get dist-upgrade” @<,

VAV
£ stable WRAFARRIEHE, BHEEZEH) Debian BE1THRENBHERY.

( : ) \Cy
SRy “S217FM” #, GCC, Linux Kernel, initrd-tools, Glibc, Perl, APT tool chain %, B5—LLEARZ
GEEmARMEETEEIE,

BiY unstable \RABIEEFA, BIRE 243 7,

2.4 ERLEIEEEIRIRME

2.4.1 @RS PEEISEEIRIRE

TEHIE T -EHENRESEERRSF, SLBRFHI aptitude BISREEEREMFIIINEE,

R
HR - EXBESRBOREE, RAIEFER lt:u SHEHERBEM Hlw, EA “dkg -L
libglib2.0-0:amd64” 3R%IH amd64 ZEiEHY llbgllb -0 MEBENANE,

AV

@ RipEIE 8B/ VOERRRE E’Ji’ﬂ‘a‘f@lﬁ(ﬁﬂﬂﬂ “dpkg -i .7 F0 “debi 7)), EMAEEHNRIEFE
HIEREEELIKHE, dpkg RIS TIEIE “--force-all” FIFEMREIE (2R dpkg(l)) RBEARSF. BF
TLEREMNMRAEAEFMSHRIZMFRNEERR.

EEEU T A,

- fTENAREEMNREHGSEHFEM root #iT.

ARREAIEAIRTRINE aptitude (2R% 162 1), HENKEEEEaSEMAAELI shell glob ERFIT
(2R% 156 1)
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NN\ oh

R < 1R

COLUMNS:120 dpkg 'l | [y o hng/—, - | QAﬂgn H=
<package name patterns FIHE L RREENIIRANRERES
dpkg -L <package_name> Hr—EETRHREENAT

dpkg -L <package_name> | egrep . T —
" Jusr/share/man/man.*/ .+’ yl.“fd ﬂEEﬁ%EAEEEE’J man %HH'E

dpkg -S <file_name_pattern> FHELECE BN E R R =
apt-file search . 4 5 i ko B
<file name pattern> 5 g RERLEIERREREEE
apt-file list 5 g SRR LR AR B NS

<package_name_pattern>
dpkg-reconfigure <package_name> | EFfiflcEIiZE

dpkg-reconfigure -p=low smm e s g . F—

<package name> BB RS NV REFECEREE

configure-debian MeFEENENEMECERER

dpkg --audit MR ERREBENETRAR

dpkg --configure -a IEFMEHN ZRIREE

apt-cache policy BE= ([ — - a2 i a0
<binary package name> RER—E EAIRIERIE R PTAMRA. BEIEFFIERESR
apt-cache madison B = ([ e B 5] e e

<package name> R —(EE R BRI ] AR A FHE R EE

apt-cache showsrc B oo (] — Y 4 e 5] [y Tt B 4 32 &

<binary package name> R —(E T BRI RIG TSI E &

apt-get bulld-dep REBEREEREENNE

<package_name>
aptitude build-dep

[l o /7 ELEH == dh /o Bl
<package_name> ZRIBEENIEEMEZEEEE
apt-get source <package_name> (RIFERERE ) THIRENS
dget <URL for dsc file> (REEHEXRE) THRIBERER
dpkg-source -x KRB ERES (“*.orig. tar.gz”
<package_name>_<version>-<debian |Verdehtardsar.gz”/”*.diff.gz" ) HiEEEASHE
debuild binary EARBFERIEE P EENRER
make-kpkg kernel_image DR IR RS E—{EI0EREE

make-kpkg --initrd kernel_image | EBXA Y initramfs B OIE G PigE — Ez DGR &
dpkg ‘i ) A i B 7 4
<package_name>_<version>—<debian__v}é?‘gio@}'_gEﬂéﬂrﬁcﬁr}]‘g‘:ﬁ'/gle’ﬂ%"ﬁl:}:I

apt install ot i/ —n pmey ,
Tpathytor<package_filename>.dep | TEEFURBENRLHST, I, HROBLRTkRLE
debi o "
<package_name>_<version>-<debian_|veé %%%)ngﬁ%@c%é@é%

dpkg --get-selections ** 477 dpkg MBI EEIBIREE A

>selection. txt

dpkg --set-selections £ g B ) SR 4 U
<selection. txt M dpkg FR EERXEE ELIEIEARE
echo <package_name> hold | dpkg | f£H dpkg B5—(EEXEE M B IRIZIREERRE 2 hold (THE
--set-selections R”aptitude hold < 818 >7)

g

Table 2.13: SFEERIE B EIRIRIF
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- apt-file(1) H apt-file BRFEEIIRM, WHEB%LHIT “apt-file update”,
+ configure-debian(8) B configure-debian BREEEIE#t, E#IT dpkg-reconfigure(8) {fEB1& iR,
» dpkg-reconfigure(8) {£F debconf(1) {fF &A1& iR R TENREBIESHE

« "apt-get build-dep”.”apt-get source”#l1”apt-cache showsrc” FZE”/etc/apt/sources.list”

H7FiE deb-src” #£H,
« dget(1) . debuild(1) 0 debi(1) FEE devscripts Ei&E,
- 2R% 2713 TEEH apt-get source” WITE (ETE ) B2,
» make-kpkg As$EE kernel-package B52® (£8% 99 ¥ ),
- BATEZRE 1211 11

2.4.2 EEBRLTEMEIEEE

)H

BEAZL 5 debsums EXEEEIRY, BEfEFD debsums(1) &n vJ_L”/var/llb/dpkg/lnfo/* md5sums” fE&ZE Y MD5sum
B, BEBELRMESR, é%?ﬁ 10.3.5 F93R¥E1S MD5sum 2 B TIERIE .

EE
E% MD5sum BRERSEWRABEENR, debsums(l) fFALZEL T EFEREMR. EETEANKREEEEMIE
Hh e sk IR R SRR IS AL AV IBIR R R 86 AV,

2.4.3 FERHERESELMNPE

S EAEERER unstable, AR EEHMNINEFNEIIEE, BEEEREARETHETRENRKIZEE bug,

LZHEBEE apt-1ist bugs PJLAR RIS R EIBRRE bugs, 7E1EiB APT REAETFHARES, ©EHENIMEE Debian BTS
{BHYEREE bug,

Tt apt-listchanges BXi88, EFEHA APT RAFARIFEETE “NEWS.Debian” HIRHEEHE,

244 BSTMEETEN

EEIIKZIE Debian 414 https:/packages.debian.org/ RIESEEETTERNEMEENTGE, BEMREREEEESR
7%,

grep-dctrl(1) . grep-status(1) #] grep-available(1) Fn L #EFRIEZ A A Debian 52 E1IZHIERB N ETIER,

“dpkg -S <file_name_pattern>" #FAREEH dpkg TEMNREEPEENEERN, ECESBIREEEE
SWEIUMER,

WMRR EEE%‘JdpkgTE,éiﬂL TEEMIES (REEHE"/var/1lib/dpkg/info/" B F#1T ‘grep -e regex_patterr
! BT, EEFEGEREEESHBNTRENNFRIERRERIEL,

MRRIEIEEEREREEELKFR, (RIERZ(ER apt-rdepends(8) .

2.5 Debian B2 BINEEIE

IR E Debian MEEBERMNBTRFRE, ERZEEMENIFEI R —LHREREE,
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EES e RES

Release FTThREVTRE BERERANTEEES

Release.gpg 2T IR TBIE ”ﬁl?gg%aﬁse” BENEBER, TAERERE
Contents-<architecture> | ZE{ThREIIEE SIHEEERBRF A2 IER
Release BT BB/ ARIBHES IR BRS8N sEF apt_preferences( 5 ) AR B

=B

SEZETIRNEE ERTIZERE

Packages Pt e 48 debian/control BB TEMHIE
o= N=Na M=
SHR/[&TE EHSH . .
Sources BT h/ B IR IS S Y H45 debian/control EEEILIEE

JEEY

Table 2.14: Debian {2 RETEMNIIRNE
251 ERETEN
B AR {TIRIYTTE FHE REBETETE Debian BRKR LAY “dist/<codename>" "M@, FlgN“http://deb.debian.org/debian

ERENSBPIERAEAERREE. EHH 6 fBREHNTEN.
BTRVEERE, ERENERESR, SETEMNFETRBRE THEDESR.

25.2 JEE “Release” 1R EEM

BR
J&[E “Release” EZRFAMNEE secure APT 24 FHIERIEIER,

£{E Debian t&REM 4B ERE — (@S0 “Release”BR, FlaN“http: //deb.debian.org/debian/dists/unstable
AEWT,

Origin: Debian

Label: Debian

Suite: unstable

Codename: sid

Date: Sat, 14 May 2011 08:20:50 UTC

Valid-Until: Sat, 21 May 2011 08:20:50 UTC

Architectures: alpha amd64 armel hppa hurd-i386 1386 ia64 kfreebsd-amd64 kfreebsd-i386 mips <«

mipsel powerpc s390 sparc

Components: main contrib non-free

Description: Debian x.y Unstable - Not Released

MD5Sum:
bdc8fa4b3f5e4a715dd0d56d176fc789 18876880 Contents-alpha.gz
9469a03c94b85e€010d116aeeab9614cO® 19441880 Contents-amd64.gz
3d68e206d7faal3aded660dc0996054fe 19203165 Contents-armel.gz

=
EE 2.1.4 1548, {REESNERIRFE "suite” F"codename” HIBEG, “ZX1ThR” #: F3 R ERSE% K2 suite” F1"codename”.
FrE RiE RERMEAERE area” B, E#F7E"Components” .

[R[EtEZR"Release” KITTEME, R secure apt BN HERERTE.

4

§

. INBEZIEE"Release . gpgy” EHIEEIZEIEE"Release” FINIZRM Debian 155 E N BEEIT,

H
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« AFAfY Debian HERE N SBEESAMA “/etc/apt/trusted.gpg”;

- ERMREPTUHTERI base-files RIBBMANTH, HE
- FENEA gpg BE apt-key TH EHUEHE ftp-master.debian.org LERFHIMERE L,

« secure APT R #4EER:E F SHYIEEIE S "Release” FITT R INZRERRE
#8289 Debian tERE .

IBFEFAZI T ”Release. gpy” HERFTE"/etc/apt/tr

foe

FifB”Packages” f1”Sources” {8 M B M 2 HEIEE Release” HEREM MD5sum {ERERE, FIEREEESR
fER M H”Packages” #1”Sources” tEREH) MD5sum {E2KEG:E. 2R debsums(1) FI5E 2.4.2 .

AN REREE LEETE MDssum BB EE S /Y CPU, {#H MD5sum {E2REGEE —(EEEE, FHRINZRERREEIE
[BfY"Release” i8R, EEADNIRM RFET2HMNERR, WELEBIFHINE (Z2RE 103 ).

2.5.3 1EZXEEEN “Release”’ 15X

N
IEREREN “Release” 1ERiGHIE apt_preferences(5) RIFEEI,

BRiEEX U Release” 185, HEAREHEMER"/etc/apt/sources. list” Ay deb” {THFEE, BAFEY http: //dek
’http://deb.debian.org/debian/dists/sid/main/binary-amd64/Release”,

Archive: unstable
Origin: Debian
Label: Debian
Component: main
Architecture: amdé64

I\E
@ #h2"Archive:” Z&i, &#%&%8 ("stable”, "testing”, "unstable”, ---) F}? Debian archive , {3
("trusty”, "xenial”, "artful”, ---) F§% Ubuntu archive,

NI HEEE, thiiR experimental F stretch-backports, EfiE SMEHEaALAEREEILE, EERAAE
ERSMYTT, BIGN7E http: //deb.debian.org/debian/dists/experimental/main/binary-amd64/Release”
EHmBNTEEIMNI—1T,

Archive: experimental
Origin: Debian

Label: Debian
NotAutomatic: yes
Component: main
Architecture: amdé4

IR, ZBIEREZE NotAutomatic: yes”, FB5%AY Pin-Priority {E& 500, MEfAE"NotAutomatic: yes”
RIS TRIESRE, FARRMY Pin-Priority 1B 1 (2 R apt_preferences(5) #1585 2.7.3 ).

25.4 BEARKEAHTEN

EfEM APT THAF, flaptitude, apt-get, synaptic, apt-file, auto-apt, FFIFEEFE S Debian {ERE
B TENNAER, BLEAMIEENIERME, FME /etc/apt/sources.list” HEREEA distribution,
area,architecture HHEBRE—¥, (Z2R%E 214 ).
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« ”/var/lib/apt/lists/deb.debian.org_debian_dists_<distribution>_Release”

« ”/var/lib/apt/lists/deb.debian.org_debian_dists_<distribution>_Release.gpg”

« ”/var/lib/apt/lists/deb.debian.org_debian_dists_<distribution>_<area>_binary-<architectur
« ”/var/lib/apt/lists/deb.debian.org_debian_dists_<distribution>_<area>_source_Sources”

« ”/var/cache/apt/apt-file/deb.debian.org_debian_dists_<distribution>_Contents-<architectur

(apt-file)

g 4 FEFEEVRVIE R SFTBMEEAR APT S HERY, IEE—IU\J_J_ ‘apt - get update” B¢ “aptitude update” £
WmOTPETEN. WNRE “/etc/apt/sources.list” PEMEERN “deb” 17, Al “KEE" TENSETEM,
WRE “/etc/apt/sources.list” HHEEERN “deb-src” 17, Al “[FiiE" TENE E1-.r§¥ﬁ

"Packages” f1”Sources” MTTEFHERBEEHE “Filename:” I, EETEMBIFIFRRSEERNUE. Bal,
IELEEBE R — M pool/” BEREITT, ERFILANEE RATEL MEEH,

“BREE" TEMMAHEIATIUGER aptitude RETEERNAES, FEFIMVESHS grep-derl(l) FTAE S “EREE
8" 0 "R TERAHEIE,

»Contents-<architecture>” TTERMAMIEER, fEMH apt-file update” B, EMNMUEMNETE 4 BERE,
2 H apt-file(1). (auto-apt AJ”Contents-<architecture>.gz” RN A EE AL LERRENMLE, )

2.5.5 APT BIEREEEIARRE

BRTIEIRIEEUTER, lenny Z#E APT TRES R EAERIEENLTEIREBERNFFE"/var/lib/apt/extended_st:
B, APT EERAEMRENHBELENFIEEHEE.

2.5.6 aptitude FIERFEELIAEE

PR T IRIRERTE M, aptitude TS EER EERMEEMTEIREENFHERFE"/var/1ib/aptitude/pkgstates”
h, ELEN R EEMW aptitude £,

2.5.7 EHHHREENAHES

FTBIRIB APT #ERIREENEE B ER I FATFE “/var/cache/apt/archives” H, E“UEWW&%B‘FO

aptitude IS EREIERFIERE, BELHE Options” -~ "Preferences” TR E, 1"3_“«1 EREE,
»Actions” FHJ”Clean package cache” @{”Clean obsolete files” ZR#{TiaH;ET

2.5.8 Debian B iEEIERTE

Debian BEEBMERBHENBEER,

N
EREMRTERNRBBEBEI. ESREFESE dpkg-source(l),

R
fREJLAF dpkg(l) REMN G SEE}EBERA, F40., "dpkg --compare-versions 7.0 gt 7.~prel ;
echo $?”.
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el

BHEEE

- TENIHIEREE R (578 deb)

<package-name>_<epoch>:

<upstream-version>-<debian.

H5? debian-installer B BN FIEREE R ( Ih
8 udeb)

<package-name>_<epoch>:

<upstream-version>-<debian.

[RIAREEREE B ( EIFRIANS )

<package-name>_<epoch>:

<upstream-version>-<debian.

1.0 [RIBIEERFER (Debian X&)

<package-name>_<epoch>:

<upstream-version>-<debian.

3.0 (quilt W1 BELER) [RIGHEEE
£l (Debian &)

<package-name>_<epoch>:

<upstream-version>-<debian.

FRIGISERAEE (FRFA)

<package-name>_<epoch>:

<upstream-version>-<debian.

Table 2.15: Debian ¥XBE BN R FELEIE

BREaH ATAMF T (EAIRRIN) FIEIRRE
<package-name> [a-z,A-Z,0-9,.,+, -]+ INEE
<epoch>: [0-9T+: B]E
<upstream-version> [a-z,A-Z,0-9,.,+,-,:]+ WE
<debian.version> [a-z,A-Z,0-9,.,+,~]+ B)E

Table 2.16: Debian ¥X§2 Bl B P E—ETH T UERNFIT

==
=)

debian-installer (d-i) £/ udeb FRER EMFIFEIZRIAEIESR, MIEEERI deb, —{E udeb ERIZELZNE deb
BRI REE T - EAMENAT (FIINXH), KMETEZERRENERESIRMNER, deb F udeb #XI2

BEHFHEHENRBELEE, “u" RN,

2.5.9 dpkg &<

dpkg(1) /& Debian BB EEPRKEMNIE, EIEEEK, HEIMER,
BLHEES “<package_name>" HIERFEEIRF, dpkg ERBETIIMIERERIEE.

1. fRE deb IER (ZRK “ar -x")

2. {#H debconf(1) #1T “<package_name>.preinst”
3. BEMBELRIZAT (FRARK “tar -x")

4. {#H debconf(1) #1T “<package_name>.postinst”

debconf RAEEFE ISNFILION (F 8 B ) ZEMZENERAETE.
“status” &Rt FIAN dpkg(1). “dselect update” FI “apt-get -u dselect-upgrade” FTE(FH,
BN S5 grep-detrl(1) FTLAE S “status” 1 “available” FTTERMIAHEIZE,

N

7Edebian ZEERIRIET, udpkg S FAMRBIEY udeb #X8281, udpkg &< 2 dpkg FEH—EREERAS.

2.5.10 update-alternatives <

Debian Z#8f# M update-alternatives(1) FREREF]UAZ TR TR SBEBMEN. fll, MRERKZET vin

nvi #EEE, FREICAME vi diiEEHIT vim,

VErs.

Vers.

Vers.
VEers.

Vers.

Vers.


https://www.debian.org/devel/debian-installer/
https://www.debian.org/devel/debian-installer/

Debian 2= F

60 / 257

T
EES

gL

/var/lib/dpkg/info/<package_name>

PHHfTERESE, (ERETENE)

/var/1lib/dpkg/info/<package_name>

AR REN M BERE %

/var/1lib/dpkg/info/<package_name>

SRR T EIVERAT MD5 &R

/var/lib/dpkg/info/<package_name=>

FRBREZANTHRERRS E%

/var/1lib/dpkg/info/<package_name=>

/var/1lib/dpkg/info/<package_name>.EX

WﬁﬁéﬁZéiﬂﬁE’]’@}

/var/lib/dpkg/info/<package_name> .#x¥

/var/1ib/dpkg/info/<package_name>

%ﬁﬁﬁ@conf%%ﬂ’]ﬂg’ﬂ?

/var/lib/dpkg/alternatives/<packsd

EFHE’J%?’E%

geptame>alternatives &%

/var/lib/dpkg/available

PTEERE BRI ATE ST

/var/1lib/dpkg/diversions

dpkg(1) FERRMIEREENZEN, H dpkg-divert(8) 3RE
T

/var/1ib/dpkg/statoverride

dpkg(1) FEHEEIRE

&3, H dpkg-statoverride(8) FRiE

/var/lib/dpkg/status

FTEERRE BRI RE &R

/var/1ib/dpkg/status-old

“var/llb/dpkg/status" BENFE—REHR

/var/backups/dpkg.status*

F_RW%EH, ULk “var/lib/dpkg/status’ fBx®E=mMEH

Table 2.17: dpkg I MEEIER

$ 1s -1 $(type -p vi)

Irwxrwxrwx 1 root root 20 2007-03-24 19:05 /usr/bin/vi -> /etc/alternatives/vi
$ sudo update-alternatives --display vi

$ sudo update-alternatives --config vi

Selection Command
1 /usr/bin/vim
* 4 2 /usr/bin/nvi

Enter to keep the default[*], or type selection number:

Debian BB R #7E”/etc/alternatives/” B
B %@ mAIEE

e
S EEN

2.5.11 dpkg-statoverride #5%

B R —(EEFE B, M dpkg-statoverride(8) &8

1

PR IEIB AT SRIE A R AT E B IE BIEIE R (ER”/var/1ib/dpkg/alter

SRMEM AIRREAZLR, REEF dpkeg(1) ¥ ERERATNERIBEFAIE

M—{@%i%. WMREAT”--update” BIE, EEREE, NRERSHINRERMIIE IR,

VIR

@ RIFEIEEFEA chmod 3% chown S ERIEREEIBECIERMNBENGTAIE, BET NRREBHE
s, WEE,

pE=)

RKANFEUERATIESR—5, BB LTAR dpkg FIRIEMNEFERZZAME, BiEER, RES,

2.5.12 dpkg-divert 5%

dpkg-divert(8) a5 %

RUEEMEEE N, TEE

LIREMERER, 181F dpkg(1) ﬂ-ﬂf'é'"";ﬁtc%z |EE:RUE, MeERE
ERMEIEEHERERESGS,

|

FERAME.dpkg-divert
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2.6 {EIRIENRFEFIRIE

E#IT unstable &4, RAMEESTBIRBRVEKEREEETIENER.

<:::> Ny

TEN-ESEEERENER., FLEHRRETES !

261 TNEFENERELE

MR—ERE GUI BXNEEERH LFRAARRESARE, MEZRRERENFMEERER (HEEMMN ) S
By, MREEFENEAERSF TRITEE, BREERRMNEETEE, (ER—EHEM g LEITEEBES
BRE, )

DTIERTE, FEZBREENAEERERTLENKE GUIEN, (RAIEFEER
RECEEH., (A EFMERRT, )

BEEMNEREERNETUEZR R

=111

2.6.2 BEREMHEREERNTERIEER

XREREEEIEIE R4, LLUNER aptitude(8) BY apt-get(1), fEFAERES ELMkEE, EHIRERIERRS, FTEERZLERH
1BE., (2R%E 216 ).

NIEOHEENER, AERAREEERETA—HMERERSE, (BR%E 272 1), PEHIEARIEREREE
REEIER. MREHIRBERERMNERT, (Ri#E@ aptitude(8) B% apt-get(1) THEEFEE, dpkg(l) FEHIETRERS, FE
EEATURERNROHER, TAEEECEHEENER,

Ny
@ FHFEF=ARBESENENNAAKEIR, BAEBIBER root FFrIEMITHESIESBENERNAR
HEFIZE, dpkg(l) SRR ENEE TR,

A ASCEBMPRENS AT RRIVEREER, <old-package>, REFREMHRNILRMEE.
$ sudo dpkg -P <old-package>

2.6.3 ZEIRIRMEIERIESE

ENRAESHBIN—EnSHNEERERDORR, FOBHSHERBEMEL, HEEEERARBREMNTS,
WERED ZRNIKIEE, E—EHRESECHMIFESHERREERG, ZREERSRANTEMPRIERES, &
BELRE, MELFHEERTF,

#1? “<package_name>" RUEREREIIESIERIRE, (REEZIGIR TIIMEGEEIESHE.
« ”/var/lib/dpkg/info/<package_name>.preinst”

« ”/var/lib/dpkg/info/<package_name>.postinst”

« ”/var/lib/dpkg/info/<package_name>.prerm”

« ”/var/lib/dpkg/info/<package_name>.postrm”

ERATIIRITIE, B root #REBIBIZAVEREEELIE 1B,
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- EITEHIE 47 STARFHET
- EHEBITHITEIIG “|| true” FILASAKIR[EIRLIN
EA TS REE BB R IRHIEREEEL,

# dpkg --configure -a

2.6.4 f{EF dpkg S ETIIE
E# dpkg RIFEEEBHHRIEETE, TOUERELNER TETIE, ANEiNaEREsERKES, EX
IBE foo BiBEAIBIET, LEEEFIR,

{RETATEERBE B IREN B $%: “/var/cache/apt/archives/” HF#REIER foo BREEBMIE bug kA, (UNRHAE,
{ReT LA #E 3R E http://snapshot.debian.org/ F R EHE, I EBEEEIRENINEEMMEHIERTE, )

WRIREESIRIEN R4, (ReTLAUEB FIGHSRERE,
# dpkg -i /path/to/foo_<old_version>_<arch>.deb

R’
MRFAGIRIRE), (REAIUERESERN APT RIARFABERE, MEFE 2.7.10 THEHEIIBE,

MR R FEAEIERERE), FEZSZECHARBIE,

1. {£F3 Debian REILIEARUBRR MBI R4,
2. ASHERR EEERIEIM R R EET “/target”,
3. BB TS TREMRAR foo FRIEE.

# dpkg --root /target -i /path/to/foo_<old_version>_<arch>.deb

BNEMIALEERR /Y dpkg SRS BIRIR, s IRER A#IT,

PN
ETERERR. live GNU/Linux CD, =JR{ENEY USB EEENXABERRYEN LY 5 — R ARRIENRY GNU/Linux RAEEI BT AZE{L
Hh SR BB IR IR R 4R

INREASRFARIRE, B AIEREH N L RKREE, It B (REMWEEREM, (RET AR dpkg #9°- -ignore-depends™."- - fo
MECRIERERKR, WRIFEEMT, 2RMOBRBESNHMEERERGR. ESMES R dpke(8).

==}
MRFNRFRERIRT, (FEZSRATERBNI —EZENMS (2RF 102 ) TET-XREHFNRE.
ERMER L HRBIFHIHE,



http://snapshot.debian.org/
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265 IREIIBERIZEN

WMER“/var/lib/dpkg/status” BAREEFEEHIAHEER, Debian RAEEARBEBREENTZIREFE. S
R “/var/lib/dpkg/status-o0ld” 8 “/var/backups/dpkg.status.*” &R “/var/1ib/dpkg/status”

LER

4 “/var/backups/” HNE—EEBNHEER—EFEE, ERAEEBRKESTHSEEZNRAEN,
HRBREMNIEER, HERRN RARBRENRE BFELE/var/” PRFRBER, (RKERIUHK “/usr/share/doc/”
HixRiE — L& MRS BIRETHNR R,

EfRRR/) (RH) &%,

# mkdir -p /path/to/old/system

HBEZRGEHER “/path/to/old/system/”,

cd /path/to/old/system/usr/share/doc
1ls -1 >~/1s1.txt

cd /usr/share/doc

1ls -1 >>~/1s1.txt

cd

sort 1si.txt | uniq | less

H H HH* R H

RBMAUFTARBREESEREITRE T, (FIREE—LIFEHEEEMHE, 10 “texnf”,)

2.7 HMEBEERIS

2.7.1 {A#kiE Debian EXFEE]

fREJCAMRIR aptitude SEEEE T APNEEEMIASEZEFBER THIIRENR, REMBIRAFZAEIEE,
1B 2 A EAVEECARERBE ERS, KRS BRBREBNER, RAMEREWM—EHE, BXAEHMRIEL.
BRUTEMEEENREERZAE GG,
2 B>8
« BUR: main > contrib > non-free
- BRIER: FF > EE > 13% > °[E > £#5h
- 17 EEBTEREENIIREN, U “‘SEIRE"
- MIEEEREZ BRFMBAIZEEEEFMERER (F19 python2.4 k¥ python)
c RITE: ARESETRERLEEESNIH
- BEFAR: HEELCENENR
- BTS (fRFEIRIME R 4R): /256 RC RBIRVERFE (2B fRElR. EARBRERVERK )
« BTS (ERPEERMERAR): BHEEE HHRFEIRE R B
« BTS (ERPEIRIERAR): BEE SHNAHAEER bug B E
* BTS (ERFEIRHE R 4%): :EBEBAYIERRE (non-wishlist ) FRIGENEELD

Debian 2 —EfERNHARBEEANTEER, ENEREES THSAEAMIENANEEENRIEE, ROBEME
HCHIEE,
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272 BERERERHHEE

AYIN)
@ B REREPLRRIMIETDENH Debian ERBITIRFIZIEN, R T BES IEBMIERERFFREST LA,
540 stable B9 security updates ¥ stretch-updates,

EEE—EYF, ERBEERH testing MIHR, RIFEE unstable BEEIRAIFK_CIFERIEBLARZA,

1. BRRSER”/etc/apt/sources.list” 83, FZiEM@ME—RJ”unstable” SE{THRIZZ,
2. HiiT7aptitude update” &<,

3. $iiT7aptitude install <package-name>” &%,

4. WRIEEIRYA”/etc/apt/sources. list” #ExR, F2EE testing BRE,

5. #M{T7aptitude update” &%,

FEREBFISE, RAREEREI"/etc/apt/preferences” 183, WAREFEEHED apt-pinning, {EiE@EENAR
EEIER,

Ny

@ EERESERENER, E% Debian AERFMBZENEEM, FIMEMERCSEZRRAEEHRE,
MRMBZEFENEETYE, RACIESIER, MYERMLIENELRIEFAENRTER, EFREREEN
ERESTEEMNRE, RUARSEREERTE,

RARMIEREPTREIEB— IR T,
« EETENMIHIEREEE ("Architecture: all”) MREZSERIEH,
- NHEEES: BEBINER
- REEANKEG: HENEESRWER AN
o THENIHIEREEE (non "Architecture: all”) EEEMEREZEE, THEENMRIEM,
- ERERRAMEEN (81E”1ibe”)
- B HRAE RNE R AEE S

— ¥y ABI 9B M
— C++ ABI BFUHEA M

JES=}
BTEREENTRE[ERR, ~EHENFERN T EUFEASTREERUTENSRELE, MELREZ
& ABI WHAMREESS.

E=

AHBEHHERIRNNRES, RFEEHFIBIEREST
apt-pinning iER T, h2EHEN., (B2RE 2.7.3 1). 1RE
AEERENEL,

ETEMUNREREBER—EIREIE, NEMREER
EERE(FEH chroot IEMUFERT (B2RE 9.10 %) R#MIT



https://www.debian.org/security/
https://www.debian.org/News/2011/20110215
https://zh.wikipedia.org/wiki/應用二進制接口
https://zh.wikipedia.org/wiki/應用二進制接口
https://zh.wikipedia.org/wiki/應用二進制接口
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2.7.3 FAR{REIRA

BHB”/etc/apt/preferences” {&R, APT RA(EAMAFEREZFII]BRAEIES FBRAE, JE%JE

®
f&, thE APT RAMRIEBIERTE, MEEAXENERESRS, LAEX"/etc/apt/preferences” 8%,
IE, —ERNEEWRFREENEHIRIIIKIEE, WIRCH NotAutomatic, I #iE = RIE,

VI
RAF R ELE R BIAT LA #E B8 %, I FUF, "dpkg --compare-versions verl.1 gt veril.1~1; echo
$?” (2R dpkg(1)).

MNRLEREESBREREPLTENRER (B2RE 272 ), ReJLABEIBEII”/etc/apt/preferences” HERT B 7E
HAS ABIRBEREERASNEGEEEIRRISERE (90 apt_preferences(5) FFTR) REEMLISLEE AR, 1B
#%#8 % apt-pinning,

$7F A apt-pinning RO BEM LBANE, MUEERERESEGSREREEST,

VAV
@ # %9 aptpinning #5965, E7% Debian REERHIEZMNESIE, FLMFAAESSRBRAFE,
apt-pinning /T2 FlRAVIRE, BRURNERZERE.

VAV

@ EXERE 4N Release X (2R 253 ) {FH apt_preferences(5) FI 8. #f52 Debian & &
Z[E F Debian T2t E, apt-pinning RE"suite” BT L{E, (EEF0 Ubuntu #ERERRE.) FIa0, 1R
f£7/etc/apt/preferences” 1£R4&EME, BILAEF"Pin: release a=unstable” , {EREEER"Pin:
release a=sid".

VIR
@ & £ F3E Debian BItEREIES apt-pinning BI—E8 7285, {REZRBEMIMBAEFIEE, FI3, Ubuntu
#0 Debian R ANEERE— IR,

ES=
BIfEREII"/etc/apt/preferences” 185, TEAH apt-pinning S HIBRT, RIAILLUETHEERMIRR
T¥E(BR%E 2.6.4 THE 2.7.2 T),

N 2L apt-pinning FKRATHIRG (LR BA,

B FRVERES ELIRTE"/etc/apt/sources. list” 1EREBHETEE, APT RAUEP]ARVEREE BLIFEE EZERE Pin-Priority {8

BARH, FAAREIEEMNIERIRE. R —EEEEEN Pin-Priority XK 1000, iEERAFRHIZA R 8E F4%, BRI TEX
SEIPFARINGE (B2 RE 2.7.10 ).

EEEELEAY Pin-Priority {ERTE”/etc/apt/preferences” &R Pin-Priority” I B P EHNE R FEREMTER

&,

BIREEITIRIESRE ] BB DA T EF8 775 KR,



http://deb.debian.org/debian/dists/
http://deb.debian.org/debian/dists/
http://security.debian.org/dists/
http://www.ubuntu.com/
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Pin-Priority apt-pinning HE BB E

1001 ZEZE D, EE—ERRREENES

990 RAfEERET A%

500 FfEE RIE R ERTER

100 FH2 NotAutomatic 1 ButAutomaticUpgrades & X ERJTE:RE
100 ARERREGEE

1 FHR NotAutomatic 18 3[R HI FEER1E

1 AEHES, tEFNLREEMER

Table 2.18: FA}% apt-pinning £ #189{E1F/EEHY Pin-Priority B3R,

« ”/etc/apt/apt.conf” BEERHPEN"APT: :Default-Release ”“stable”;”
- 54 YIIRIE, FY0: apt-get install -t testing some-package”
NotAutomatic 1 ButAutomaticUpgrades FI1&E 5 2 H1E R E R AR 2 LIEZR B4R Release 1ERRERE, (BRE 253

), EIRFES"NotAutomatic: yes” #l1”ButAutomaticUpgrades: yes”. Il NotAutomatic 15 th 2 HIER
{ElAREE L RIIE SR IE4RAY Release B KRERTE, {EREE”NotAutomatic: yes”.

RERSERIEN < #5828 > /Y apt-pinning 15 F] LAiEi@ apt -cache policy <package>” fr& R,

- "Package pin:” BEZERYIT, PIH TERFEEARARY pin , IR <package> HHEARY pin ELE R, 40, "Package
pin: 0.190”.

- 8B/ Package pin:” WIITHFE, WMRIEZHE <package> HEANER.

« Bd <package> fARARY Pin-Priority {EFITEFTBRAF RAVGIE, LI, 70.181 7007

- 70" BINEMBMAFHRINEE, WNREHE <package> HEAMWEZ., U0, 70.181 0”.

BZE (£ /etc/apt/preferences” #EE{FA”Package: *” FE) Y Pin-Priority 18, JIEFBIERERENA
12, g0, 7100 http://deb.debian.org/debian/ stretch-backports/main Packages”.

2.7.4 FEFHMMO@EBIE

stretch-updates [ backports.debian.org ¥23REIR{t T stable (stretch) BE1TIRIVEFEFEE,
ATHERELIERE, (REEE”/etc/apt/sources. list” IEREBANUTHARIIEREYR,

deb http://deb.debian.org/debian/ stretch main contrib non-free

deb http://security.debian.org/ stretch/updates main contrib

deb http://deb.debian.org/debian/ stretch-updates main contrib non-free
deb http://deb.debian.org/debian/ stretch-backports main contrib non-free

WAREEE"/etc/apt/preferences” tERPEETNERE Pin-Priority {B. 2B IS, JEREERHE TESEN
B GEERSE 253 ).
- IEELZENEFEEE @A stretch-updates {EREFARZIFEGEE,

« OB stretch-backports EEREPFELTEMNELREE A Z1EI® stretch-backports HEREHKFFEse
al

o

E{REEM stretch-backports {EREAFEINNLE —(ERI"<package-name>” FIEREE R XA BAIBHE, (R
[EZEBIZEREZRIIN—@E “+ 5|8,

$ sudo apt-get install -t stretch-backports <package-name>



https://www.debian.org/News/2011/20110215
http://backports.debian.org
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2.7.5 PHIEHEBHEESNRE

MRAEES|ABEBNIS TR, (RNBREII”/etc/apt/preferences” {EZ BIGW TR IR EREZNE
ERERREY S LEEREE B,

Package: <package-1>
Pin: version *
Pin-Priority: -1

Package: <package-2>
Pin: version *
Pin-Priority: -1

2.7.6 {EA%%E unstable FBEEIM testing hRAS

T 2 —ERAH apt-pinning FAHIGF, EEMA testing BIRFE, BIR unstable RAVHERE R LFFRRASERES
BHBEEAK, REZIRUMTHRNE"/etc/apt/sources. list” {ERHPINHMBEZTEANERE,
deb http://deb.debian.org/debian/ testing main contrib non-free

deb http://deb.debian.org/debian/ unstable main contrib non-free
deb http://security.debian.org/ testing/updates main contrib

AN FETRRIERE”/etc/apt/preferences” 1§%,

Package: *
Pin: release a=unstable
Pin-Priority: 100

SRBEIRE T unstable BEEDP L <package-name>” R EMKBEM, RRTEE"-t7 &81E
(unstable #Y Pin-Priority {E£% 990) RV HIREE1TARAVAR S,

$ sudo apt-get install -t unstable <package-name>
EIERE T, #MiT7apt -get update” #1”apt-get dist-upgrade”(Ei&”aptitude safe-upgrade” f1”aptitude

full-upgrade”) &%, S testing IEREFRIFLER testing BEELZEMNEERT Bt unstable EERE
FARARLEE unstable HEREPTENEIEE,

VAV
@ INDARBEBIR /etc/apt/sources. list” {5 testing” 1ERE, NRIEZRPEHE testing”,
APT R E(EREIMNHAY unstable EREFARIIEER,

B

HRBEEE LR RIFR, B LFEE"/etc/apt/sources. list” 1@ M unstable” {8 REL ik, EERZ THE
RERIE"/etc/apt/sources. list” {8 PRI R S iCERMISAL YA AR 4R 1S 8 FAEIAS tE LE T ABLEHE unstable 1&
REFPLZEMEFEEE® unstable FH4R,

N

W E"/etc/apt/preferences” 1 %E H"Pin-Priority: 17 # X T’Pin-Priority:100”, &N
ff”/etc/apt/sources.list” HEEHF M testing” LR MR T, Pin-Priority {84 100 WE LXK RKER
thAREEB unstable EREFR,

MRIRHEEEENIRHE unstable BELAFTRAVERIEE, MELTRIABEAYARNLEIE-t unstable”, REE
iI”/etc/apt/preferences” g%, WAEZIERIESZR T EIVA N EWRIZ L FABEABLLEREE
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Package: <package-1>
Pin: release a=unstable
Pin-Priority: 700

Package: <package-2>
Pin: release a=unstable
Pin-Priority: 700

NN RABEFERERIEEERE Pin-Priority 8, 91, & T {ERAKHEY unstable FIZIZhR”Debian Reference”, {RFE
#Z1E”/etc/apt/preferences” IEEFEAUTIEE,

Package: debian-reference-en
Pin: release a=unstable
Pin-Priority: 700

Package: debian-reference-common
Pin: release a=unstable
Pin-Priority: 700

BR
EME{RIEMAMR stable #5E, apt-pinning HAMNAREMN, REHRUFNLER, # unstable ERERE
MXHE—ERTEN,

2.7.7 (%A experimental EXFEEAY unstable hRAK

15 {# A apt-pinning 95 —ERE, ZRFIEEZFEA unstable &, EEE7T experimental J&, &zEr]HR%E
£ EHEHRNREE. EEBEARE”/etc/apt/sources. list” {REHHIFIRINTF:

deb http://deb.debian.org/debian/ unstable main contrib non-free
deb http://deb.debian.org/debian/ experimental main contrib non-free
deb http://security.debian.org/ testing/updates main contrib

Hi? experimental &2 IEEE) ( NotAutomatic) FIE (BB 253 1), EFEFEAY Pin-Priority (E#iRES 1
(<<100) . T ARFEZE"/etc/apt/preferences” IR HE]E Pin-Priority {6, REZHEE experimental I, BRIE
FEEE N AENESE A MRS E IS ERIEE.

2.7.8 BEINEHAARERIEE

aptiﬁﬁ%@ﬁﬁaﬂﬁcron} $18“/etc/cron.daily/apt” , EXIEEE T HIER, —ILXtcézunattended upgrades
E’Kﬁ‘%@ﬂii%”ﬁﬁﬁﬂil} <, ﬁ”&"ﬁ'é?’ﬁlﬁiﬂﬂ MRERBEEL, AT LAIEIA  /etc/apt/apt .. conf.d/02backup”fl“/etc/apt/apt .
S| BERETTE ES, ERIRABAIMN “/usr/share/doc/unattended-upgrades/README” H,

unattended-upgrades BREEEFER stable RAEMNEZELEH., WRBEENFARIEIR stable REGRIREE /NI
ANEENREHZLEHNEENTLRE, MEZEEFEHBEEEH, EESIHWNT,

APT: :Periodic: :Update-Package-Lists "1”;
APT: :Periodic: :Download-Upgradeable-Packages "1”;
APT: :Periodic: :Unattended-Upgrade "1”;

MRIFHITHIR unstable% %, MEZASRECEHENEN, BREBEEEREREBIRAR, BEMURIESHEN
unstable IERT, RFJERERER FHEEE UGB EZENNARRIMRE, HEESIBWNT.,

APT: :Periodic: :Update-Package-Lists "1”;

APT: :Periodic: :Download-Upgradeable-Packages "1”;

APT::Periodic: :Unattended-Upgrade "0"”;
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2.7.9 PE&| APT T EEE

INRRAEBREI APT B F FIAE Y 800Kib/sec ( =100KiB/sec ), {RIEZG FHEAFRERTE APT HECESIE,
APT::Acquire::http::D1-Limit "800";

2.7.10 E2[E4L

VIR

F&4R7E Debian i85t LA E A X1E, EEREEZAMEBEFREEZMM—S2 T, EEBIREREER,
B ERSIZR T LIFELAHE, HNREZERR, MEESTERERFRENIMEEZEEMN, LKTHIRE
MER—(EMHRA.

fRE] BB GHRERRR AR ISR ERAIIENIERE (2R% 273 7)), KMEEENZARIE. TER—E
HEIERY A%, FTLABEREFZ TURAY “dpkg -i <broken-package>_<old-version>.deb” &% (2R% 264
e

128 “/etc/apt/sources.list” ERPKTEIHEER unstable 1917,

deb http://deb.debian.org/debian/ sid main contrib non-free

EATENITERE, MIXBER testing,

deb http://deb.debian.org/debian/ buster main contrib non-free

U FETRRIERAE”/etc/apt/preferences” g%,

Package: *

Pin: release a=testing

Pin-Priority: 1010

#iT “apt-get update; apt-get dist-upgrade” {EZ{E R FHIERIE B384,
FERSPENIE, BIR “/etc/apt/preferences” EEFHIVIESR,

"R
BR—EFHEE, Bl (FR2EBK!) ErIEESHIIEE, RV KBEE, (RrleFEFHBIRIRE —LHRE
BRERMAER. FEHBIER Linux 0, BAEI udev, PAM. APT MIAEERRANEREEMNREMNNRER

Ko

2711 LCEEHIEBNIHE?

BE “/var/lib/dpkg/available” #1 “/usr/share/doc/package_name/changelog” A% HV4EEE Y
ZRETER “RESEFNSAERE S REN—LEN, BREENER LEEKXER, devscripts ¥
B2 B HHY who-uploads(1) BJ BAz& 5! Debian JRERFEEIFVE R LEE,

2.7.12 equivs EREES

MRIRME RIS AREE T — EF2URACE Debian BEEE, RIFAFEMAL—(EEIERIZAH Debian $XEEEL ( *.deb ) WifE
RAIMAERE.

MRIRBIFR RIS mE—ERENLEELEER “/usr/local”, {RATEEREEM equivs (FARE SRR ER
KEVERRE BLIRER,
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Package: equivs

Priority: optional
Section: admin

Description: Circumventing Debian package dependencies

This package provides a tool to create trivial Debian packages.
Typically these packages contain only dependency information, but they
can also include normal installed files like other packages do.

One use for this is to create a metapackage: a package whose sole
purpose is to declare dependencies and conflicts on other packages so
that these will be automatically installed, upgraded, or removed.

Another use is to circumvent dependency checking: by letting dpkg
think a particular package name and version is installed when it
isn’t, you can work around bugs in other packages’ dependencies.
(Please do still file such bugs, though.)

2.7.13 BiE—{EEEEEZ stable R4

AR FHAREY stable R4, ERREKEEENITRIENENBE —EIREERTHENEE, ETURRERIKE
BAREHKETIEE TR,

£ stable R4EMY “/etc/apt/sources.list” EERPHETINEE,

deb-src http://deb.debian.org/debian unstable main contrib non-free

T R EHRZ= T R HEREE BLAL T SUREREE EL,

apt-get update

apt-get dist-upgrade

apt-get install fakeroot devscripts build-essential
apt-get build-dep foo

apt-get source foo

cd foo*

e H TR

MRFEEMERBIE, v]UKE backport FEREEEREH—L T BEEE2 8, 40 dpkg #1 debhelper,
HITRISES,
$ dch -i

EIHEERRA, FIUNE “debian/changelog” FRMIIN—{@ “+bp1”
B TEITREEHREETSEEMLRINRAT.

$ debuild
$cd ..
# debi foo*.changes

2.7.14 A APT IR IEFIPRES

I Z&BRER ZEAE Debian 1§ RENFEZREWRIHERIEE, SIREIEFS LAN ERRAER, 2 APT HE—EXHK
BEIREREITFES. APT oJLAEBA B REFEA web (http ) {VIREAREE, B8 squid (2R 6.10 T5), MAE
2 8 apt.conf(5) # “/usr/share/doc/apt/examples/configure-index.gz”, IRIEZE “Shttp_proxy &
EE “/etc/apt/apt.conf” HERHPERENNRIBFERES.

BB —L Debian (ERENERNETLR, REZEEAEFZAIRE BTS,



https://zh.wikipedia.org/wiki/Local_area_network
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ERESD) TE XV | EREA

approx V0, I1 4729 | TREY Debian f& R EE R ( E4mz=R7 OCaml F£5¥ )
apt-cacher Vi1, I:1 289 % Debian BREE B AR IA TG RETREVRIE (Perl 723X )
apt-cacher-ng V4,15 1401 | HEFHEBHRENRIE (C++ mEFNFER)

Table 2.19: Debian {&EREMNERANRIETR

duu
@ % Debian E#& bE’J’fE%E..nEHm BLEANABT B SEREaMEEESENE, TrlE—kR
R ARIEER, 5—75@, @A web (http) RIBERBEREL AERSBEERENE.

2715 NEQHEBESERE

R’
FERREMRNEAERERERN, BLTANEEEETR, —EFEMNFEEHERBRL

THR—EZI/NELNHEBREIERENTRG, 8B 7T secure APT 4% (2R 252 1), BHFIET—LRE,

- BRIER: “foo
o F#Z: “www.example.com”
- FTEEEE: apt-utils, gnupg FIEHEHEER
» URL: ”http://www.example.com/~foo/” ( - ”/home/foo/public_html/index.html”)
- RIRELHE: “amd64”

EfERREE EERIN T N4 Foo B —{E APT JRESRLES,

$ ssh foo@www.example.com
$ gpg --gen-key

$ gpg -K

sec 1024D/3A3CB5A6 2008-08-14

uid Foo (ARCHIVE KEY) <foo@www.example.com>
ssb 20489/6856F4A7 2008-08-14

$ gpg --export -a 3A3CB5A6 >foo.public.key

AMf”foo.public.key” f83, HI/NE& ID &”3A3CB5A6” HIRAIBIEER, ZIEZRFIAN Foo JRIVEL
fERWNT A NI —{ER % Origin: Foo” BYIR B #k18l,

umask 022

mkdir -p ~/public_html/debian/pool/main

mkdir -p ~/public_html/debian/dists/unstable/main/binary-amd64
mkdir -p ~/public_html/debian/dists/unstable/main/source
cd ~/public_html/debian

cat > dists/unstable/main/binary-amd64/Release << EOF
Archive: unstable

Version: 4.0

Component: main

Origin: Foo

Label: Foo

H BB PH LR



http://packages.debian.org/sid/approx
http://qa.debian.org/popcon.php?package=approx
http://packages.qa.debian.org/a/approx.html
https://zh.wikipedia.org/wiki/Objective_Caml
http://packages.debian.org/sid/apt-cacher
http://qa.debian.org/popcon.php?package=apt-cacher
http://packages.qa.debian.org/a/apt-cacher.html
http://packages.debian.org/sid/apt-cacher-ng
http://qa.debian.org/popcon.php?package=apt-cacher-ng
http://packages.qa.debian.org/a/apt-cacher-ng.html
https://wiki.debian.org/DebianRepository/Setup
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Architecture: amd64

EOF

$ cat > dists/unstable/main/source/Release << EOF
Archive: unstable

Version: 4.0

Component: main

Origin: Foo

Label: Foo
Architecture: source
EOF

$ cat >aptftp.conf <<EOF
APT: :FTPArchive: :Release {

Origin "Foo”;

Label "Foo”;

Suite "unstable”;

Codename "sid”;

Architectures ”"amd64”;

Components "main”;

Description "Public archive for Foo”;
3
EOF
$ cat >aptgenerate.conf <<EOF
Dir::ArchiveDir ”.”;
Dir::CacheDir "."”;
TreeDefault: :Directory “pool/”;
TreeDefault: :SrcDirectory ”"pool/”;
Default::Packages::Extensions ”.deb”;
Default: :Packages::Compress “. gzip bzip2”;
Default::Sources::Compress "gzip bzip2”;
Default::Contents::Compress "gzip bzip2”;

BinDirectory ”dists/unstable/main/binary-amd64” {
Packages "dists/unstable/main/binary-amd64/Packages”;
Contents ”dists/unstable/Contents-amd64”;

SrcPackages "dists/unstable/main/source/Sources”;

}i

Tree "dists/unstable” {
Sections "main”;
Architectures ”“amd64 source”;

}

EOF

838 dupload, fRe]ABENEEEHIREIREIZRM LY APT IERERA.

= “~/.dupload.conf” BIRWTARE, AEFIHMIT “dupload -t foo changes_file” AEFTHRIERIEE
IBRMA “~foo/public_html/debian/pool/main/”,

$cfg{’foo’} = {
fgdn => "www.example.com”,
method => "scpb”,
incoming => "/home/foo/public_html/debian/pool/main”,
# The dinstall on ftp-master sends emails itself
dinstall_runs => 1,

¥i

$cfg{’foo’}{postupload}{’'changes’} = "
echo ’'cd public_html/debian ;
apt-ftparchive generate -c=aptftp.conf aptgenerate.conf;
apt-ftparchive release -c=aptftp.conf dists/unstable >dists/unstable/Release ;
rm -f dists/unstable/Release.gpg ;
gpg -u 3A3CB5A6 -bao dists/unstable/Release.gpg dists/unstable/Release’ |
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ssh foo@www.example.com 2>/dev/null ;
echo ’'Package archive created!’”;

dupload(1) #%3% postupload #) F1E<HS, ZIBLWRBRALERUKEEER.
R BAEIR FER T EFER N A HEREHERREFin R 458 apt FH.

$ sudo bash

# echo "deb http://www.example.com/~foo/debian/ unstable main” \
>> /etc/apt/sources.list

# apt-key add foo.public.key

"R
WMREREMPAMERZ LR, (ReJLAER “deb file:///home/foo/debian/ ..,

2.7.16 ECEFIERAGEE

fRE] AR N Han < I ERFEELAN debeonf IEIEARRERI AR A,

# dpkg --get-selections '*’ > selection.dpkg
# debconf-get-selections > selection.debconf

B8, “*” £ “selection.dpkg” tBEE “purge” HIEXBEEL,
{RE]AASEMEERBEE S —EER, 1iEdFIGSREEMN.

# dselect update

# debconf-set-selections < myselection.debconf

# dpkg --set-selections < myselection.dpkg

# apt-get -u dselect-upgrade # or dselect install

MRFFBEZEE—EREFNFSERSE, THEMNEELFHERE, REZZEBERFFINEREE, FII0 fai RE
ERERLR.

2.7.17 EREREK—(EINRE EMGIEER

alien(1) ®JBA#% Red Hat Y rpm, Stampede A9 s1p. Slackware B9 tgz F0 Solaris #Y pkg ZiEI HER5E B2 A8 IR
%3 Debian Y deb #X8261, WIRFEEANRE S —EEITRIVERIZE, (REIUAER alien BT RRE, alienth
1% LSB #XB2EL,

25

@ REZF alien(1) RERKMEMNRGZEFER, 5190 sysvinit, libc6, libpam-modules &%, BR L,
alien(1) FE&Z R AR non-free F{ER M TEAIFIIERMEIEER, TLHEMBEKES LSB EFEEL,
REBRNE, MEZEAEMNRREERRE—([EHRIERN Debian #E52E,

2.7.18 A {EF dpkg fEEREEER

TEfE(AIHY Unix-like IRIBHPER ] AANER dpkg(1), M{ERIZEER ar(1) 0 tar(1) RAEE “dpkg*.deb” #REEEL,



https://zh.wikipedia.org/wiki/Unix-like
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# ar x /path/to/dpkg_<version>_<arch>.deb

# 1s

total 24

-rw-r--r-- 1 bozo bozo 1320 2007-05-07 00:11 control.tar.gz
-rw-r--r-- 1 bozo bozo 12837 2007-05-07 00:11 data.tar.gz
-rw-r--r-- 1 bozo bozo 4 2007-05-07 00:11 debian-binary
# mkdir control

# mkdir data

# tar xvzf control.tar.gz -C control

# tar xvzf data.tar.gz -C data

HEM “*.deb” ERIEBRILAER dpkg-deb(1) fRERRIES LHEAY “dpkg*.deb” EREEE; SR EEAPERERAIZERN
ar(1) MERFHVFE xz(1) BRI GNU tar(1),

{RBETLAER mc G S REABEEEANE,

2719 ESEARIRESEENXG
{RE] AIE FEM XA REREEREEERNE S &l

- MIERERNEEH:

— aptitude(8).dpkg(1).tasksel(8).apt(8).apt-get(8).apt-config(8).apt-key(8).sources.list(5).apt.conf(5) ¥ apt_preferences(5);
- B apt-doc XEEEM“/usr/share/doc/apt-doc/guide.html/index.html”#1“/usr/share/doc/apt-do
- RE aptitude-doc-en EXE28EH) “/usr/share/doc/aptitude/html/en/index.html”,

* Debian 1&RERE 73744

— ”Debian Policy Manual Chapter 2 - The Debian Archive”,
— ”Debian Developer’s Reference, Chapter 4 - Resources for Debian Developers 4.6 The Debian archive”,
— ”The Debian GNU/Linux FAQ, Chapter 6 - The Debian FTP archives”,

« %5 Debian {£FAE#5#2 —{& Debian EXIZEHIHIE

- “Debian FiEEAEFM" (2iBF),
- “Debian #E&EEE"



https://www.debian.org/doc/debian-policy/ch-archive
https://www.debian.org/doc/manuals/developers-reference/resources.html#archive
https://www.debian.org/doc/FAQ/ch-ftparchives
https://www.debian.org/doc/manuals/maint-guide/
https://www.debian.org/doc/manuals/maint-guide/
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Chapter 3

AR

ERAMEIES, HHEEHERRR Debian REMBEFEEHNR2AEN., EEEERNAHNEZTRNRGE LT BISUE
B, EELEMEHRRMAKNSHARREBRVNAZEN.

SEENRBCNEMANBELIRENMNGE, BCOFEERE IR Debian RFRIFBER N HECEMWIRIEMEIFS
FBEMSE, M Debian RRENEREHT, RAMWINAITECEEMEN. EHRARMEIAERZA, F2ES
([BERfF BLRYER T X1,

@%%
PN

E2ER 2013 F2&HHY Debian 7.0 (Wheezy) 4B, FTUAEANBIEEE51B0,

3.1 EENAEIEHEhHA

AIEMARK LESHEEEAFPRHETENRERSE (0S) MERLL, FELELEMERIZENAIE,
BEEER, EERmEERETARMR LRSI PC FEL,
HAFEENBRERE — BRI XE, S RNEERRIEGERAET R

%3111
«$E 3121
« %3131
« 553147

ELFEERRIABERNERIECE, thal, fR4m:E T BRI, AIRTEEEHRIEIK(R Debian RFHISER, ELL, 7£:8
Rz, FAREBCRAWFRBRILE,

Fi g

it B
m-

EE
5% SUN 5% Macintosh R4S 3EE 4 PC FEER:R, ROM L£H# BIOS KRR FMIDERAEARANER (&£ 9.5.2
), HRIEEER, #FDESEETLEMEEIINIE,



https://zh.wikipedia.org/wiki/Booting
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3.1.1 ZF—PEER: BIOS

BIOS X ENBIZHE —FLER, T LEEM1%68, CPU 2R st BIRTE S S4B MVIGLE— BN E M L,
ETEA7E REETEEESE (ROM ) FRHY BIOS ft 2 {EEIS T NTEH BT IA 1T,

BIOS $/TREMFHE AYIIA1L (POST: L EBIS ) WS R MITEIEZAIRIEEN T — S8, BIOS BEFMEE—RFIRM,

BIOS BEIFRBHEIER THEA BIOS ICEREMEIZE, RITHIREE F1. F2. F10, Esc. Ins # Del $. {BRI{R
HEHRER —EEZ=NER R mEERE, RrJ AR TRELEREE (il ESC) BUBRERE., Sk ERBNRES,

A EF BIOS ZFEIRISRIE LRI BATE BIOS ECERETEE, BF, T B ENRE (B8, 84, CD-ROM
""" ) B, REBIMRENRHARNEERESENEHRINEF, TRTERIVIGECNRE. YREAIBEIUENUT
1}%':\_*@0

« S|ENHHS
« Rl FreeDOS SHRAVIBIEELURIF RRHI NS
« BESHINEREANLL/ N Z=RE AR B IRIRF R BRI Z RS

BE, RFEERGNEESEPSIE, F4% PC EENEMEMERERE ST ES|BC#H (MBR) . £ MBR B
REER THBTRERSRSIEEE, BIOS FRITHEERSIEMEBGR T MBR HEERRS.

3.1.2 ZE_PEER: S|ENEBIER

S| BINEIEF 2 ENBIZRISE _MEER, B BIOS ZE), 5IEMEZFiSRBAZBRRF initrd BRGINELE PI 77 I A% 1251
LA EM, initrd BRIGRIRA R GG, EZHERKEIRAERNSIEMERERF.

Debian R 4@ E £ Linux RIZFREMKBIRANZ, E70 2.6/3.x lRA Linux RZAY inird BREGE R MHT L2
initramfs ( IRt RAM XfFZR 4R ) BRG, initramfs BRIGRIRSIIF R AT B SXIFEY cpio BRERAB gzip BARSE!.

EFAFHY multi-segment initramfs Z1&, EIRABEARIERE, BELRER #790100,

Debian R 42 5244 PC £ =0 GRUB 5| ENNEFHIZFIVE —FEERNIELEETE MBR AR, s ARSI ENNEEFFEEEIE
yn—FO

m
@ B grub-rescue-pc BFEERMBMREMEH RT3 BIETEAR (CD WME) £F2, BOEH
3IEMEIER. BB HigARIIER T3 BIMEIER, o3| BIEmmsthass| BRI AL,

B4 GRUB B BRI B SXHAIRL /boot/grub/menu. 1st, Fltl, XEPENMTHEBIRE,

title Debian GNU/Linux

root (hdo, 2)

kernel /vmlinuz root=/dev/hda3 ro
initrd /initrd.img

GRUB 28 2 hR IS EE B E XX IiR /boot/grub/grub. cfg b3 M /usr/sbin/update-grub B#”/etc/grub.d/*
FRRiRIR K2 /etc/default/grub” RRIGREBENERL, HIU0, XHFFBEUWTHEERE.

menuentry ”“Debian GNU/Linux” {
set root=(hdo, 3)
linux /vmlinuz root=/dev/hda3
initrd /initrd.img



https://zh.wikipedia.org/wiki/BIOS
https://zh.wikipedia.org/wiki/Read-only_memory
https://zh.wikipedia.org/wiki/BIOS
https://zh.wikipedia.org/wiki/Power-on_self-test
http://www.freedos.org/
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Boot_loader
https://zh.wikipedia.org/wiki/Initrd
https://bugs.debian.org/790100
https://zh.wikipedia.org/wiki/Master_boot_record
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Bia STITE K0 | initrd %‘gmﬁﬁ 38R

BEEEE AR
] P % B4
grub-legacy V:0, I:2 710 ¥ f8#% GRUB 40 vfat, ext3++- ),

GRUB %2 | A]EREHENEESBNXERR (A

grub-pe Vi3L 1852 ) 578 | 32 R o vfat, extd-- ), (BRBEE )
grub-rescue-pc V:0, I:1 6269 | S<F¥ %RUB ®2 ét Ei %;,;%W
lilo V20, I:4 694 25 Lilo g%ﬁ%ﬁ@éﬂg%ﬁ

syslinux V5, 1:60 | 299 | #% Tsolinux gﬁﬁggﬁgé}m XA, 518 CD
syslinux V:5, 1:60 299 <¥F Syslinux g{ggg %;%Eﬁé{#% # (FAT)
loadlin V0, I:1 84 | %f3 Loadlin gﬁ%% FreeDOS B MSDOS H%%

Table 3.1: 5| BIIFIEFIIR

GRUB 2& & BR

oot FRTMBNE 3 ENE, FE% GRUB FRIESEGRE
E”(hdo, 2)”, £ GRUB 5 2 R P51t 2 88 B E” (hdo, 3)”

kernel EAAIFR”/vmlinuz” BIR#%, EEFAE root=/dev/hda3 ro”
EB28EIRAE X

initrd M initrd/initramfs BRER, EfIpL"/initrd.img”

Table 3.2: GRUB 28 &%



http://packages.debian.org/sid/grub-legacy
http://qa.debian.org/popcon.php?package=grub-legacy
http://packages.qa.debian.org/g/grub-legacy.html
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-pc
http://qa.debian.org/popcon.php?package=grub-pc
http://packages.qa.debian.org/g/grub-pc.html
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-rescue-pc
http://qa.debian.org/popcon.php?package=grub-rescue-pc
http://packages.qa.debian.org/g/grub-rescue-pc.html
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/lilo
http://qa.debian.org/popcon.php?package=lilo
http://packages.qa.debian.org/l/lilo.html
https://zh.wikipedia.org/wiki/LILO_(boot_loader)
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon.php?package=syslinux
http://packages.qa.debian.org/s/syslinux.html
https://zh.wikipedia.org/wiki/SYSLINUX
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon.php?package=syslinux
http://packages.qa.debian.org/s/syslinux.html
https://zh.wikipedia.org/wiki/SYSLINUX
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/loadlin
http://qa.debian.org/popcon.php?package=loadlin
http://packages.qa.debian.org/l/loadlin.html
https://zh.wikipedia.org/wiki/Loadlin
http://packages.debian.org/sid/mbr
http://qa.debian.org/popcon.php?package=mbr
http://packages.qa.debian.org/m/mbr.html
http://www.chiark.greenend.org.uk/~neilt/
http://www.chiark.greenend.org.uk/~neilt/
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Initrd
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BLRFIP, GRUB 2HMIEEWNT.

=z
EE

B4 GRUB £ ERE Linux RZ&LSZEEARTREFERNSESRE 1. GRUB 58 2 IRIEE TiEERE.

N
TEAZ:S — EIR RS, PIREREFER UUID (BR% 953 1) MAREM /dev/hdald” EENXER, I
W1"root=UUID=81b289d5-4341-4003-9602-e254al17ac232 ro’,

"R

NRFEAT GRUB, AIZRIEENZS BRI LA /boot/grub/grub. cfg RERE, 7 Debian KRR, (RN EZE 1E 4R
& /boot/grub/grub.cfg, {RE]LAIEB4REE /etc/default/grub X4 GRUB_CMDLINE_LINUX_DEFAULT
BB ETT update-grub(8) 2RE#i /boot/grub/grub.cfg,

R’
BIRERENS B, ReIUE—(E5IBREREFPEHS B3| BREHEF.

28 “info grub” & grub-install(8),

3.1.3 S =PEER: 3#{F Debian R4

SR Debian RRZHENRIZMIBE=PEER, ASIEMHIZFEE. CEENFHETRBENKINRXAZR%. E2EH
AIEH—{E PEE R ER,

e =1
“PR{R Debian Z&" REEHBAINAEE, AREAEDEHAZIRIZNE =EFZER, SERKBEEHBE nitrd
gk initramfs 2%, AFEHIEIBIRATE Debian ZEEFHEA,

/init RIRXRAFFMEXEGZRA LHITHE—ERREF. ER—(E shell IAER, ARAFTEARPEMAIELITE
BT HIRERR 4R N —PEER, WK{R Debian RAABELTE 5| ERIEZRIRINAZIRRL AN BB E R G R G, £51E
RIEEINEE,

BIBARIZARI “break=init” SEHMBE, (Re] UAPEHEER EENHRIEUIEEY root shell, F S HEIEEGHREZR”
/init “BiA, E{E shell IRIBERZAREL, (ReliBBTRIFHIIGEESHEL,

AR Debian KPR FANGS2EEEN, BEFEH—{EFEE busybox(1) B9 GNU T Eig#,

VAV
EBEE—ERBORXEGZRSE LR, /A mount MSFERIM -n EIE,

3.1.4 ZUUPEER: #1H Debian R4

H 18 Debian AR ZENATZRVBIUPEER, HIE(R Debian ZR4AZHEN, #E{R Debian RFRIARIELLIRIZ FHEEETT, R
XHER B EHARFRERMERX G RE L,

init BEFRRAAMITNE—@IERF (PID=1), EXHHESEREFUTHESIBRE, nit EFNRIARLCE"
/sbin/init “ (BE[@BRXZENIZEMENR, BN init=/path/to/init_program”,

PARRRY init F2FF—EEZLH:



https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/Chain_loading
https://zh.wikipedia.org/wiki/Initrd
https://www.debian.org/devel/debian-installer/
https://zh.wikipedia.org/wiki/Init
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« squeeze ZFiIHY Debian, {EFARGEER SysV EHEHY init,
« wheezy hRZRY Debian ¥ SysV EA&HY init 8 T SGE: £ LSB EEAZES AT, RAFLITHITEEMIA,
* jessie HRZHY Debian AFFAR init tNIRAK systemd, CAERAFEHEREIFINLITHIIAIL,

R
"/etc/init.d/rc”, “/etc/init.d/rcS”. “/usr/sbin/update-rc.d” & “/usr/sbin/invoke-rc.d”
AR EENHIE R EREH,

BR
R AR P ERERL init SRR “ps --pid 1 -7 &SR,

ERESD) mATE PR

initscripts V:319,1:718 | 205 BRI AR R SRR 2

sysvinit-core V:14,1:18 225 %8 System V BY init(8) THE

Sysv-rc V529, .724 | 123 ¥8 System V BRETTARBIE X HEH]

sysvinit-utils | V:823,1:999 | 110 ¥8 System V FYBF T B (startpar(8), bootlogd(8), = )
Isb-base V:885,1:999 | 49 Linux 122550 3.2 kY init BIATIEE

insserv V:597,1:709 | 140 AIF LSB init.d A RBEERABZEH TR TE
systemd V:695,1:787 | 11526 | ERNSEHEXFIEER init(8) -TEERR (FI& sysvinit)
uswsusp V5, 1:12 699 M Linux IRERERAZEREEREE suspend T HE
kexec-tools V:1,1:8 269 FHR kexec(8) ERX ( ZARREN ) B kexec TH
bootchart2 V0, I:1 94 R ENRIEBE D T Es

pybootchartgui | V0, L:1 177 RENRIEBE R Tes (FRE)

mingetty V:0, I:3 35 EBSEHIER getty(8)

mgetty V-0, I:1 301 o] B KRR getty(8) B

Table 3.3: Debian R{AFENT BE3IFK

N
BERARMENRIZMNENRIHEN, 52 R Debian 4EE: RUENMIZNERIER,

3.2 SysV E&HY init

( : ) /J\/L,\
ERITEERAY Debian RAEANER SysV EIEEY init, FERIEHTEIREAEENRRIBHER systemd #Y init,
2 H Debian EIEEFH

AEHEAEEMENL SysV EAEH) init RIS B R4, {REY Debian RAEKIELF 77TV AN LRI RFIAE 5T
£HE, ERFELEERANSEENEEER, BREML nit REIEREHERIINEE,

SysV EUBRIRSENRIZAE LRRE T AT Z(ERSER.

1. Debian ZRAEEANMITAREI N () LRI “/etc/inittab” MRV RAR,
2. Debian RABENFITARR S LAEREERAERN TR RRIERNBILEFTSE,



https://zh.wikipedia.org/wiki/UNIX_System_V
https://zh.wikipedia.org/wiki/Systemd
http://packages.debian.org/sid/initscripts
http://qa.debian.org/popcon.php?package=initscripts
http://packages.qa.debian.org/i/initscripts.html
http://packages.debian.org/sid/sysvinit-core
http://qa.debian.org/popcon.php?package=sysvinit-core
http://packages.qa.debian.org/s/sysvinit-core.html
http://packages.debian.org/sid/sysv-rc
http://qa.debian.org/popcon.php?package=sysv-rc
http://packages.qa.debian.org/s/sysv-rc.html
http://packages.debian.org/sid/sysvinit-utils
http://qa.debian.org/popcon.php?package=sysvinit-utils
http://packages.qa.debian.org/s/sysvinit-utils.html
http://packages.debian.org/sid/lsb-base
http://qa.debian.org/popcon.php?package=lsb-base
http://packages.qa.debian.org/l/lsb-base.html
https://zh.wikipedia.org/wiki/Linux_Standard_Base
http://packages.debian.org/sid/insserv
http://qa.debian.org/popcon.php?package=insserv
http://packages.qa.debian.org/i/insserv.html
http://packages.debian.org/sid/systemd
http://qa.debian.org/popcon.php?package=systemd
http://packages.qa.debian.org/s/systemd.html
http://packages.debian.org/sid/uswsusp
http://qa.debian.org/popcon.php?package=uswsusp
http://packages.qa.debian.org/u/uswsusp.html
http://packages.debian.org/sid/kexec-tools
http://qa.debian.org/popcon.php?package=kexec-tools
http://packages.qa.debian.org/k/kexec-tools.html
http://packages.debian.org/sid/bootchart2
http://qa.debian.org/popcon.php?package=bootchart2
http://packages.qa.debian.org/b/bootchart2.html
http://packages.debian.org/sid/pybootchartgui
http://qa.debian.org/popcon.php?package=pybootchartgui
http://packages.qa.debian.org/p/pybootchartgui.html
http://packages.debian.org/sid/mingetty
http://qa.debian.org/popcon.php?package=mingetty
http://packages.qa.debian.org/m/mingetty.html
http://packages.debian.org/sid/mgetty
http://qa.debian.org/popcon.php?package=mgetty
http://packages.qa.debian.org/m/mgetty.html
https://wiki.debian.org/BootProcessSpeedup
https://www.debian.org/doc/manuals/debian-handbook/
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3. Debian RAEEAREIREM S ERAERITARR (2 2] 5) LRAETSE R HRARTE.

SEASRANVEHITRE, TEBZOBMENIS|IE “init=" }§E, WE “/etc/inittab” RV initdefault” 1745
E. BEREHY Debian RELAIITARR 2 BIEN,

init RABEMITHIRBIESBIERIE “/etc/init.d/” BERH,
25 init(8). inittab(5) &z “/usr/share/doc/sysv-rc/README.runlevels.gz” UAJEENRELAVRRRS,
3.21 HITHRRIEE

B ERTRAEBERA—ERFTFRELRE, HSENIENT.

H1TAR A B &%k HITARRIER R AR

N i1 ZR5|E (&) 4&A] (8B “/etc/rceN.d/” BER)
0 /etc/rco.d/ SR SELE

S /etc/rcS.d/ RENRFHNEFRAERER (Fl&: “s”)

1 /etc/rcl.d/ KZ=EH NTEEREVEFERA N
2 /etc/rc2.d/ ZEAERER

3 /etc/rc3.d/ EE

4 /etc/rc4.d/ Eill=

5 /etc/rc5.d/ Eill=

6 /etc/rc6.d/ ERER

7 /etc/rc7.d/ BRNEZERERNEEEAER

8 /etc/rc8.d/ EE

9 /etc/rc9.d/ Eill=

Table 3.4: M{T4RAI R EERTEHIRIIR

flgn, {Re]fERFHIERFERN T HIEMITRIENS 4.
$ sudo telinit 4

YN

@ Debian KGR EH 2 B 5 2R ITAFTEETAIFHMNSERER, Debian RAKNEIEE o[ BN
{#, (thFt2:8, Debian BEAR4IME Linux, HARE Sun A FHY Solaris, thARELM HP-UX, thAZ IBM
B9 AIX, AR )

VIR
@ Debian RAELEBIZFRANEMAITRRINE 7 2 9 FAEERIB IR, E4HY Unix T AERBLEHITAH

Al

3.22 WTHRAIEE
& init(8) 3K telinit(8) HFITARBIRES “<n>" B, RAMTHALIESBNEZBERMT.

1. “/etc/re<n>.d/” BEFTU—E “K” $TEMNIESIEBZRFRIER B5ERE “stop” SIBEIT. (FRIERTE)
2. “Jetc/re<n>.d/” BEFTUA—{E “S” $TEEMNIESEBASIRFRIER B4EME “start” 5187, (BENRTE)



https://zh.wikipedia.org/wiki/Runlevel
https://zh.wikipedia.org/wiki/Runlevel
https://zh.wikipedia.org/wiki/Red_Hat_Linux
https://zh.wikipedia.org/wiki/Solaris_(operating_system)
https://zh.wikipedia.org/wiki/HP-UX
https://zh.wikipedia.org/wiki/IBM_AIX
https://zh.wikipedia.org/wiki/IBM_AIX
https://zh.wikipedia.org/wiki/Runlevel
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Runlevel
https://zh.wikipedia.org/wiki/Runlevel
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BN, EEEMITHRAI B R T B “S10sysklogd”f“s20exima” MIEFSRELEESR, HRIFEE". . /init.d/sysklogd”
M “../init.d/exim4”, FREEX “S10sysklogd” #STE “S20exim4” ZRET#IT,

EEEENIEFYAL R BBV System V BUSRIRIEIZR 4R, 7E Debian R4 lenny RARIRIARAFER,
R, &EhRZAR) Debian RARELMAEIRFMITSEWIRLIE S,
« insserv(8) AR < ¥ A LSB B E M T E LB IE S IBRIKRRREZ.
- 28 “/usr/share/doc/insserv/README.Debian”,
« £ init IS IBTRETE FHAY LSB BKIRERE TR EIRIIT AN,
- 2R Linux 2253586 3.1 bk, £. RAEVRL,
“FRER(ERENLITRIED" AUTEH

OF

==
NEFEE” /etc/reS.d/” BERTHMSREAMEMENR, PRIFMFILAEBEEEBETT.

I

3.2.3 #ITHRRBIEERA
Blan, FWEFIREIIIN T EEMU Red Hat Linux FIFITARBI R 4R,

o init ¥BE%LA runlevel=3 EREN R 4%,

« init NETE runlevel=(0,1,2,6) F5ELEN gdm3(1),

 init E7E runlevel=(3,4,5) BFRIEN gdm3(1),

BJLAIBIBEEY” /etc/inittab” {ER RN EMENEF R Bt o] MERERABERFIMITHRAEZE T AMI sysv-rc-conf

B E bum REHITARR. MRMERBAGLINHGINGE, WTRIEEREEREZMILR (FRER%E gdn FERE,
FRRREETARERE ),

# cd /etc/rc2.d; mv S21gdm3 K21gdm3
# cd /etc; perl -i -p -e ’s/Aid:.:/id:3:/’ inittab

AIEEMENEREEIEIEFAS: xdm,gdm3,sddm #1 wdm, ”/etc/X11/default-display-manager” &R E#H

A
RE,

=z
EE

fRLE] AR IEHIEN A startx(1) s REN X,

3.24 HE init IESBTERAV5|EY

»/etc/init . d” BEYE(E init 35S IETEES B R etc/default” PIVEEERMAY, LEEEZERASRIEEH
NS, B H %R Debian RAEFTEN, ERFXRBAEE Red Hat Linux F1E M 231TRRFHI”/etc/sysconfig” B %,
a0, “/etc/default/cron” BJLAFESI”/etc/init.d/cron” BIEITA R,

»/etc/default/rcS” ¥&3E 0] A E RN ENIFFEERAY motd(5), sulogin(8), 5.

MR BB ESLEEHANEER (RFTBERNR, BEFEZEN nit FELME, TR —LERREIES T URER

BER,



https://zh.wikipedia.org/wiki/UNIX_System_V
http://refspecs.linuxbase.org/LSB_3.1.0/LSB-Core-generic/LSB-Core-generic/tocsysinit.html
http://lists.debian.org/debian-devel-announce/2010/05/msg00009.html
https://zh.wikipedia.org/wiki/Red_Hat_Linux
https://zh.wikipedia.org/wiki/Red_Hat_Linux
https://www.debian.org/doc/debian-policy/ch-opersys#s9.3.2
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3.25 FHZ

BRIDBETRATHE, TERREINRHE, ELZ”/etc/init.d/hostname. sh” #ITERS S #Y init IESWFIRE T
RIS (EF hostname &%), LbEHBHEFE /etc/hostname”, EEEREZRBERMIKE, MAR
ERER,

ANESIBIT hostname(1) G5 L B] AFTENH ERIAIEHE R,

3.26 EXRR#%

EABERARTERENBHESZORE T, EMERZRT S MITHFAE B T FT/REY init 35 SA5HENE,
« ”/etc/init.d/mountkernfs.sh” BiR”/proc”, ”/sys” EBF FHZIMERR L,

« ”/etc/init.d/mountdevsubfs.sh” AY”/dev’ THIERIERZRE

« ”/etc/init.d/mountall.sh” Bit”/etc/fstab” FMEBIERRG
« ?/etc/init.d/mountnfs.sh” Ai”/etc/fstab” EENERIERRLG

BIRIZIDER R ( procfs, sysfs, # tmpfs BB /proc, /sys, /tmp, /run £% ) M EHEIETE”/etc/default/rcS”
FERTE. 2% rcS(5),

MEIRFNARRRIE R R RAVEI ELBIR O] LATE” /etc/ fstab” FERE, £E&% 957 10,

=c
EE

B EMAERIER AR SR BN ERE ARFIR,

( ) EE
BIREINIRS R, EHETHEERRGLE, "/tmp”, "/var/lock”, #I”/var/run” PREEISIER S B

3.2.7 HFBNEYIBIL

BIENTETE S ITRF)EBIELER]”/etc/init . d/ifupdown-clean” #1”/etc/init .d/ifupdown” B4 init ¥§<
BRYIaK, 2% 5 ERESEEEMNE.

3.2.8 EmARFSVIIRIL

HEMEBRE (2EE 6 BE) RIS EABRANEZE RS nit IESHERIFARETEREFNE, W
“/etc/rc2.d/s20eximd” (BITARAIE 2) B—{EE@E"/etc/init.d/eximd” BIFTSEEL,

— L 4A R ARFE BEZ{E FE super-server inetd (BvE& ERIFEY)) BENEREIRIAHE, inetd BiBELE R /etc/init . d/inetd’
Ay”/etc/rc2.d/S20inetd” BYE) BITERAE 2), IBER L, inetd RAF—EEERITHTERFEZFIUEERER,
HET ZGHaEH,

{E ] B% % — B PR 5 55 K B5ZE super-server inetd , i@@7E”/etc/protocols” f1”/etc/services” BEEAEFIE,
EERIIFEFRFE A WP, inetd f£7/etc/inetd . conf” BRI EEEH—EERANBERBEIKRTE, 5E
7£7/etc/rpc.conf” EEELE —EEMN BB T EIRIRIBIEAI (ONC RPC)/Sun RPC HIBRFS.

BYERT inetd WAEIERENE ERIRTS, MRLA”/etc/inetd. conf” FEERRTEIEA S| BIRIENTCP wrapperf
% tcpd(8) . TEIEFEIER T, tecpd ERIE”/etc/hosts.deny” #1”/etc/hosts.allow” EITEEIMEE R, KEIMEE
RIARFEFEN.

RTRAELE, BZEBTRNBEMARREERER. 285 464 75,

£ inetd(8), inetd.conf(5), protocols(5), services(5), tcpd(8), hosts_access(5), host_options(5), rpcinfo(8), portmap(8), #1”/usr/sha



https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://zh.wikipedia.org/wiki/TCP_Wrapper
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3.29 ZR#4ZAE

»/etc/default/rsyslog” #1”/etc/rsyslog.conf” BE4IEEEZRA AT ENHRERNEREET, 28 vys-
logd(8) #0 rsyslog.conf(5), HRJLAZ2E3E 9.2.2 1,

3.2.10 #ZDEiE

»/etc/default/klogd” BESIB EE XD BHNBEFERNMERE R, TIEREPEREKLOGD="-c 3'” R&#H
177/etc/init.d/klogd restart”, 2B klogd(8),

Rt o] LA B #4200 T PRI E ca B ER A2 4R Al

# dmesg -n3

e IR E e R

0 KERN_EMERG REEATH

1 KERN_ALERT TR ZEHE S BNFEEY
2 KERN_CRIT CRIEEF

3 KERN_ERR HER IR

4 KERN_WARNING EE5BHE

5 KERN_NOTICE EREEEMRHE

6 KERN_INFO ERER

7 KERN _DEBUG debug ZLAIFIE

Table 3.5: fZID#EER 4RI

3.3 udev &%

Linux %0 2.6 FIEFHAIRZD, udev B4R IRH T BENEER RNV LS. (2R udev(?)). EROERBEARENE
L, udev RIRERM sysfs BRARK (B RFE 1.2.12 ) NEMNMEN—EERETERF, £ modprobe(8) 21\ (2R
% 331 ) FAZBEEMERZOEE, BIIERHNEREER.

N
WMRABMRFELIER, "/1ib/modules/<kernel-version>/modules.dep” ;8HE# depmod(8) IEE 4R, #&4H
FIHEARE# udev RAFRHIEMARNEA. F1T°depmod -a” RIEEE,

KEMBNRF, FIBAERE”/etc/udev/rules.d/” 1 udev HERRECE. ERITRIRAIRAERRIIENRRERLHIR
FRTABEAMEREE N, EEMIFFRNERE R BB ITEN R R B R UREM (L RA, (Rt eI A% USB

BMEMHTEE, £ MFFREER,2 R Writing udev rules” 8”/usr/share/doc/udev/writing_udev_rules/index

M5 udev RER—EIEELLIEY, REECSXHET THARMT, AEEREHRTRIWER.

"/etc/fstab” @EAEFIRN, HEHLRUVELEEN, (REMHER UUID REERE, RRE/dev/sda” 2
EWRES. 25F 053 .

3.3.1 ZOREYIIRIE

i8i@ modprobe(8) 2 HTIEFMPRIZIORAR, (EFFIREsMERERFREEEENITH Linux #&ib. udev R4 (2R
% 3.3 1) BEMLERMIREBMZORABYIREIL,

T EAIEERARAENFIREIEREERENEAE , FEWFALHA , ‘BEME/etc/modules” IEFETIH (2 R modules(5)).



https://zh.wikipedia.org/wiki/Udev
https://zh.wikipedia.org/wiki/Sysfs
http://www.reactivated.net/writing_udev_rules.html
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
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« TUN/TAP ¥RZB12 {f£ EE#AY Point-to-Point 48EZFEE (TUN) FNE#EAY Ethernet £ NAF4HERIEE (TAP),
« netfilter FRABIR L netfilter B NHBAES] (iptables(8), 58 5.9 7),
« watchdog timer SRE1E4H,

modprobe(8) £ HVED E1E 22 2 F% modprobe.conf(5) FIERBATE”/etc/modprobes.d/” HixF, (MNRMGEEZEE)
HEAFLZMEE, EERIEEMEAEREME"/etc/modprobes.d/blacklist” #£R%E.)

»/1lib/modules/<version>/modules.dep” #&3EH depmod(8) 2N AR, TR T modprobe(8) F2{{E AAIIELE
fREE M.

=S
MR RERENRS HIFAE A ARIRE, 5(& modprobe(8) AE IR #E4HE ARG 5E, "depmod -a” FJAEIBE
#'modules.dep” REFRISLREIE,

modinfo(8) F2TVAEA/R Linux #Z/DMEAEE .
Ismod(8) 2= AIF BRI ER”/proc/modules” AR, BERERIZOEN T WLEiR4HE,

N
{REESOFERERA (MR R LRVIERE, 2”5 943 1.

"R
{RE] AFERIENRSEC B REEE SRR HAERVIERE S, 2R 944 T

N
{Re] AE FrameE iz D RIENRAVIT AR BIZIE, 2R% 9.9

o



https://zh.wikipedia.org/wiki/TUN/TAP
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Watchdog_timer
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Chapter 4

7] "'7Y
RC\A2
ERAFP (HER ) EEFHEAKES, SEETRE, BRBNRZEE.
2L

PAM WECE R AT e SEMRIRR, (RUBEB—

{EZEFIFRIHER CD, NERRIL—EEHY boot 57 EE,
RTMERSE, TMFZEACPIREIRRILA EHR,

OF?

RER 2013 F 2 Debian 7.0 (Wheezy) R, FTAERNBIEEE1S1@0F,

4.1 —H%AY Unix 52

7] =7%

15

—R&AY Unix 835 H PAM ( Pluggable Authentication Modules, BIe[#G ARIERFEELH ) THY pam_unix(8) AR, E©
B3 EEZHERWT, ERMEEER “:7 HR.

7No

(EES Frel g ERE | B

/etc/passwd -rW-r--r-- root root (BAXZHY ) FEHERREN
/etc/shadow rW-r----- root shadow | Z2NENFEHAERRFE:R
/etc/group -rw-r--r-- root root HEG

“/etc/passwd” BIETIIAR,

userl:x:1000:1000:User1 Name, ,,
user2:x:1001:1001:User2 Name, ,,

40 passwd(5) HFTAR, E{EE

- BAR
« BRER VAR

Table 4.1: pam_unix(8) A 3 BEEREER

:/home/useril:/bin/bash
:/home/user2:/bin/bash

EHHE “7 HRMOBIESENT,



https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
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- BFRANERE ID

- BFRME D

- ERERENEIERL

- ERERE R
ENEREGSHESR

“/etc/passwd” B35 I8 AR GEFINZENZEE, E5IAT “/etc/shadow” &,
:_Eto

2B A RSB RS

RES iRER

(%) BETEIERSE

X INZEMZBREFE “/etc/shadow”
* HEEENIRSE

! HEEENRSE

Table 4.2: “/etc/passwd” FE_IBMAR

“/etc/shadow” BETIAE.

userl:$1$XopOFYHISIFxyQwBe9b8tiyIkt2P4F/:13262:0:99999:7:::
user2:$1$vXGZLVbS$ELYErNf/aguDsm1iDehJIMS/:13261:0:99999:7: ::

g shadow(5) RFTIAR, EEERTHR “:" HREHBIESENT,

«c BAR

- IITERERES (FATERY “$18” RR(GEA MDs INE, “+" RREEER. )
- RIB—RIERNEZBHRE, BRI 1970 F 1 A 1 BEMNXE

- RFHEREBXEZBHXEER

- (EREWREZNEBHXEER

- BIBRMAIHNRE, EIHEERESRES

- BIBAMENREY, mRIBZEBRETRIER

- BRSRARRNEVASR], HRRUE 1970 F 1 B 1 BEMNXE

“/etc/group” BBETINEA.

groupl:x:20:userl, user2

g0 group(5) AR, EEERTFHE " IRHBESEAT.

- BB

- NTERNZN (FERELERER)
- BFRME D

- A 4 NRMERESRIIR
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=z
R

“/etc/gshadow” & “/etc/group” R TE “/etc/shadow” HHINITHEE, (B2 BHMEIEHFER,

ED =
9 HR’auth optional pam_group.so” & 1T ¥ B % T"/etc/pam.d/common-auth”, I H
f£"/etc/security/group.conf” BT TERE, —EEABEMNBERAER T AKENREFIE, 2K pam_group(8).

S-=z
EE

base-passwd 2B EET —INMERAENEMNE S XE:“/usr/share/doc/base-passwd/users-and-groups. ht

4.2 EBIERIFMZEE:

wme Thie

getent passwd <user_name> FIE “<user_name>" FIBRIEEZM
getent shadow <user_name> BEEAE <user_name>" [ERBVIRF &N
getent group <group_name> 2[E “<group_name>" HIZHZE

passwd BIEREES

passwd -e AR FARERSRERE — X TER RS

chage BERNENEENR

Table 4.3: BEIRERIEE NGRS

HApy—LETNEE RBEK root fEA, FIBFNEMMIMEZL R crypt(3)s

EE
EFRTET PAM F1 NSS B9& 4 £ (5190 Debian alioth #28 ), &ify “/etc/passwd” . “/etc/group” #0
“/etc/shadow” FIBEAEWMALMAER, EANGLEFEERENERRE FMKERBXH.

4.3 25

ERM TSR —ERIE(ER passwd(1) ar SRS, MEZBRIZ—(EFZM, ©EZME 6 2 8 EAF xR, Eha
ST YIRIE passwd(1) :REMNEEHE P —EH S EFT.

- INBFF

s BF o039

.« 1EBLTTSE

@ i i
=R
= %

i

=

PAEREACILABEIRGE, BRIRB. BOESRIE. JEER. i, £H. XEREREVNREF. F
#. BEMFITES (FIa0 “123457 3% “qwerty” ) EERZIERERTIEE,

5 I8

/



http://alioth.debian.org
https://zh.wikipedia.org/wiki/Password_strength
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4.4 FRIINNZBRIZRRS

TEE LA £INERINZZN (BT T A,

LGS MITE K wne IhgE
whois V:46, 1:670 342 mkpasswd B8 aypt(3) EFTBEE RN
openssl V:794, 1:990 1303 ggggjzl S EBEEE (OpenSSL). passwd(1ssl)

Table 4.4: £ ZBENTE

4.5 PAM F1 NSS

IR{XAY%E Unix 248 (5140 Debian 224t ) & it PAM ( Pluggable Authentication Modules, i ATVE&EMR4E ) O NSS
( Name Service Switch, ZFERFELIIR ) WHILAIMRAEIES, FEthPIEHNREECHNERR. EFIINEEIUBES
BAR 434,
« PAM 4AERMBBRE T — BT BIREMS], ELERETESENIIR,
« NSS IRt 7T —EE/ENRBBARFEES, ©REH| CZEEFER, £001U01s(1) Fid(1) EXRNENESERENES
4,
PAM #[I NSS RAWARFFICE —
PAM #1 NSS KA EEZMEIEBU T,

ERESD) TE XV | EREA

Iibpam-modules | V:825,1:999 | 874 BmARNRERE (ERRE)

Iibpam-1dap V:2,1:16 244 7tEF LDAP N HEMEA RS IR

Libpam-cracklib | ., 113 | BYA cracklib ZIEMIEARERB IS4

Iibpam-doc I:2 1019 | WARNERERZAE (hunl F-IXFXXH)

1ibcé V:939,1:999 | 11065 | GNUC [&: EfEM “"RBRRBENIR RENEZRE
glibc-doc 1:13 3447 | GNUCE: EBE@

glibc-doc-reference 12982 | GNU C [&: 2&F, A& info, pdf #1 html #&z{ ( non-free )
Iibnss-mdns 1:559 107 FAIR R 4HTE DNS &F8HY NSS f&H

Iibnss-1dap I:14 255 NSS 1%2H, FIR{ER LDAP & —ERBIRTEH

NSS 1&2H, FHIX{EH LDAP fFAa—EafEIRIEH

libnss-1ldapd I:19 146 ( 1ibnss-1ldap #I%f fork )

Table 4.5: PAM #1 NSS R4 EEEFER

« libpam-doc A “The Linux-PAM System Administrators’ Guide” Zi&f# PAM BB E X,
+ glibc-doc-reference B9 “System Databases and Name Service Switch” ZEEfi# NSS I EMEE X4,

B
14\—IL‘)\1§FH “aptitude search ’libpam-|libnss-’'" @<EEESHEREIEE., NSS S HrlaEEKE
“Network Security Service, #BiEL2MRFE", EARR “Name Service Switch, BRBARFELNIR",



https://zh.wikipedia.org/wiki/Salt_(cryptography)
http://packages.debian.org/sid/whois
http://qa.debian.org/popcon.php?package=whois
http://packages.qa.debian.org/w/whois.html
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon.php?package=openssl
http://packages.qa.debian.org/o/openssl.html
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/C_standard_library
http://packages.debian.org/sid/libpam-modules
http://qa.debian.org/popcon.php?package=libpam-modules
http://packages.qa.debian.org/libp/libpam-modules.html
http://packages.debian.org/sid/libpam-ldap
http://qa.debian.org/popcon.php?package=libpam-ldap
http://packages.qa.debian.org/libp/libpam-ldap.html
http://packages.debian.org/sid/libpam-cracklib
http://qa.debian.org/popcon.php?package=libpam-cracklib
http://packages.qa.debian.org/libp/libpam-cracklib.html
http://packages.debian.org/sid/libpam-doc
http://qa.debian.org/popcon.php?package=libpam-doc
http://packages.qa.debian.org/libp/libpam-doc.html
http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon.php?package=libc6
http://packages.qa.debian.org/libc/libc6.html
http://packages.debian.org/sid/glibc-doc
http://qa.debian.org/popcon.php?package=glibc-doc
http://packages.qa.debian.org/g/glibc-doc.html
http://packages.debian.org/sid/glibc-doc-reference
http://qa.debian.org/popcon.php?package=glibc-doc-reference
http://packages.qa.debian.org/g/glibc-doc-reference.html
http://packages.debian.org/sid/libnss-mdns
http://qa.debian.org/popcon.php?package=libnss-mdns
http://packages.qa.debian.org/libn/libnss-mdns.html
http://packages.debian.org/sid/libnss-ldap
http://qa.debian.org/popcon.php?package=libnss-ldap
http://packages.qa.debian.org/libn/libnss-ldap.html
http://packages.debian.org/sid/libnss-ldapd
http://qa.debian.org/popcon.php?package=libnss-ldapd
http://packages.qa.debian.org/libn/libnss-ldapd.html
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PAM RASER VB IBESHARAIELENSERSE,
4.5.1 PAM F1 NSS ;5B EESE
TEE—L PAM F NSS SN EBRBIER,

RERER ThEE

/etc/pam.d/<program_name>

% “<program_name>" FEIVERE PAM ECE; 27l pam(7) #
pam.d(5)

/etc/nsswitch.conf

A EERFERERE NSSEE, £ nsswitch.conf(5)

/etc/nologin 181 pam_nologin(8) fRZHFRGIEREEE
/etc/securetty iE3@ pam_securetty(8) HRZHPR ] root FATE] tty

/etc/security/access.conf

1838 pam_access(8) HEAHERXE 2/ [P il

/etc/security/group.conf

181@ pam_group(8) 1RZHER EE R ZHAIPEH

/etc/security/pam_env.conf

1B pam_env(8) IRAHER E Inim 2

BEERE readenv=1" 5[Ef] pam_env(8) {EZH:RE ZAIMIIRIR

/etc/environment ey
ote/default/locale BB E “readenv=1 envfile=/etc/default/locale”

518489 pam_env(8) R4HER E RE = B=IR1E (7£ Debian R4EH )

/etc/security/limits.conf

1818 pam_linits(8) IRAHER E & IRPE &I (ulimit, core FF

/etc/security/time.conf

1818 pam_time(8) FRAHFR E FFEI PRl

Table 4.6:

PAM F0I NSS BB EIER

5 EIZRPRHIZ1EI® PAM #4H pam_unix(8) [ pam_cracklib(8) REIRK), ©faIEBEEMNSISEITIRE,

®’R
PAM IRBEEEBPEAFE “.s0”,

452 BANEFARRERE

BRANEFXARRERTMERSEP MK E B ixaHHE (LDAP) FEAREETIE,

EmiEREREEE S

Unix F3ESE Unix 248, = B EkehERENFRIEEIRZE OpenLDAP XS,

LDAP fa]fR23ER®HE PAM 1 NSS #9 libpam-1ldap #1 libnss-1ldap EX88E1 % Debian R4 IR IHARIEE .

S EE
=2

—LEENIEIRRYA LDAP (R BERABGERERE, LH TEHNEMAREFE _FHNEM, FESER FEEE IR

Bo )

« REBMIT—EEN, FIENBIIRY LDAP 75

. {R7E

7F root ZHEHIFESR,

27 slapd(8), REII&EHILHY LDAP {AAR=S.
‘/etc/pam.d/” B#PH PAM EEEERE, FR “pam_ldap.so” BN FE:RE “pam_unix.so”,
— Debian {£F “/etc/pam_ldap.conf” ¥4 libpam-1ldap MREEREE,

“/etc/pam_ldap.secret” {EA&f#4

« {RTE “/etc/nsswitch.conf” ERANE NSSEEE, FA “ldap” BXFERE (“compat” % “file”),

— Debian £ “/etc/libnss-1dap.conf” {E% libnss-1ldap HECEESR,

- BTEBENTS, (RNEE libpam-1dap f$H SLL ( 3% TLS ) &4,
- B THER LDAP BIEMEE N TEM, (RwZE:E Llibpam-1dap 8 SLL (% TLS ) &4R,



https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
http://www.openldap.org/
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Transport_Layer_Security
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« BT LDAP SR E, (RIERZTEARMIT nscd(8) RIREVEST] LDAP 24 R,

28l libpam-doc EXFE IR ALY pam_ldap.conf(5) FRHISZEF] “/usr/share/doc/libpam-doc/html/”, AR
glibc-doc EREEEIIRMAY “info libc ’'Name Service Switch’”,

B, REIMEREEREREES—BEFXNRL.

* [E Windows R4S ERAEFAE,

— 1&iB winbind #1 1ibpam_winbind #X8&& 4R Windows domain ARFE.
— 2R winbindd(8) #0 Integrating MS Windows Networks with Samba,

- EIEENE Unix RRESERAENE,

- 188 nis BREEEEARI NIS (ZAIAY YP) 3% NIS+,
— 2K The Linux NIS(YP)/NYS/NIS+ HOWTO,

453 “AftE GNU su ~Z1E wheel 42"

EEEEM “info su” JEZP Richard M. Stallman iR — A=, BUIEIL): Debian RAEPERIN su SSERT
PAM, EHEE “/etc/pam.d/su” FRATHE “pam_wheel.so” #1718, FhAEZAPREIIE wheel ZHIIERE su
F| root HMIEES],

454 REIERYZISHEE]

Z4E libpam-cracklib EREE B IREESD3E G5 ARBRIGAIZERSIRA, FI40, @B7E“/etc/pam.d/common-password”
BT I,
#h2 squeeze BEITHR:

password required pam_cracklib.so retry=3 minlen=9 difok=3

password [success=1 default=ignore] pam_unix.so use_authtok nullok md5
password requisite pam_deny.so

password required pam_permit.so

4.6 HEHRIHEES

=z
=)

285% 9.3.15 TRRHZONEZLESEM| (SAK) IIEE,

BR
M systemd BIR 4, BJLAEA logind REIEFERENER, 28 systemd-logind(8),

4.6.1 sudo

sudo(8) ERRA T HE—ERMKEIE S 7] LA EAEZFRM root S o] #EIL 5T 8% root ;EENMERETHY, sudo RAEE—(EEiE
EAENZE, LT sudo BT EIBRTE" /etc/sudoers” RRIRIERERE. 2R /usr/share/doc/sudo/example
ME 1.1.12 THIEETRG,

Hig sudo FREFERAERHA (2RFE 1.1.12 T) BRATHIEECTEEMENEETA, MBREAMS, HRAER
sudo EELER root BREREIEE R M RBIF. Hla0, TI&GHSHE “<some_file>” HBEBEENES “<my_name>",



https://zh.wikipedia.org/wiki/Windows_domain
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/integrate-ms-networks.html
https://zh.wikipedia.org/wiki/Network_Information_Service
https://zh.wikipedia.org/wiki/NIS+
http://tldp.org/HOWTO/NIS-HOWTO/
https://zh.wikipedia.org/wiki/Secure_attention_key
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#logind
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$ sudo chown <my_name> <some_file>

&R NRARENIE root BHE ( LEINB 17X 8 Debian FIEFABEFMEY ), TREMEIRSEEILAER “su -c” FEMAH
2 LA root #T,

4.6.2 PolicyKit

PolicyKit 21EXE Unix {FR R AP IZHIRE R AT IR —BIFRR A TH

ey GUI B EFETN, TERRETEVRHR, NRIFRISERFRIIT. EfER PolicyKit RAFERRFEN, WITE
1BIF,

£ Debian 4%, PolicyKit PRI T IS sudo AHRIERERIRAISIERIF,
2 B polkit(8),

4.6.3 SELinux

Security-Enhanced Linux (SELinux) & —{EUXEZFF o] EAZABAVMESR, ELLEBEAYEE Unix £ 248 4H mandatory access control
(MAC) REEEERIE, root FFPIEER LR T PRI,

4.6.4 PREIFHERLEIRFSIRAVARTS

HzrgLems, BrUERNBAKRBER, 2—EFNEE, BREHFEERN, BANERANRE, FTEREEHE
E5TETRF (daemon ) Y, EREiBsuper-server FNEFE, #HAABERLZTLRER,

FF 22T\, LEUNER sshd(8), (EFAENS PAM RUFARIER, BB S 75 VKRG — LARFSiRATFZ .
- EEEHESR: ”/etc/default/<program_name>”

- BETEREF (daemon) MITARFIEE

* PAM (Pluggable Authentication Modules)

» super-server f£F3”/etc/inetd.conf”

« TCP wrapper {#/”/etc/hosts.deny” f1”/etc/hosts.allow”, tcpd(8)

« Sun RPC” f#8F /etc/rpc.conf”

- atd(8) fEF”/etc/at.allow” #”/etc/at.deny”

« crontab(1) ff”/etc/cron.allow” ¥1”/etc/cron.deny”

 Network firewall netfilter §EZ2

e e

285 323 1,58 324 B, 5 451 1,5 3.28 THHE 59 .

W

BR
NFS F1EHEE RPC M2, FERLA Sun RPC RS,
Br

MRRIEIFFRR N Debian RAEERIRE, H 7" /etc/hosts.deny” BEETFEALL: PARANOID” iEt5 51 ER
MWEE, FiPEiiEE, (BRBWEIEEEITAMTRNEZLEAR, )



https://zh.wikipedia.org/wiki/PolicyKit
https://zh.wikipedia.org/wiki/Security-Enhanced_Linux
https://zh.wikipedia.org/wiki/Mandatory_access_control
https://zh.wikipedia.org/wiki/Mandatory_access_control
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/TCP_Wrapper
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://zh.wikipedia.org/wiki/Firewall
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
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4.7 LTEIBE

JED=
EENEMBEAIATEREFHNREFER, BiEtLER—(EFHmA.

4.7.1 HBT:-Hfti““E%E@

ﬁg/ﬁﬁﬂ'ﬁﬁﬁﬁﬂgﬂﬁﬁ, EHENEREXFNRERE, ERIEFZENAR, BBAANEMNBRAREHANFR
15, ZASEesREIES, (REEZMITIELERRFS, (M  Transport Layer Security” (TLS) St EJFI &, ”Secure Sockets Layer”
(SSL) , BEINZREDFELXBEANREBRAENEZS,

AEZEHHRFER 18 TENRE R 18

www (http) 80 https 443
smtp (B H) 25 ssmtp (smtps) 465
ftp-data 20 ftps-data 989
ftp 21 ftps 990
telnet 23 telnets 992
imap2 143 imaps 993
pop3 110 pop3s 995
Idap 389 Idaps 636

Table 4.7: ZE2F AL LHIRFEIETIZR

INEEE#E CPU B[, 1FA¥ CPUBGZMEBENRAER, MeJUREEREXFEN, EEERZSRERBINZE RN,
EbaNER: POP {#F3” Authenticated Post Office Protocol” (APOP), SMTP I IMAP {#F3”Challenge-Response Authentication
Mechanism MD5” (CRAM-MD5), ( {REVER4Z P im@ @AERRAE RS L REVERMEI ARSI EXEARS, RIERITERAIAE
IR 587 RICEH{B LAY SMTP 18 25, BRFIUBRIEER CRAM-MDS RBEECH, HEIRREMHEHEE 2518, )

4.7.2 ZZ£ Shell

L% Shell (SSH) B EALRLBEREHAL2HEAR LMEARTEEEHRZENZ2INEZE. EH OpenSSH BF
i, ssh(1), #1 OpenSSH 2 E~T:&f2F (daemon ) , sshd(8) #4HRY.SSH {F FAIEEESEIS M, mJLA4A POP 1 X ZEEMAL S
)R SRR = AVA STEIR ﬁ,ﬁ‘fuﬁﬂﬂ’é [E% _E L2 EEm,

EPmEILEAMTHARBESD : BINERNRBE, QRRE, HRESRE. BERE, EALRR:
BREREZBEAN. 2RFE 69 T

33
]|
=

4.7.3 PEFPEREEIIMNIEZEHN

BN{E{RENIT Secure Shell (SSH) F0 Point-to-point tunneling protocol (PPTP) EMEZ L RTE, TERAFMEIE L, NABHE
ERFERNBAZBNEEAN, FABXERIE (Z2R%E 59 1), TATEMNEE2TIAE—E, sJUREAZTLHE,

¢S] MITE K ZRER
F - L= ~oTEID T
Kknockd V0, 1:3 a9 /\BY port-knock B E5TeE 27 ( daemon ) knockd(1) FIEFim
konck(1)
fail2ban V:100, 111 | 1302 | ZEAEm B ER 5 tas=0Y [P
Iibpam-shield V:0, I:0 106 EERBEAEENRRNEERTIND

Table 4.8: R IHERIN L2 HANNITHRIR



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Secure_Shell
http://www.openssh.org/
http://www.openssh.org/
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Point-to-point_tunneling_protocol
http://packages.debian.org/sid/knockd
http://qa.debian.org/popcon.php?package=knockd
http://packages.qa.debian.org/k/knockd.html
http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon.php?package=fail2ban
http://packages.qa.debian.org/f/fail2ban.html
http://packages.debian.org/sid/libpam-shield
http://qa.debian.org/popcon.php?package=libpam-shield
http://packages.qa.debian.org/libp/libpam-shield.html
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4.7.4 root BELL
£PELE A PIERT root FFRTEARERAVIERS, (REEM T EAVIRIE,

o PRIEEFERERIDIREA TS
« $81% BIOS KRB LRI ENN ERILED
« & GRUB B8\ E:E:8E &5
« $81% GRUBEE, #|l4xig
IR eI LAY IR EARIRERE, BURTCAMER TEMNT R, BHEENEERRE,
1. 3B Z= 2| —{Er] LAZRE BIOS # CD EXENHIERS,
2. FHREENEMENRH (Debian R{EIH4EE, Knoppix CD, GRUB CD, -+ ),
3. FREEEEEIR D EIE,
4. 4REEIR D EIFERY”/etc/passwd” 183, fF root BREIREMNE_EBRAZ,

52 grub-rescue-pc , BMERBESNERIENIER, MREMREE GRUB REIRE (2R3E 3.1.2 ) WFFAIE, &
RYENRS, (£ TFESEREMEGE,

1. ERZOS I BRI R AR IEDL— L EE, tbalER, “root=/dev/hdaé rw init=/bin/sh”.
2. 4m¥E”/etc/passwd” HEZER, fE root REIRBNE_EBAZ,
3. EMARLR,

Z 4R root shell IRFER] CABZRERARE T,

JES =N

—BX A% root shell 55fEFFRI#E, MEEAEAREMAL, LAJCAERRG LREMZRS, LI, o] AER
john #l crack FEEENRNEBTERILBRABEAENES (2RFE 9411 1), WKMEIIEE, JMAXR
TMHEHERFEITLER,

AERISLEAEREE, EEMNERLHREMRESREZMER do-crypt 1 initramfs (2R 9.8 77) I root 53 EFE
(B /etc” FEIRE) . EREVGE, MERTEEZBRMENZRR,



https://zh.wikipedia.org/wiki/Dm-crypt
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Chapter 5

AR E

RBR
BEAY GNU/Linux 4B4&R0BAFM, BEBLinux BREIEEFM,

=R
it Debian EEH4E4EFM, FEBDebian EILEFM—EBEE,

ﬁ_ﬂ:
: 7%1’c§1§ﬁﬁfiﬁﬁﬂﬁﬁlﬂﬂnu HBABIFHE ("ethe”, "eth1”, "wlan0@”, ---), ¥#Y systemd {EH"enp0s25” Z %8

kr

OFr

2E
AEEEM 2013 F 2R Debian 7.0 (Wheezy) 4REH), FIUERNSIEREE51B0,

B
%EZISSZ#%{EFI?%E’J ifconfig(8) LA IPv4 & E4BE4AREREE], Debian IEFBENZE ip(8) 7£ wheezy FEH H{FHA
IPv4+IPV6, ERMEANFRIRRET,

BR
systemdiRIEF, “JLARnetworkd?RECEHHLE, B2 %E systemd-networkd(8),

5.1 EARPHEEE

IR EIRE— T IR Debian IR A RHIERADLELLHE,



http://www.tldp.org/LDP/nag2/
https://www.debian.org/doc/manuals/debian-handbook/sect.network-config
https://zh.wikipedia.org/wiki/Systemd
https://www.freedesktop.org/wiki/Software/systemd/PredictableNetworkInterfaceNames/
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#networkd
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L EZ) TITE AV | R 5l
ifupdown V:591,1:995 | 199 fﬁlﬁii}jﬁn FASR S B/ RARS4PAEHIAER T & ( Debian 1575 )
ifplugd V4, 1:21 214 EE BENSIERRALE
ifupdown-extra | V0, L:1 9% EE PEAERIA, fi5&”ifupdown” BRFEIRIINEE
ifmetric V0, I:1 36 [ E REMAREONERHEES
: — PRSI, FJF”/etc/network/interfaces”
guessnet V:0, I:0 422 El R 1 Fupdown” BITHAE
ifscheme V-0, 1:0 58 EE RRETRIAS fEF, 1Ei&”ifupdown” BRI EIRDTNEE
network-manager | y..;s 1469 | 10396 | BRE:: NM | NetworkManager ( SFERER ) HIENEIBABLE
network-manager N8BS 1410 | 5831 | BE NetworkManager ( GNOME &l )
wicd :32 35 IEE:: wicd | BEMERAZREIERS (TEFR)
wicd-cli V0, 1:2 59 Bk BENBEREEES (M1 Fim)
wicd-curses V1, 14 175 Els BEENBERRAREESR (XFFEEFiN )
wicd-daemon V:27,1:37 954 EE BRNBREREIES (TRER)
wicd-gtk V:22,1:34 [ 574 | HE BRBRAREER (GTK+ EFin )
iptables V259, 1995 | 1517 | Rl | B BB AR ETE T A (Netfilier)
I : = P . =
iproute V82, 1:372 | 23 RCE:: iproute?, IPv6 FIRBRRAIEICE : ip(8).1c(8) 5
iproute2 =
S EEERE S SRR
ifrename V20, I:2 122 G- fEﬁ;FITE’Jﬁ?E RERERTERED
ifrename(8)
ethtool V:110, 1:267 | 375 Els RE/R S B X AN AR B RIER E
: S SRS EEER T, BB EZRD Ibh
iputils-ping V250,996 | 111 | Pt AR BRI AR P A
iproute2 (iproute2 )
iputils-arping | V:43,1:426 | 58 Els AERBEEREREFE L, WEEARPHIIE
tputils-tracepathy.g 1o |75 | EE PR AR BT
HH - ’k“g'{éi 8 - y lzl\‘ m .
net-tools V346, 1:839 | 940 | BB NET-3 48 ”Ef*ﬁ (net-tools, IPv4 HEKEACE )
net-tools ifconfig(8) &5,
- - . . A AEREE R ERETEEM, @ BhostmamesLIP HHE
inetutils-ping | V:0,I:1 336 net-tools (@G5, GNU)
] AR e BRI T 1, | 3 HZ
arping V:2,1:29 72 Bt ’f; BB iRz BBARPHAE (181573
1
traceroute V:66,1:978 | 154 5 E IRADEREE T RINERE (BRAE, BHlE)
isc-dhcp-client | g9 1968 | 650 g%” | puce zEim
wpasupplicant V:294,1:538 | 2668 | & WPA F1 WPA2 EFim~$5 (IEEE 802.11i)
wpagui V0, 1:3 762 EE wpa_supplicant Qt B2 RE=EFim
wireless-tools | V:162,1:276 | 286 EE BiE Linx BRERENTE
ppp V:224,1:513 | 927 EE f#F chat &% PPP/PPPoE
pppoeconf V:0, 1:10 290 %E: : EEEBIF, UAER{ER PPPoE &k
pppconfig V1, I3 805 EE EEERF, UERER chat ¥ ppp
wvdial V:0, 1.7 276 B E EEEF, CUERER wvdial ¥ ppp = PPP
SHIEE - - ot tem 2o L
mtr-tiny verss | 140 | AR epsmsre s (XARE)
ntr Vi, 1:41 190 BE % )».J_ RIRI=E FURRTE ( XXAFREF GTK+ 5/
gnome-nettool V:5, 1:149 2101 | EE ERERAZEFEENIE (GNOME)
nmap V:39,1:340 | 4673 | B E MAEEARETIm O (Nmap, EHIE)
zenmap V4, 1:13 2929 | BE AR/ iR O R (GTK+)
tcpdump V20, 1:202 | 1192 | BE HEERE DT (Tepdump, FRHliE )
wireshark 1:63 69 Gl HEERE DT (Wireshark, GTK+ )
tshark V:3,1:38 385 EE HERENT EFIE)
tcptrace V-0, I:1 392 [E RIE tcpdump BUEHEREREBIERET
snort Vi1, Il 1920 | BE TENEENEEAZRS (Snort)
ntopng Vi1, .1 1343 | BE R EETRREERE
. . . = BIND A ~HY l“ﬁlllﬂ% yﬁﬁ E ?’
dnsutils Vi74,1:721 | 440 El s nslookup(8),nsupdate(8) dig(8)
dlint V:0, 1:16 96 ENs AR R EMREBDNSIHER
T~ v~~~ xX7.0 1.1 el Al = = T OHEA N C A=A 5 Zad8 o/
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http://packages.qa.debian.org/i/ifscheme.html
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http://packages.debian.org/sid/iputils-ping
http://qa.debian.org/popcon.php?package=iputils-ping
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https://zh.wikipedia.org/wiki/IP_address
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http://packages.debian.org/sid/iputils-arping
http://qa.debian.org/popcon.php?package=iputils-arping
http://packages.qa.debian.org/i/iputils-arping.html
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
http://packages.debian.org/sid/iputils-tracepath
http://qa.debian.org/popcon.php?package=iputils-tracepath
http://packages.qa.debian.org/i/iputils-tracepath.html
http://packages.debian.org/sid/net-tools
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http://packages.debian.org/sid/isc-dhcp-client
http://qa.debian.org/popcon.php?package=isc-dhcp-client
http://packages.qa.debian.org/i/isc-dhcp-client.html
http://packages.debian.org/sid/wpasupplicant
http://qa.debian.org/popcon.php?package=wpasupplicant
http://packages.qa.debian.org/w/wpasupplicant.html
http://packages.debian.org/sid/wpagui
http://qa.debian.org/popcon.php?package=wpagui
http://packages.qa.debian.org/w/wpagui.html
http://packages.debian.org/sid/wireless-tools
http://qa.debian.org/popcon.php?package=wireless-tools
http://packages.qa.debian.org/w/wireless-tools.html
http://packages.debian.org/sid/ppp
http://qa.debian.org/popcon.php?package=ppp
http://packages.qa.debian.org/p/ppp.html
http://packages.debian.org/sid/pppoeconf
http://qa.debian.org/popcon.php?package=pppoeconf
http://packages.qa.debian.org/p/pppoeconf.html
http://packages.debian.org/sid/pppconfig
http://qa.debian.org/popcon.php?package=pppconfig
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http://packages.debian.org/sid/wvdial
http://qa.debian.org/popcon.php?package=wvdial
http://packages.qa.debian.org/w/wvdial.html
http://packages.debian.org/sid/mtr-tiny
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http://packages.debian.org/sid/mtr
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http://packages.debian.org/sid/gnome-nettool
http://qa.debian.org/popcon.php?package=gnome-nettool
http://packages.qa.debian.org/g/gnome-nettool.html
http://packages.debian.org/sid/nmap
http://qa.debian.org/popcon.php?package=nmap
http://packages.qa.debian.org/n/nmap.html
https://zh.wikipedia.org/wiki/Nmap
http://packages.debian.org/sid/zenmap
http://qa.debian.org/popcon.php?package=zenmap
http://packages.qa.debian.org/z/zenmap.html
http://packages.debian.org/sid/tcpdump
http://qa.debian.org/popcon.php?package=tcpdump
http://packages.qa.debian.org/t/tcpdump.html
https://zh.wikipedia.org/wiki/Tcpdump
http://packages.debian.org/sid/wireshark
http://qa.debian.org/popcon.php?package=wireshark
http://packages.qa.debian.org/w/wireshark.html
https://zh.wikipedia.org/wiki/Wireshark
http://packages.debian.org/sid/tshark
http://qa.debian.org/popcon.php?package=tshark
http://packages.qa.debian.org/t/tshark.html
http://packages.debian.org/sid/tcptrace
http://qa.debian.org/popcon.php?package=tcptrace
http://packages.qa.debian.org/t/tcptrace.html
http://packages.debian.org/sid/snort
http://qa.debian.org/popcon.php?package=snort
http://packages.qa.debian.org/s/snort.html
https://zh.wikipedia.org/wiki/Snort_(software)
http://packages.debian.org/sid/ntopng
http://qa.debian.org/popcon.php?package=ntopng
http://packages.qa.debian.org/n/ntopng.html
http://packages.debian.org/sid/dnsutils
http://qa.debian.org/popcon.php?package=dnsutils
http://packages.qa.debian.org/d/dnsutils.html
https://zh.wikipedia.org/wiki/BIND
http://packages.debian.org/sid/dlint
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5.1.1 FHEZREM
FHZREIT, BaithRE NSS (FFRFEER Name Service Switch) #HI5R 218, SEMBTFLRIENT,
1. ”/etc/nsswitch.conf” #EE#EM hosts: files dns” iEERETE FTHBMEAIEF.(IXE”/etc/host .conf”
BREN order” SEREBMIINGE,

2. files AN EHEWITIU NRIFHBZTE"/etc/hosts” 1EREMEEIR, BIREIFFEBERUIRH.(”/etc/host . conf
EREE”multi on”)

3. dns AL, MR FHEZBBEH/etc/resolv.conf” {ERBHEE N BIRMBI&IHE A 4 Domain Name
System (DNS) R#%Z|, BIREIFFBEBMtUILIRE,
5130, »/etc/hosts” BERIN T,

127.0.0.1 localhost
127.0.1.1 <host_name>

# The following lines are desirable for IPv6 capable hosts
il ip6-localhost ip6-loopback
fe00::

0 ip6-localnet
ff00::0 ip6-mcastprefix
ff02::1 ip6-allnodes
ff02::2 ip6-allrouters
ff02::3 ip6-allhosts

F—1TH IP il AR, ETREMEMBIERS.

EEEGFHE T 127.0.1.1 1P bt thZF R EEEHESE Unix R452R, Debian Installer 228K X IP bt &R
MEBNEEIRE, (FARLERIE (I GNOME ) M—{EL@ 7%, R bug #719621.

<host_name> ILEZ#E”/etc/hostname” BEZHF 1S,
HHIEKA P HHtM R4, EEKA IP it EEXESEN 127.0.1.1,

HHIRBKA 1P HIHEFN B 158 R4 Domain Name System (DNS)IZ 52 E 1151 fully qualified domain name (FQDN) Y
R4, #E R <host_name>.<domain_name> fEE # F R E <host_name>.

L resolvconf EEEEIEELREE, »/etc/resolv.conf” S —(EEFEIER, NELRRT, EE—EASFEELS. It
9, EESERENTEKIRIVELE:., W DNS 21P="192.168.11.1”, BIB&WT,

nameserver 192.168.11.1

resolvconf EREEEMEEME"/etc/resolv.conf” ERMAB—EMFIREL, LEBHFESHENEEENS,
#HRHAY adhoc EBIFAFIRIE FHY PC TIEUL, BRTEAN files Fl dns AR 29, R B 6E291EiB41E DNS (mDNS,
FREE IR Zeroconf) EEITHEIFT,

« Avahi {2}t Debian FRY4HEE DNS ZEIRIESR,

« 'EF0 Apple Bonjour / Apple Rendezvous 18 E.

« libnss-mdns MIHERH mDNS FIE#EZ T, GNU C & (glibc) B9 GNU BFPRFEEZH Name Service Switch (NSS)
IhEEZ 18 mDNS,

« ”/etc/nsswitch.conf’ EEEREEE®K hosts: files mdns4_minimal [NOTFOUND=return] dns mdns4”
BRI —ER.

« ” local”#E BRI EM SR, {FH pseudo-top-level domain (TLD) 3R fi##f.

« mDNS IPv4 At B4R 4R IEHNE"224.0.0. 2517 SLEARFER IPv6 HH"FFO2: :FB” #ARIEA”. local” £ERF
B9 DNS &,



https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/IP_address
https://zh.wikipedia.org/wiki/Hostname
https://zh.wikipedia.org/wiki/Debian-Installer
http://bugs.debian.org/719621
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/FQDN
https://zh.wikipedia.org/wiki/Zeroconf
https://zh.wikipedia.org/wiki/Avahi_(software)
https://zh.wikipedia.org/wiki/Bonjour
https://zh.wikipedia.org/wiki/.local
https://zh.wikipedia.org/wiki/Pseudo-top-level_domain
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EEH Windows RAELHE winbind ERBEE AR IZ B R NETBios over TCP/IP A4 Z BT, AR FRIEMEINAE,”/etc/nsswitch
EREESEEEMN—EL: “hosts: files mdns4_minimal [NOTFOUND=return] dns mdns4 wins”, (GR{%
Windows RRIBEFEA dns HRRETEMB/EN. )

EE
158 % 4 Domain Name System FHIEAR EMERTEARIEE expansion of generic Top-Level Domains (gTLD) &
EETHR, EREEN, BE-EFER, BFRAEFER name collision,

5.1.2 #FHERNEAHE

RN ERTE, LR etho, 2% Linux MEN T4 B —(ERERER, SEEMERHZOEFIRNIHE, BREREE
MEE#S udev (2R%E 33 ) RAME. BLETNEBBBHZ ifup(8) F interfaces(5) ¥/ physical interface,
ATFREESEEBRNEIVESREME —N, THE MAC il &, E—(ERBIER"/etc/udev/rules.d/70-persist
EfAfEREHB"/1ib/udev/write_net_rules” 2l HENIER, RH persistent-net-generator.rules” #f
BTSSR ENIT. (RRT MENEIE R RN E fm B R A,

NIy

E4RE8"/etc/udev/rules.d/70-persistent-net.rules” FRAERE, RN BRIFSIRRBIEES
B—17, WH MAC Htisit B/NEE, EEanER, WNRIR3EIR FireWire device” #1"PCl device” TEIS{EERF, 1R
thEFA8 a2 PCl device” fE% etho, MEEBEAEEMENME.

5.1.3 [EiF4F4EERNNE5E

EFRPIEFRIREE T 1E 1fc1918 B EERIEIFHAE local area networks (LANSs)IPv4 32 {iiith it 7F Z $Fit bt AR BB &0 [E]. SLbith
HHREBEA S HEE R L EERt i &R,

THare

¥EA 4 I ih 1 4R i: X 43

=] [ Rg 3t FHEBES R/ 8 # FHEEN

A 10.x.x.x 255.0.0.0 /8 1

B 172.16.x.x —172.31.x.x 255.255.0.0 /16 16

C 192.168.0.x —192.168.255.x 255.255.255.0 /24 256
Table 5.2: @&t U EEE 5T

EE

MRBLU D ER — BT, BEEEEEH—EREAEESEERER, waBEa—(EEARFERNKIERTE
S5E8 4EERHhEEH: Network Address Translation (NAT). ;BB RISAEIRE, SiERMAEEEERA NAT,

514 EREEXIE
B Debian AMZIEA S HIFIERE, (BINES —L4BIEREEEE DFSG non-free FIERZIETM, 2EF 996 %,
5.2 IRNNEEERIEE

Debian squeeze FFAVERITIREBFI LABIBIE ETFEFZF (daemon ) HIREARREIPAIKIELR, PIU0 NetworkManager
(NM) ( network-manager FIAEEAEREEE ) 5k Wicd ( wicd FIERAERFEEL ),



https://zh.wikipedia.org/wiki/NetBIOS_over_TCP/IP
https://zh.wikipedia.org/wiki/Domain_Name_System
http://newgtlds.icann.org/en/program-status/delegated-strings
http://icannwiki.com/Name_Collision
https://zh.wikipedia.org/wiki/MAC_address
https://zh.wikipedia.org/wiki/MAC_address
http://tools.ietf.org/html/rfc1918
https://zh.wikipedia.org/wiki/Local_area_network
https://zh.wikipedia.org/wiki/Network_address_translation
https://www.debian.org/social_contract#guidelines
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/NetworkManager
https://zh.wikipedia.org/wiki/NetworkManager
https://zh.wikipedia.org/wiki/Wicd_(Linux_Network_Manager)
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- EMBEECH GUI Ma LR RIFRERENH,

- EMBEECHERETERERF (daemon) FREMMRGRRIR,
« EffIfEMRE] ARG R ARER TR,

- EFfERETAEEEE R R RSERNEE.

« EfIRFFREEREEMAKBREHRL ifupdown EREEEL

B
AEERRSFLEAESEESAREETE. EfFEHENKRLREK ENBEIREFERE,

Lﬁbiﬁ,ftﬂﬁkﬂﬂﬁﬂﬂﬁlﬁﬁw_ﬂﬁ*E’JEEE DA S B {E 4% ifupdown BREE B EAFHR, EMEEBERMUN
“/etc/network/interfaces”,

R
fEF systemd R &, "JLA7E /etc/systemd/network/ 2R EH K, 2 R systemd-resolved(8).

solved.conf(5) #1 systemd-networkd(8),

R
ELEEERICE T AN —LINGETREESF RS AEEBWERE. EfARERDN ifupdown REEEIREREML. BE
network-manager [ BTS #1 wicd 89 BTS, Ri&tR Zsir9REEFIPRS,

521 BEFTEHMEREKEETR

Debian Z % NM 1 Wicd BB 75 X453 BINIR“/usr/share/doc/network -manager/README . Debian”#1“/usr/share
AE L, T RIEENF R REMBREESE,

L BT HSEREEAE foo B “netdev” 4 (54, I3 GNOME #1 KDE EAHIRARHRESER
D-bus BENTTRLEZIRIE ).

$ sudo adduser foo netdev

2. {E “/etc/network/interfaces” WEERE TEABEGSZE,

auto lo
iface lo inet loopback

3. BT GSEHRE NM 2 Wicd,

$ sudo /etc/init.d/network-manager restart

$ sudo /etc/init.d/wicd restart

4. BBEF N EEC BB,

EE
RERIE “/etc/network/interfaces” RIINEEH NM 2 Wicd B2, Nk HRE ifupdown BIER,



https://zh.wikipedia.org/wiki/Graphical_user_interface
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Systemd
http://bugs.debian.org/cgi-bin/pkgreport.cgi?package=network-manager
http://bugs.debian.org/cgi-bin/pkgreport.cgi?package=wicd
https://zh.wikipedia.org/wiki/D-Bus
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"R
MRERMGBEEZEH NM NWHERBREBEDNGE FSHXEEMWNINBEEANB AR
g g, B | network-manager-openconnect, network-manager-openvpn-gnome,

Yoy P

network-manager-pptp-gnome, mobile-broadband-provider-info, gnome-bluetooth E =
EEERE AR Wicd,

Ny

@ BLEEEEKREE T ArTAEEAZESE “/etc/network/interfaces” H{ER ifupdown H;ERECE,
Bla05E 5.5 THE 5.6 THAIBLARE, 35 network-manager 89 BTS F wicd i BTS HKigR Eai#IRS
REFNPRE,

5.3 ERHHEIERIEE

IREE 52 VHERNGEEEZRRMNEE, MIEZERES THZEELENEREKERNEETE,
EREEERNEBEL FZHMENEN (2R% 54 T ),
FAE Linux [EEARECEREXNEMIERLA (2R5 571 W),

+ 2RB Linux NET-3 4828 2 4t AYE net-tools F22,, (ifconfig(8):=- - ) EFfIFEIASEEELIBR5 T,
« JRBIRER Linux 8RR AAVFT Linux iproute2 F23( (ip(8)---+-- Do

BERERTHEA, BEEfiERZE, ALEY TSEMEBIEERR.

ifupdown ERB€E1.2 Debian PiEESEHIREERANERIZE, TEMTUBEIBEAFIIW “ifup etho” B
IS S RERAER, EIIRBEZEAN “/etc/network/interfaces” i HEHHEA AT,

auto lo
iface lo inet loopback

auto etho
iface eth® inet dhcp

resolvconf BREEERATF ifupdown RAEZIEEEIEEMITESEEER"/etc/resolv. conf” RIELHR 1L 2
FE BB E IRTE, K32 8 Debian AR BEEELEIEMER T resolveonft X888 ( 2R“/usr/share/doc/resolvc

ifupdown EXEERIMEHENIESHE, FIA0 ifplugd, guessnet, ifscheme &, BA TEITRRIRIREMNBEEFERLE,
BIONFIMN B4R EIFAPIBENER, SRR LR#EFER, BEERI ifupdown R T TERY.

FHMPRBISLREE 5.5 THE 5.6 19,

5.4 MEREZAT (%)

VAV
@ HEEMERMEFAFKANEEANAFEBEN. AEZEEZEANBEENMEIRER, BEMRER NM, Wicd, 3%
ifupdown &, (2R%¥ 52 THE 55 ).

—EFRAERNNEEERS NILEREE, EAERTEIATHIR,
BREERHLEERSHRA.
R ER ISR R T,



http://bugs.debian.org/cgi-bin/pkgreport.cgi?package=network-manager
http://bugs.debian.org/cgi-bin/pkgreport.cgi?package=wicd
http://www.linuxfoundation.org/collaborate/workgroups/networking/net-tools
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
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PC EREL IEARPRIK
F Y18 (pppo) PPP modem POTS PBESEEAEL ISP
-....:.ILF_ E..T”‘ '3 E--T ST E
ZAMBO (etho) PPPOE/DHCP/Static I’?‘f‘ modem FMAME RIRIAR
7 R S5
Z K480 (etho) DHCP/Static LAN ZRRHBAEER (NAT) EIERE

23 ( EJE-modem )

Table 5.3: #HHHELRTI NFNERIRIEIIR

EZAR A Bine

PPP pppconfig EE‘LJI_EIEE’\J chat pppconfig, ppp
PPP (ZF) \é\l}\l/atzlalconf EIRREENRY ppp, wvdial
PPPOE pppoeconf EIIEE /I chat pppoecont, ppp
DHCP E”/etC/dth/dhClient'Confisc-dhcp—client

RN

FFEE TP (IPv4)

f£”/etc/network/interfacd
=T

Siproute ¢ net-tools ()

1£’/etc/network/interface

Sn

EFRE IP (IPV6) e iproute
Table 5.4: #BIRELFILE TR
HRRRRE iR
POTS EBEN SRS
BB =]
BB-service tEanER, BFFERELRLR (DSL), ERZE, KEZIF (FTTP)
BB-modem EEZN037, DSL modem, 42%8 modem, SX ¢4 AR IS 22 1% (ONT)
LAN & I ZH
WAN E3EE
DHCP BT E R
PPP LA AY 2R
PPPOE A EREEEEE 7R
ISP R AERRIZEERS

Table 5.5: #HRSIEARMERSFETIR



https://zh.wikipedia.org/wiki/Modem
https://zh.wikipedia.org/wiki/Network_address_translation
https://zh.wikipedia.org/wiki/Plain_old_telephone_service
https://zh.wikipedia.org/wiki/Broadband
https://zh.wikipedia.org/wiki/DSL_modem
https://zh.wikipedia.org/wiki/Cable_modem
https://zh.wikipedia.org/wiki/FTTP
https://zh.wikipedia.org/wiki/Local_area_network
https://zh.wikipedia.org/wiki/Wide_area_network
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Point-to-Point_Protocol
https://zh.wikipedia.org/wiki/Point-to-Point_Protocol_over_Ethernet
https://zh.wikipedia.org/wiki/ISP
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JES=}
BB EBIR BB AR, BFE (R DHCP 5 PPPOE, ADSL # FTTP @E{£R PPPoE, {RHEZEEAIRAIAEIR
MR ARTS IR A RIE S EEARE R ERNEHRECE.

JED =

2 BRI RAREERERGAIRIER, BIE CNERTFEEAEIERAE LM ERLEE (NAT) , RiE
HREEEE, EERNBRT, BEECNERMAERNEFERFE P NEEIEKRARIEME DHCP kT, HiE
BEEABR W AR ISP BYIE5 | RECE E 4R 2| E A8,

5.4.1 Z X% DHCP &E%43

HAFIRKKEN/ N EZEERE, BMREEA, AL EESMNWEIARMINERIIEE (FHH), HBH:R
BRENEREAEEEAEARE LNTHEREMECEHZE (DHCP ) MRFimiE IR,

EEFTELRHE isc-dhcp-client BAZANBRMENREFHECE HE (DHCP)ARTS.
£ 8 dhclient.conf(5).

5.42 ZXNYIFERE P ELR

B 1P ZAEAFERRIRECEENF.

5.4.3 {#F pppconfig i PPP E43
FEEESHE pppconfig BLE PPP ELR, EEEGHAMBETEANE,

- BIESRIS

- ISP EFE R
- ISP %15

. IREE

« modem JBFHIE
- BEAHX

CES Ihae

/etc/ppp/peers/<isp_name> pppconfig ZERLETET <isp_name> B pppd ELEFESR
/etc/chatscripts/<isp_name> pppconfig ZERLEE <isp_name> FJ chat BEZE &R
/etc/ppp/options pppd EAPIEITSIE

/etc/ppp/pap-secret PAP FIEEREE N (AR ZRR)
/etc/ppp/chap-secret CHAP FIEEETEEN (FLE)

Table 5.6: {88/ pppconfig Y PPP iE4RECEIERYX

VAV
"<isp_name>" B" HHFRAEERARTSIRMLE" , (5’ pon # poff A IFAURE, 2 HB5IEL.



https://zh.wikipedia.org/wiki/Network_address_translation
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Point-to-Point_Protocol
https://zh.wikipedia.org/wiki/Password_authentication_protocol
http://zh.wikipedia.org/wiki/Challenge-handshake_authentication_protocol
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Re]AMER TENKEMREE T RAGEKE.

$ sudo pon <isp_name>

$ sudo poff <isp_name>

£ 8”/usr/share/doc/ppp/README.Debian.gz”.

5.4.4 {EH wvdialconf {15 —FfER]iER PPP E43

—{ERREEMER pppd(8) HREMEARE wvdial B wvdial(1), K& pppd $1T chat(8) JRIZFEFH T ELR, wvdial
EITHESRANVA LI, AERIED pppd EITER T IRE,

EEEES1E wvdialconf BCE PPP E4RE, EEEGHAMNBETENS.

- BEESELS
. ISP {EFFH&ERTE
- ISP 21§

FERSBAERT, wvdial BESRLINERILELR T B ENAEERERIEE N,

EES Th&E

/etc/ppp/peers/wvdial wvdialconf R ETE wvdial B pppd EEEER
/etc/wvdial.conf wvdialconf EREEER

/etc/ppp/options pppd EABIEITSIE

/etc/ppp/pap-secret PAP FIEREREBEN (BLX2ER)
/etc/ppp/chap-secret CHAP RUEEIERRE &N (B &D)

Table 5.7: {§F3 wvdialconf fY PPP JE42FC BIERTIR

fRe]AMER THENEKEAREE T RAGEE.

$ sudo wvdial

$ sudo killall wvdial

£ & wvdial(1) #1 wvdial.conf(5).

5.4.5 {FF pppoeconf [ PPPOE Z X 48E 4%

BB AIRIZ IR Mt PPPoE B4R, W HIRRTIESESMEREEDIESE, BRIEKAEIE W E[ER PPPoE 2R
BcE, PPPoE R A4 LRI PPP, ECEIESHE pppoeconf BEIRAYAECE PPPoE 1E4R,

EEERAE TH,

CES Inge
/etc/ppp/peers/dsl-provider pppoeconf R ETE pppoe BY pppd EEEER
/etc/ppp/options pppd ERAFFITSIE

/etc/ppp/pap-secret
/etc/ppp/chap-secret

PAP EEREREEN (BREER)
CHAP MR E & (ERE)

Table 5.8: {883 pppoeconf i PPPoE JE4REC EFERTIFT

Re]AMER TENKEMREE T RAGEKE.



https://zh.wikipedia.org/wiki/Password_authentication_protocol
http://zh.wikipedia.org/wiki/Challenge-handshake_authentication_protocol
https://zh.wikipedia.org/wiki/Password_authentication_protocol
http://zh.wikipedia.org/wiki/Challenge-handshake_authentication_protocol
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$ sudo /sbin/ifconfig eth® up
$ sudo pon dsl-provider

$ sudo poff dsl-provider
$ sudo /sbin/ifconfig eth® down

£ 8~”/usr/share/doc/pppoeconf/README.Debian”.

5.5 {#MA ifupdown ETERBPREE (&)

Debian R4 LHIE4E TCP/IP 48E% 588, ifupdown EERFA—ELETERER, EmEMEISS,

- BIZENERS LY ENRE IP R4k, {RPJLAER resolvconf B1FEE TCP/IP 4888, RS /RIRIEIIRRAIAEREE,
(B2R% 554 ).

- BEARES LA BFRE IP B4R, RAREE resolvconf ERIBEMRA TCP/IP 4B, MRIFRIRHKEE (2R 555
).

MRFERESHEE, ELERNRERE, REEEAN, & THNNETPEIRME,

ifupdown BliE# Debian ZAHIZEMNSEMEBECEEZ, EAEHP, FfIER ifupdown FWRFENAAFNFTS L8
5 FREBEAFEREE,

5.5.1 FRGERIGSRE

ifupdown BB EBEMIETRS: ifup(8) F ifdown(8). EFIIR I EEHL"/etc/network/interfaces” L BEIE R L BHFEREE.

e BRI
ifup etho Zl:lf;iface etho” BifFft, 1£F etho FIAC B RERENEIR T @
ifdown etho Zli%@lface etho” BifzE, M etho VA FRR AR IR 7T

Table 5.9: £/ ifupdown EITEAFREENHLIIR

O

ﬂﬁ g

5 A
A NEfER ifconfig(8) # ip(8) B AMKEMHBECE T Ran < RECE —1E up ARERNE,

/EEE'
8B —E ifupdown BIFGZ,

5.5.2 letc/networklinterfaces” EZA:E;%

7E interfaces(5) 1B ETEHY”/etc/network/interfaces” B#EEi%, AEZA T EAVRIGHLIE,
M iface FEEITRYET, B FEMEE.



https://zh.wikipedia.org/wiki/Internet_Protocol_Suite
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0] ZRAR
auto <interface_name>” B LRGENENES, EXEI | < interface_name>
”allow-auto <interface_name>” = E

allow-hotplug <interface_name>”

ERORNERAE—ERRESHER, RN E

<interface_name>

»iface <config_name> ..” BIERITT

TE# <config_name> FIAHIRACE

"mapping <interface_name_glob>”
FIBEAYTT

TEF <config_name> FYEIARE R ILAD <interface_name>

“#” SRFAIARYIT

BEIE—RBR (TEIRTESE)

"\ RFHREENT

BRAEREER T 17

Table 5.10: ”/etc/network/interfaces” BERIEIFIZE

iface <config_name> <address_family> <method_name>

<optionil> <valuel>
<option2> <value2>

HIREAREKE, mapping ERBWER, (RAIUERMEBENERIERHEBEER. (BR% 565 M)

B A=
= [
f£'/etc/network/interfaces” 18, AEA—(EEBRNEEEEE 1face” fl,

5.5.3 EERPENE

ERENRGRIIER, /etc/network/interfaces” iERE THEMNEERBEKE TIERMBEAE lo, (B auto

&f).
auto lo
iface lo inet loopback

EEINEE”/etc/network/interfaces” (5 X B H— H1FE.

5.5.4 {£F DHCP H4BIRNE

BE 541 TEERMRE, £ /etc/network/interfaces” M, R TEHNRTEIEEMKRBEER, AR TEN

DHCP EBEEEF T,

allow-hotplug etho
iface eth® inet dhcp

ELi
NE

I'Hlo

5.5.5 {FFAFEE IP HUtMIABIE @

7£”/etc/network/interfaces” {EeREMENVEERE, RECEFERE IP HABRNEH, WTAR.

nux fZIOERIZ3IENE etho, allow-hotplug EI{E(E ifup BYENTE, iface {E{F ifup {£F DHCP REE




Debian 2= F 105/ 257

allow-hotplug etho
iface eth® inet static
address 192.168.11.100
netmask 255.255.255.0
gateway 192.168.11.1
dns-domain example.com
dns-nameservers 192.168.11.1
& Linux 0 M&8I2] etho, allow-hotplug Ei{EfE ifup BENNE, iface Ei{EfE ifup EHEEE IP REEENME,
B8, BRERTENREE.
- EIF4E 1P HutEEE: 192.168.11.0-192.168.11.255
. BEZSAY IP thlt: 192.168.11.1
- ERSHY 1P Hbht: 192.168.11.100
« resolvconf : B%&5
- i§%&: “example.com”

« DNS {A]fR28AY IP thik: 192.168.11.1

E resolvconf 88 5% %M, DNS HEEMEE, EERTEMNARNFI4E"/etc/resolv.conf”,

nameserver 192.168.11.1
domain example.com

NIy
FA7E L EGIFHERY 1P Hott, FEREFRY, MESRAERARICERZ P i,

5.5.6 HEIFEIFGEMTEEE

42 LAN (78 WLAN) IRARIENMELTELR, FHAER IEEE 802.11 {Z#E £ IEIZ RS B SRR IEE N,

B|IEN EEEZNH miEES, BEVELE, ERIEM—LHER D NEEER. N ELERKRTEERZNZ
ANBENE—, B?F#EJ HBE—HEAE, REANAEZOEEE), % ethl, wlan®, ath0, wifi@ -

B
wmasterQ EEFTRE, EEEREHI mac80211 Linux API 8, SoftMAC {ERI—EANZIRRE,

B8R - EFERLEN WLAN R,
BERRZE AR 77 B R E RV EAR IR 2 FTBR S,

5.5.7 {£FH WPAIWPA2 HHEZE S48\

REZEZLH wpasupplicant E12R3Z1E WLAN {EF#7H WPA/WPA2.
{53 DHCP HBR4R R IF4HELR, "/etc/network/interfaces” IEEMNIGEHEER TEMNNERE

allow-hotplug ath®

iface ath® inet dhcp

wpa-ssid homezone

# hexadecimal psk is encoded from a plaintext passphrase

wpa-psk 000102030405060708090a0b0c0d0e0f101112131415161718191alblcldlelf

28”/usr/share/doc/wpasupplicant/README.modes.gz”.



https://zh.wikipedia.org/wiki/Wireless_LAN
https://zh.wikipedia.org/wiki/IEEE_802.11
http://linuxwireless.org/
https://zh.wikipedia.org/wiki/SoftMAC
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
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HEES EX BT

NWID Network ID gg%l égj%g;;;g )ZW
(E)SSID (Extended) Service Set Identifier ﬁ%g%ﬁg 5(3/3581) f;ng%?;Zé’ t:;f JI}];)EE
WEP, (WEP2) Wired Equivalent Privacy Egﬁoéﬁgémf;—z_ﬁggé %LL (128 41
WPA Wi-Fi Protected Access iiﬁi??ﬁﬁ?ﬁkgﬂﬁ

WPA2 Wi-Fi Protected Access 2 ?:3-%\71;1;& %?H%Wm%m 802.111),

Table 5.11: WLAN 4FESE5513%

5.5.8 {£FH WEP HWELZRIFENE

REEREK wireless-tools BRZIFER WEP BREIEHE, (FENHEEFRNBHEFRTERINAERAZ SRS,
B2 BT, )

@ NIy

iR WEP BIREE CMHEERE, PICAREMAREE,

allow-hotplug ethe

iface eth® inet dhcp
wireless-essid Home

wireless-keyl 0123-4567-89ab-cdef
wireless-key2 12345678
wireless-key3 s:password
wireless-defaultkey 2
wireless-keymode open

2B8~”/usr/share/doc/wireless-tools/README.Debian”.

5.5.9 PPP E4

MBEERZAINEALE PPPER (B RS 543 ). A%, R TEMNAN4ARFE—E PPP 4 E pppo 1E1“/etc/network/in
ERENIZE.

iface ppp@ inet ppp
provider <isp_name>

5.5.10 F—7f& PPP E4Z
(REBRZNNERCEBIFER wdial B —7F8 PPPEE (REE 544 ). K&, BRTEANARLE—@

PPP #E pppo &0 “/etc/network/interfaces” IEEEMIZE.

iface ppp0 inet wvdial



https://zh.wikipedia.org/wiki/WaveLAN
https://zh.wikipedia.org/wiki/Service_set_identifier
https://zh.wikipedia.org/wiki/Wireless_access_point
https://zh.wikipedia.org/wiki/IEEE_802.11
https://zh.wikipedia.org/wiki/Wired_Equivalent_Privacy
https://zh.wikipedia.org/wiki/Wi-Fi_Protected_Access
https://zh.wikipedia.org/wiki/IEEE_802.11i
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
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5.5.11 PPPoOE E4%

£/ PPPoE EIHEGFRIEIGHEMER, REER 2SR PPPoE BREERA (BRE 545 1) A%, HTE
#7545 55 —1E PPPoE 88 etho il “/etc/network/interfaces” {#EEEIIRE.

allow-hotplug etho
iface eth@® inet manual
pre-up /sbhin/ifconfig eth@ up
up ifup ppp0O=dsl
down ifdown ppp0O=dsl
post-down /sbin/ifconfig eth® down
# The following is used internally only
iface dsl inet ppp
provider dsl-provider

5.5.12 ifupdown #BI&EC EAREE

»/etc/network/run/ifstate” #EERFEF TH ifupdown BB EIENERIFABNEENAEIR N EHIEIEE, B
REZERRZ, BE ifupdown RHZBIRHILEHIMEIREMBEENE, »/etc/network/run/ifstate” IERMAZIE
BB AIKE,

INRE —EABEZ N HERY ifconfig(8) Ar LML BM T IFHRI—1T, BEMAEELER IPV4 HEH—EB5ER.
inet addr:192.168.11.2 Bcast:192.168.11.255 Mask:255.255.255.0

=z
EE

EIHELRE PPPOE MZ AMBEE, ifconfig(8) mv < AVE L B2 RK LEAITF,

5.5.13 ‘HIREHFECEEE

RSB ERRENTE, N etho B, (RN EE S A”sudo ifdown eth0” SFSREIBIE. BHg”/etc/network/run/ifst;
EREEBIR etho f£B., WNR etho ZENRBRBEERE, SUIEMA, EEGSBENHIR—LHREHN, 25
ALb, HIEEMEFERETTF, TEMABERITEBEIRE, BEREBELTSN, )

(RIRET IR EEE R EIENE etho , EE”/etc/network/interfaces” IEENAE,
9R18, {REILAfEA”sudo ifup ethe” %<, EFRYA etho,

VN
{RET ARG BERY 11T sudo ifdown eth@;sudo ifup eth0” R¥JTA(LEXEFHVIAILARIRN M@,

5.5.14 ifupdown-extra £l
ifupdown-extra BRHE VAR ELREEL, F ifupdown B—BEH.

« network-test(1) A3 L BESATE shell #EA,
- HENESIERMITE—E ifup MITRIS S,

network-test SELIBRIEMEN BTN BEBRBEENKEG S P REMLR,
BHENESIEREE” /etc/network/*/ ” W IT T EAIIRIE,



https://zh.wikipedia.org/wiki/IPv4
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. InEEIRREIER

- IBEER IP MUHERA

- ¥&”/etc/network/routes” NEE, B RMAFREREB
- IREHRIFEREE AP UEIE

« f£7/var/log/syslog” {EEEETIFER

A BREERNEERRRRNBEREEEEERA.

N
ifupdown-extra BB ENILITARHE /etc/default/network-test” RECE. SHBEEMLIGE, SiEIE—24
RIRNENEE, AAELIESHEE —LAFRIREE ARP &78.

5.6 fEF ifupdown FISPE4EREEE (&)

ifupdown X386, ERAHSMAE, HINEEMEEMBLHES 5.5 TAEIRIANE,
BIAMEEENELINERTEEN, K, ARMBENBEER, TP MEREBELES NERIRA,

AV
MRIFAEESEIBE 5.5 HWENENEMERER, ERATEHMNEN, RRSEMISHEEZSIERIER,

5.6.1 ifplugd Exg2
ifplugd EEEIR—EEMBEERREETR, EEENTIEZNFER, RRTEE PC FiiG I NBEREMRRE,
WNRIRE L EE NetworkManager 3 Wicd (2R % 5.2 1), MAREEEEEE,

EEEREAHIT—EERETEIZF (daemon ) R E auto 5§ allow-hotplug FIINEE (R RE 5.10), WRAENAERREL
B E,

ZRUBIEERR(ER ifplugd BREEEL, LWl etho, F5E FH,

1. fifR”/etc/network/interfaces” £ EHAVEN: “auto etho” 8”allow-hotplug ethe”.
2. {RE”/etc/network/interfaces” ##J&0: “iface eth® inet ..” #”mapping ..”.

3. it ifplugd BREEE.

4. #M17’sudo dpkg-reconfigure ifplugd”.

5. 1B etho fE4” A ifplugd EIRAVERREARAE £

RE, MBRGEEENHAEHMEET.

- ERMERNEIRERENBRE, TEFAEECKEBC.

- PERRENATE, RBE R DHCP F305ME,
- BBEEE IPv4 AN EARSHIBENMA (2R%E 5512 ).

- BIRZKMERAER, RUENNES,



https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/NetworkManager
https://zh.wikipedia.org/wiki/Wicd_(Linux_Network_Manager)
https://zh.wikipedia.org/wiki/Daemon_(computer_software)

Debian 2= F 109 / 257

« ERIE KRR RIEN — ERESRE, AR E B R,
« AR KEBLRIER, N EEHFBIRIRE T RIED,

’R
ifplugd(8) AR RIS I BAELNRREHITR, LLAIMEREEN EAVERT.

5.6.2 ifmetric X828

ifmetric EREEEUFEFRPIRELIBIBLERREEIRMES(E, BIER DHCP NIRHEEE,
THERE etho NEME, FHES wlano MTEMERT, BNEE,
1. &8 ifmetric BREEE,

2. f£7/etc/network/interfaces” 8, EIN—{T’metric 07, BREMIE iface etho® inet dhcp”iEfT
T,

3. f£7/etc/network/interfaces” &, EI—fT metric 1”7, BREME iface wlan® inet dhcp”iE
17T mE.

metric 0 B ERSRMELIEF, BE:RE, XK metic BEREREMWBRBELIEF, BEERIR metric EHEE
RN IP HidE, AR ARIBEEH, 28 ifmetric(8),

5.6.3 EEMTEHE
BEVEZAMANEENREAFERREN IP UM SEREBNE, SEMNEN, BERIENEmELTILEIP 7
4 LEansR, RAE—E4BLREIER IP bt EEEE web THE, SRR EHE—EER,

BEG T, ERMABETENER.

- REH FMBEZKENTEREZAPERE (RIS EIEIRHEE ).
« AR SR ERHEREIABPR AR EE N AN = 4R,

- EIFBEER T 192.168.0.x/24.

« {REMIIMIENE etho {EF DHCP 1R4tHY 1P Hoht 3B LR 4BFR4EER,

« fREVEMER 192.168.0. 1 {EARGMEERENE etho: 0 AL,

”/etc/network/interfaces” 8 FEIVEIEC B {RAVAEEL.

iface eth® inet dhcp
metric 0

iface eth®:0 inet static
address 192.168.0.1
netmask 255.255.255.0
network 192.168.0.0

metric 1
VAV
fEIAEEECESF, M(FA netfilter/iptables (2R% 5.9 17) BUAFRRHULERIR (NAT), BES945 R BE(EAARS

NHENEEHARERENIREE, BERRE, RBEEIENAIGEN. REZER 2 RYIRMEE T NAT
REEAHFEEREL S, REANLEIHERESE.



https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Network_address_translation
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5.6.4 SfEGFSEE

ifupdown BXES BB IH SIEAFIRECE, FRAREERIMNERNER. FERAOMEEF ifup(8) LA interfaces(5) B
%Z:IEO

man FHEHE AR iMEE TEXFNIF B

u TIo, etho, Linux %0 EFRF (ER udev
YRR E = RETES <interface_name> HEHl)
NN 4ok configl, config2, £”/etc/network/interfaces”
EHETEE R E & <config_name> EERE iface WREFE

Table 5.12: #IRIEBENEEIIR

3 551 PENERFEREESS, TEPHRIEERRIZHILAE"/etc/network/interfaces” 8 iface EifY4E
BAER.

SRR ER LA TEMNARER /etc/network/inter faces” IR E BN BERNE R,

3

wme B’IE

ifup ethe=configl fEAECE configl RERENAEER/TE etho

ifdown eth®=configl fEFECE configl FARAEER T E etho

ifup etho £ mapping ENi%i=0Y etho ECERENAERNE
ifdown etho A mapping ENRER etho ECERFRAARN @

Table 5.13: ifupdown SFEAEREER L IR

5.6.5 ¥1IRET mapping stanza

ATBREM, FHMIESE 552 HEZMEMIE /etc/network/interfaces” #2# mapping &,

mapping <interface_name_glob>
script <script_name>

map <script_inputil>

map <script_input2>

map ...

1545 /etc/network/interfaces R EMH T —ESFEHN, FILABENEZEHRIESHE <script_name> E&ERY
&,

ERMRIRHE T ERIENIT,

$ sudo ifup etho

E”<interface_name_glob>” [LEg”etho”, SEFITIBEZEMIT FTEHMNGSREEE etho,

$ sudo ifup eth@=$(echo -e ’<script_inputl> \n <script_input2> \n ...’ | <script_name> eth0 <«

)

B, ” map” {5 AITRELEMN ] AEER,

=z
R

mapping E1 TERIILECAET, E(UAR shell iR LE, (BR%E 1.5.6 ).
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5.6.6 FENRIAILIRERECE

ST RNFAELERERETETFHER, MBREKE 5513 THRPEER “/etc/network/interfaces” &

%O
HRTEEEMFAEREEE, (FEEXE “/etc/network/interfaces” {EEFR G T EIEEN —(EEBIVE,
auto 1lo

iface lo inet loopback
iface configl inet dhcp

iface config2 inet static
address 192.168.11.100
netmask 255.255.255.0
gateway 192.168.11.1
dns-domain example.com
dns-nameservers 192.168.11.1

iface pppoe inet manual

pre-up /sbin/ifconfig eth® up

up ifup ppp6=dsl

down ifdown pppO=dsl

post-down /sbin/ifconfig eth® down

# The following is used internally only
iface dsl inet ppp
provider dsl-provider

iface pots inet ppp
provider provider

fmER, iface RERMA MIREERBMARARTE HE T ERME, H5%, 125 auto B allow-hotplug &i%R
RIESHEEENEIENE etho,
RE, (REJCALIRAARECE T,

@@ DHCP A3{RAY PC BENZIEIAE, (Fr]bAEIR Foe< R MMAREERE (EBENEREM ) configl 15
ERMERRNE (YIENE ) etho,

$ sudo ifup eth®=configl
Password:

etho NEISRIRL, B DHCP IEEIELRE| T [EIFHAE,
$ sudo ifdown eth®=configl

ethe 77 B BRI Ef fE R A 4R,

EHMIBIEEFRE P F(REY PC BENZIEIFHAE, RoIlB@ TGS HMBAREERTRE config2 EEMBENE
etho,

$ sudo ifup eth®=config2

FARY etho N, (FHAFEE P BN FHEIEIFHME, R dns-* SHEEEINSIBERE “/etc/resolv.conf” A
B, MREET resolvconf, “/etc/resolv.conf’ EERFEIE,

$ sudo ifdown eth®=config2
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etho 77 EfH /X FAR L Ef 5 = IS ARE 4R,

EHAIAGIREY PC #BENZI PPPOE fElARZ3HY BB-modem LAY —{EIE, {Re]RAEIR F7as<RIRMAAHRECE RM pppoe
B EREER N E etho,

$ sudo ifup eth®=pppoe

etho NEIERIRL, H PPPoE FEE EZELRE ISP,
$ sudo ifdown eth@=pppoe

etho 7 E X FER L ERFE LR,

EF MG REY PC BENRIERA POTS #1 modem AU E, MIEEIFHAIZK BB-modem, R7]LAIEE T3 as< FRHABRE
B2 pppo IBEMEENTE etho,

$ sudo ifup pppO=pots

FARY pppo NE, M{ER PPP EARZIAFRABEL,
$ sudo ifdown pppO=pots

BARA pppo 7 E Ik IR 48R,
{RIESZIBE “/etc/network/run/ifstate” X, 18 ifupdown RMAERTAERE ENIIREE,

5 A
25

MRIFEZSEHEBNE, (RATEFERE eth*, ppp* FHREHF.

5.6.7 ifupdown R&AHIIESTS

ifupdown RAEEEFITREE “/etc/network/*/” HHIESHE, MESEERIZEEHIGIESTS.

IRIBEE ESTAEE

“$IFACE” EEFRMENYERZRE (TE38)
“$LOGICAL” BEEFRNEEERZRE (BEEEE)
”$ADDRFAM” T HEAY <address_family>

“$METHOD” 7 EHAY <method_name> (B840 “static” )

MERZ ifup FITHY, BMESR “start”; WRZE ifdown FITHY,

$MODE BB “stop”

——— TR "$MODE”, (BB EMETIES, KA % pre-up. post-up.
pre-down # post -down PEER

"$VERBOSITY” BRRABEMT “--verbose™; BA1, BA0

»$PATH” "E?}E" B . . ) .
®:“/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/

"$IF_<OPTION>" fiifR iface EHMNMEEEIEE

Table 5.14: ifupdown R4 {BIERIRIEEE]

B, 53— BRSS!, "$IF_<OPTION>”, @EHENEIERZF <optionl> F <option2> FIEIN"SIF_~ 3R, IBF
BERARETE, $PERBERATIR, ZREFBHFNFIT.
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B

<address_family>, <method_name>, <option1> [l <option2> FJiRBH, /2R 552 7,

ifupdown-extra EXi28 (2 8% 5514 T) FHEERIEESEKIBEAEN ifupdown EXFEEAYINEE. ifmetric
HMEEE (2R 562 T) TH”/etc/network/if-up.d/ifmetric” <185, EEESHBEB"$SIF_METRIC” £
E{2RE%TE metric FRHEE{E. guessnet 2R (2 REE 5.6.8 1), IBERFEFINEERARINELR, AHEIR mapping ¥
BRHIBENERIEMERRE, SERBEHER TELRIBEE,

xE

ﬁﬁﬁa_‘”‘ia IREEEITEMCAREENTF, ﬂ'(EIL‘Mﬁ?ﬁ"/usr/share/doc/lfupdown/examples/* 21
b F$5S 8, LAK ifscheme 1 ifupdown-scripts-zg2 BEEEERIIESE. ELEEIINIIESIER IS INEE
# ifupdown—extraéﬁi guessnet MEBEMEARINGEEE. NRMETRTELLEIINESE, MESEMHLEL
ESERE R GHETE,

5.6.8 guessnet Mapping %1%

ATERESE 566 DEANFTRIERE, MoJUERES 565 DHRAEMMEE, BENRIZEMIESIERE
{TEC E 4B,

guessnet EEEEIRHAY guessnet-ifupdown(8) <%, BWERFHEALIMRIESHS, MR MENIELERIG®E ifupdown
RER.

- &£ iface B NI B —EMREE, JIHARZEIES guessnet EIERE,

. EBEHLBIZE —(EIR B HRERM iface FABREE.

guessnet -ifupdown {EFRAVEERIE S HEF i fupdown E@ﬁﬁé‘%ﬁ]ﬂ%@ﬂﬁ?ﬁ%,Ll'iﬁfiii”/etc/network/1nterfaces”

EEMAE, TEEMEENSE, EA guessnet ;ZIEEE R EHEEIMYIRIBEEZT ifupdown RAHITHIES
iS5, #MET2 R guessnet-ifupdown(8).

JES =
E 2@ guessnet EIB{TEEE"/etc/network/interfaces” 8 HIFEF, EIB{T{FF guessnet1, guessnet2,
IEXERYFAEE, A% ifupdown BREEBIRAFFRIBITREFHER.

5.7 [RIEWEBLCE

5.7.1 Iproute2 %

Iproute? AR SRR M TENKEMEIRICELES), BERER net-tools FLEERFHY iproute? AF T EAVIFIRR,
£ 8 ip(8) #1 IPROUTE2 T EE Howto.

5.7.2 TE2HIKEHEIBIZRIE

REIR TEMNARZ2NEAKEERGS, ELHTITTNEMBLE.

BR
25 B HERECE T AMIE"/sbin/” Bk, {REIBAM&"/sbin/ifconfig” ERFERATEGSERE, HIB/sbin”
HAZE"~/ . bashrc” BRI HAV"SPATH” IRIEEEE,



http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://www.linuxfoundation.org/collaborate/workgroups/networking/net-tools
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://www.policyrouting.org/iproute2.doc.html
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ZRY net-tools #7187 iproute2 B®RIE

ifconfig(8) ip addr —{E%E LRI (1P 5K IPv6 ) HAE
route(8) ip route BARKE

arp(8) ip neigh ARP 5%, NDISC REUE B

ipmaddr ip maddr ZTEMHHE

iptunnel ip tunnel 1P [%&

nameif(8) ifrename(8) i MAC R T E A
mii-tool(8) ethtool(8) CRNPBEERTE

Table 5.15: 6B/ net-tools AR iproute2 RS EEMRE

e Bl

ifconfig RN BN ABRR T EE AR AN AL AR RE

ip addr show RN ENRYAEER T ENE AR AN B IEAR BE

route -n FAEFHIR R 2 A RER

ip route show RARFIAERETRER

arp HERERI ARP REVERHIAR

ip neigh B Ef ARP REGRFIAR

plog HE'~ ppp BE=Tsetz/7 (daemon ) HE

ping yahoo.com #B&EEyahoo. com” AR ELR

whois yahoo.com AR ENEEmE s &R r "yahoo.com”
traceroute yahoo.com R’ yahoo . com” FIESAEEER
tracepath yahoo.com IRHEE"yahoo . com” FIEFAEE4R

mtr yahoo.com IRHEE"yahoo . com” FIEAER (2R )
dig [@dns-server.com] &FH”dns-server.com” IRERFEF”example . com” IFERH
example.com [{a|mx|any}] DNS :2$%: 7a”, "mx” 8{”any” ik
iptables -L -n BREEE

netstat -a KB RRE IR

netstat -1 --inet XHEERIR

netstat -1n --tcp i TCr EXRRIR (BFRY)

dlint example.com &E:§”example.com” {J DNS zone &N

Table 5.16: KBRS TR



https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/Domain_Name_System
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5.8 4EIREL

BRANAERELCBL T AXNEE. BRMEESRERBEMYERE,

eSS mITE XA | ERBA

iftop V:8, 1:113 93 E?Em_{@knﬂn)lﬁtﬂﬁﬂ;ﬁ%; ERAER
iperf V4, 1:56 168 : 2]

ifstat V:0, [:10 55 E%ﬂh

bmon V-1, :13 140 ﬁm%ﬁﬂﬁlﬂﬁﬁﬁlﬁ
ethstatus V0, I:4 39 RRAEFREESTHNIESHE
bing V0, 1.2 71 BT RIREtE S a S Al

bwm-ng V2,117 89 /J\IEW
ethstats V0, I:1 20 KBS ETEIfR S

ipfm V:0, 1.0 78 JFEIE

Table 5.17: 43FRBIL T BEYIR

5.8.1 Ki&fE MTU

B A{E#i 8 5T Maximum Transmission Unit (MTU) BY{EEESDIEIEAN”-M do” EIEHY ping(8) BERRMEE, TEIEM 1500
fIsT4a (E5L IP+ICMP B3R, & 28 iTAERRTS ) K/\FIREY ICMP &, RiLH IP A7 FRIERAKE RN,

EHTFAEF

$ ping -c 1 -s $((1500-28)) -M do www.debian.org
PING www.debian.org (194.109.137.218) 1472(1500) bytes of data.
From 192.168.11.2 icmp_seqg=1 Frag needed and DF set (mtu = 1454)

--- www.debian.org ping statistics ---

0 packets transmitted, O received, +1 errors

£ 1454 XE 1500

BRI A 1454 ping(8) BIN T .

EE@TER 88 MTU (PMTU) 2538 (RFC1191) , tracepath(8) #5< AE%H B ENSE LS E,

N

LE#IZIF, PMTU BER 1454, ERIFTRICHEEIFRME, FAT IEFLE#@WRN Asynchronous Transfer
Mode (ATM) % fth IR B EF48ES, IL(EM PPPoE fFREFin, BER PMTU EMREIRMREVIRIE, LA, ey
HERIFREEZ 1500,

HRRIRIR MTU HEAEE
PESEELR (IP: PPP) 576 TEER

ZN¥3ELR (IP: DHCP S\ E&) | 1500 TEIFEEE

ZRNUBELR (IP: PPPOE) 1492 (=1500-8) PPP BEEL 2 fiz5o#HA0 PPPOE 5REP 6 fii T/l

ZRNUEERR (ISP B84 ATM,
IP: DHCP EX[EE IP)
ZRNELR (ISP BE:: ATM, IP:
PPPOE)

TEEHEER: 18 AT AHIEE, 8 il
“H SAR E (7%5f: SAR & ATM Hm%n] )
£ H”Optimal MTU configuration for PPPoE
ADSL Connections” 3R 7 i@ EA[RIE

1462 (=48*31-18-8)

1454 (=48*31-8-18-8)

Table 5.18: JfE MTU {EIEARIES| 5%
R TELERIIES|HiEIN, (HEESHETEMEN.



http://packages.debian.org/sid/iftop
http://qa.debian.org/popcon.php?package=iftop
http://packages.qa.debian.org/i/iftop.html
http://packages.debian.org/sid/iperf
http://qa.debian.org/popcon.php?package=iperf
http://packages.qa.debian.org/i/iperf.html
http://packages.debian.org/sid/ifstat
http://qa.debian.org/popcon.php?package=ifstat
http://packages.qa.debian.org/i/ifstat.html
http://packages.debian.org/sid/bmon
http://qa.debian.org/popcon.php?package=bmon
http://packages.qa.debian.org/b/bmon.html
http://packages.debian.org/sid/ethstatus
http://qa.debian.org/popcon.php?package=ethstatus
http://packages.qa.debian.org/e/ethstatus.html
http://packages.debian.org/sid/bing
http://qa.debian.org/popcon.php?package=bing
http://packages.qa.debian.org/b/bing.html
http://packages.debian.org/sid/bwm-ng
http://qa.debian.org/popcon.php?package=bwm-ng
http://packages.qa.debian.org/b/bwm-ng.html
http://packages.debian.org/sid/ethstats
http://qa.debian.org/popcon.php?package=ethstats
http://packages.qa.debian.org/e/ethstats.html
http://packages.debian.org/sid/ipfm
http://qa.debian.org/popcon.php?package=ipfm
http://packages.qa.debian.org/i/ipfm.html
https://zh.wikipedia.org/wiki/Maximum_transmission_unit
https://zh.wikipedia.org/wiki/Path_MTU_discovery
http://tools.ietf.org/html/rfc1191
https://zh.wikipedia.org/wiki/異步傳輸模式
https://zh.wikipedia.org/wiki/異步傳輸模式
https://zh.wikipedia.org/wiki/Point-to-Point_Protocol_over_Ethernet
http://www.mynetwatchman.com/kb/ADSL/pppoemtu.htm
http://www.mynetwatchman.com/kb/ADSL/pppoemtu.htm
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« EREMBEAS (VPN &) WRE MTU EEE— S REE M EmIEESD,
« MTU EAEERBIBB R EEREN PMTU &,
- BiBZEHTREIFHE, &AM MTU @ LLET.

5.8.2 :%E MTU

EERBIERE MTU {8, fiEFEERAY 1500 FREF 1454.
#158 DHCP (2R % 5.54 1), REcsERA TEM AR B /etc/network/interfaces” 1€3 4 iface EIMERANY
17.
iface eth® inet dhcp
pre-up /sbin/ifconfig $IFACE mtu 1454

HIREFEREIP(B2R%E 555 M), REMERATEMNANER”/etc/network/interfaces” 12542 iface Eif8REHY

iface eth® inet static
address 192.168.11.100
netmask 255.255.255.0
gateway 192.168.11.1

mtu 1454

dns-domain example.com
dns-nameservers 192.168.11.1

HIRERE PPPoE (2 REE 5.4.5 1), {REEs9ER TEN A RNEIR/etc/ppp/peers/dsl-provider” #”mtu” t8EE
#917.

mtu 1454
RRS R KN (MSS) BAHIN—TEEEBK/NEITiE, MSS Fl MTU KRR,

« ¥152 IPv4, MSS =MTU - 40
« ¥5% IPv6, MSS = MTU - 60

EE
EJ? iptables(8) (2R % 5.9 1) KBk, 8E%9EI® MSS REBMEE A/, IRHEREHE MMS, 2R iptables(8)
BJ"TCPMSS” .

5.8.3 WAN TCP &1t

TCP - E849:E @A EE TCP BEHm /NS EBREARML, HIRKXKXIEENSILELFR WAN, 7£”TCP Tuning Guide”
F"TCP tuning” B BHEA. ZIEHFIALE, ER/T Debian FEERERE BESRITHIARFEIFFRAY 1G bps AT F LAN ELR,

5.9 Netfilter 43818 ;EHESS

Netfilter /3 Linux 0 #8480 (2R 58 3.3.1 ) {2t ARRERA AGiE F0 4AR8 1ttt 8845 (NAT) 128,

netfilter EEAIEREEFEINR iptables(8). fREEME shell F T RZFTNAVECE netfilter, {EFT iptables-save(8) ff#1FE BIAARE,
ERMRERET, BB init 3HLHEMEI iptables-restore(8) K Vk1E,

1& shorewall BRI EEINFESBEEMNEEEEZLSERBE,
£ B hutp://www.netfilter.org/documentation/ RIS (84 7E”/usr/share/doc/iptables/html/” {EEAIH).



https://zh.wikipedia.org/wiki/Virtual_private_network
https://zh.wikipedia.org/wiki/Maximum_segment_size
http://dsd.lbl.gov/TCP-tuning/
https://zh.wikipedia.org/wiki/TCP_tuning
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Linux_kernel
https://zh.wikipedia.org/wiki/Stateful_firewall
https://zh.wikipedia.org/wiki/Network_address_translation
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Shorewall
http://www.netfilter.org/documentation/
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e ATE NI L

iptables V:259,1:995 | 1517 | netfilter &2 T H (iptables(8) F}? IPv4, ip6tables(8) FIiR IPv6)
arptables V:0, .2 84 netfilter ZIE 1 & (arptables(8) Fii% ARP)

ebtables V:37,1:60 351 netfilter EI£ 1 H (ebtables(8) IR Z X 48f8)

iptstate V0, I:5 116 FEMEER netfilter FARE (F0 top(1) FEN)

shorewall-init V:0, I:0 76 Shoreline FHNTE ¥I351E

shorewall V6, I:15 2429 | Shoreline 5 K&, netfilter At & i@ 28 £ A% 25

shorewall-Iite | V:0, 1.0 75 Shoreline [5 K&, netfilter B & fe 22 2 by, 28 (Fa G AR)
shorewall6 V-0, I:2 778 Shoreline B KHE, netfilter BC B & 2= £ At 2 (IPv6 M)
shorewall6-lite |y, 1, 73| Shoreline By A4S, netfilter EEBARIEARLSE (IPv6, KEHIER)

+ Linux Networking-concepts HOWTO

 Linux 2.4 Packet Filtering HOWTO

* Linux 2.4 NAT HOWTO

Table 5.19: FiNAET B3R

=N

HEIAIELE

=X

=4 Linux 2.4 BiY,iptables(8) &< # netfilter ¥ /IO INEEERBESNTE Linux2.6 F1 3.x #ZILRIIEIR.



http://packages.debian.org/sid/iptables
http://qa.debian.org/popcon.php?package=iptables
http://packages.qa.debian.org/i/iptables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/arptables
http://qa.debian.org/popcon.php?package=arptables
http://packages.qa.debian.org/a/arptables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/ebtables
http://qa.debian.org/popcon.php?package=ebtables
http://packages.qa.debian.org/e/ebtables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iptstate
http://qa.debian.org/popcon.php?package=iptstate
http://packages.qa.debian.org/i/iptstate.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall-init
http://qa.debian.org/popcon.php?package=shorewall-init
http://packages.qa.debian.org/s/shorewall-init.html
https://zh.wikipedia.org/wiki/Shorewall
http://packages.debian.org/sid/shorewall
http://qa.debian.org/popcon.php?package=shorewall
http://packages.qa.debian.org/s/shorewall.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall-lite
http://qa.debian.org/popcon.php?package=shorewall-lite
http://packages.qa.debian.org/s/shorewall-lite.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall6
http://qa.debian.org/popcon.php?package=shorewall6
http://packages.qa.debian.org/s/shorewall6.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall6-lite
http://qa.debian.org/popcon.php?package=shorewall6-lite
http://packages.qa.debian.org/s/shorewall6-lite.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://www.netfilter.org/documentation/HOWTO/networking-concepts-HOWTO.html
http://www.netfilter.org/documentation/HOWTO/packet-filtering-HOWTO.html
http://www.netfilter.org/documentation/HOWTO/NAT-HOWTO.html
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Chapter 6

n\l_.| EI:I lﬁ §

BIAEMIERR (2005 5 B), Re]AITEIEHEIRER,

BN

HHIRRY Debian AR EMRFERIRREHEE, FFE Debian BEIE 8 FM——HEERRME,

D ne.

EER 2013 F 221 Debian 7.0 (Wheezy) 4REH), FIUERNSEAEZS1B

6.1 FERNESE

B2 EERERRER

, ERBXFEmRE (HTTP) SEERAE,

0Es RITE I B2 255
chromium V:73,1:153 131494| X Chromium, ( KB Google FIFHE A E s )
] o —_ Firefox, ( 3RE Mozilla BIBHR2IE&E 28, {E1E Debian
firefox V:17,1:31 155475| @ £ Unstable EHETFS )
firefox-esr V:278,1:441 | 106906 [&@E Firefox ESR ( Firefox LR ZIBARZAS )
. ] ' — HEHIZ[Y Mozilla Firefox ( Debian 9 R ZE R & H
iceweasel V:130, [:275 | 234 E % Firefox 02 )
epiphany-browser y.; .3, 1480 | Bt GNOME, #8% HIG, Epiphany
konqueror V23, 111 20672 | @E KDE, Konqueror
dillo V0, I:5 1500 | EE Dillo, ( Eh% FLTK FIEEE402E 28 )
w3m V:184, 1605 | 2301 | X=F w3m
Iynx V:30, 1:107 1903 | BEE Lynx
elinks V:17,1:31 1583 El= ELinks
1inks V:20, 1:45 2123 | @E Links ( ZEXF )
Iinks2 V2, 1:17 5366 | B& Links (28 X FIEHIEE R )

Table 6.1: 4 E2IE

LIRS



https://www.debian.org/doc/manuals/debian-handbook/network-infrastructure
https://zh.wikipedia.org/wiki/Web_Browsers
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://packages.debian.org/sid/chromium
http://qa.debian.org/popcon.php?package=chromium
http://packages.qa.debian.org/c/chromium.html
https://zh.wikipedia.org/wiki/Chromium
http://packages.debian.org/sid/firefox
http://qa.debian.org/popcon.php?package=firefox
http://packages.qa.debian.org/f/firefox.html
https://zh.wikipedia.org/wiki/Firefox
http://packages.debian.org/sid/firefox-esr
http://qa.debian.org/popcon.php?package=firefox-esr
http://packages.qa.debian.org/f/firefox-esr.html
https://zh.wikipedia.org/wiki/Firefox#.E5.BB.B6.E9.95.B7.E6.94.AF.E6.8F.B4.E7.89.88.E6.9C.AC
http://packages.debian.org/sid/iceweasel
http://qa.debian.org/popcon.php?package=iceweasel
http://packages.qa.debian.org/i/iceweasel.html
https://zh.wikipedia.org/wiki/Mozilla_Corporation_software_rebranded_by_the_Debian_project
https://zh.wikipedia.org/wiki/Mozilla_Firefox
http://packages.debian.org/sid/epiphany-browser
http://qa.debian.org/popcon.php?package=epiphany-browser
http://packages.qa.debian.org/e/epiphany-browser.html
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/Human_interface_guidelines
https://zh.wikipedia.org/wiki/Epiphany_(browser)
http://packages.debian.org/sid/konqueror
http://qa.debian.org/popcon.php?package=konqueror
http://packages.qa.debian.org/k/konqueror.html
https://zh.wikipedia.org/wiki/KDE
https://zh.wikipedia.org/wiki/Konqueror
http://packages.debian.org/sid/dillo
http://qa.debian.org/popcon.php?package=dillo
http://packages.qa.debian.org/d/dillo.html
https://zh.wikipedia.org/wiki/Dillo
https://zh.wikipedia.org/wiki/FLTK
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon.php?package=w3m
http://packages.qa.debian.org/w/w3m.html
https://zh.wikipedia.org/wiki/W3m
http://packages.debian.org/sid/lynx
http://qa.debian.org/popcon.php?package=lynx
http://packages.qa.debian.org/l/lynx.html
https://zh.wikipedia.org/wiki/Lynx_(web_browser)
http://packages.debian.org/sid/elinks
http://qa.debian.org/popcon.php?package=elinks
http://packages.qa.debian.org/e/elinks.html
https://zh.wikipedia.org/wiki/ELinks
http://packages.debian.org/sid/links
http://qa.debian.org/popcon.php?package=links
http://packages.qa.debian.org/l/links.html
https://zh.wikipedia.org/wiki/Links_(web_browser)
http://packages.debian.org/sid/links2
http://qa.debian.org/popcon.php?package=links2
http://packages.qa.debian.org/l/links2.html
https://zh.wikipedia.org/wiki/Links_(web_browser)
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6.1.1 BEERE
LR, (ReJLAMEMA T H4554%E URL REDTTINERE,

+ “about:”

» ”about:config”

« ”about:plugins”

Debian 24t 77E main {2REFIRME THZ EHVZIERIMINRIEE, NETUALRRIE Java (#X58F= ) # Flash, thF]
CARZIE2 MPEG., MPEG2, MPEG4, DivX., Windows Media Video (.wmv), QuickTime (.mov), MP3 (.mp3). Ogg/Vorbis

EZ. DVD, VCD &%, Debian iR (£ 1EEAEEENFETN, PILARE2R%EEE2RH contrib 3% non-free #Y non-free j2|EE 28 SMEMER
Be,

EXE] RITE K| Eig R EH

icedtea-plugin | I:23 19 main E 1% OpenJDK # IcedTea By Java ZMi

mozilla-plugin-g n]alsh 39 main E 42 Gnash 9 Flash 9Mz

flashplugin-nonfree . Z 8 Adobe Flash Player B Flash M EMEENTETN (/&
6.%, 1:98 71 contrib B 1386, amd64 )

browser-plugin-vlg, 116 | 202 | main ER VLC I538IE RSS2 125808

Table 6.2: ZIERIMIEREEEIIR

=R
EE &M LR Debian REAEERS, BIKEILAFEMAMNE, FREH “*s0” HERTEIIIMIB P

(fBIan “/usr/lib/iceweasel/plugins/”) M ERCEIET 2L,

BLRIGEEENRATERAERNERENIEFRINELR, M@ R GARERENRIEFH REBREERE, F
M, fRefAFE TEETRERESREERT (FI9 “~/.gnome2/epiphany/mozilla/epiphany/user.js” 3k
“~/.mozilla/firefox/*.default/user.js” ),

user_pref{”general.useragent.override”,”Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0) <«

II}.
14

E, fRFIEBE#A “about:config” Z| URL, WHEEEMMBERMAS, RiUELEEEEEE,

@ YN

RERNERENEFHITUTER KB Java T REIFA,

6.2 EFZRHR

VAV
NRIFABRE B E AR R E BB AR RIS, (FEZRTRE— T EEESXH,



https://zh.wikipedia.org/wiki/Java_(software_platform)
https://zh.wikipedia.org/wiki/Adobe_Flash
https://zh.wikipedia.org/wiki/MPEG-1
https://zh.wikipedia.org/wiki/MPEG-2
https://zh.wikipedia.org/wiki/MPEG-4
https://zh.wikipedia.org/wiki/DivX
https://zh.wikipedia.org/wiki/Windows_Media_Video
https://zh.wikipedia.org/wiki/QuickTime
https://zh.wikipedia.org/wiki/MP3
https://zh.wikipedia.org/wiki/Vorbis
http://packages.debian.org/sid/icedtea-plugin
http://qa.debian.org/popcon.php?package=icedtea-plugin
http://packages.qa.debian.org/i/icedtea-plugin.html
http://packages.debian.org/sid/mozilla-plugin-gnash
http://qa.debian.org/popcon.php?package=mozilla-plugin-gnash
http://packages.qa.debian.org/m/mozilla-plugin-gnash.html
http://packages.debian.org/sid/flashplugin-nonfree
http://qa.debian.org/popcon.php?package=flashplugin-nonfree
http://packages.qa.debian.org/f/flashplugin-nonfree.html
http://packages.debian.org/sid/browser-plugin-vlc
http://qa.debian.org/popcon.php?package=browser-plugin-vlc
http://packages.qa.debian.org/b/browser-plugin-vlc.html
https://zh.wikipedia.org/wiki/VLC_media_player
http://www.mozilla.org/unix/customizing.html#prefs
https://bugzilla.mozilla.org/show_bug.cgi?id=83376
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BHRRI RN TES EEH LTS ERBRENNEFIRIEDN., RN, B 3 RN ARIEER:
- BHEHAIE (MTA, 285 63 71), RARERZEEXIEFEHIEN,

- BFRIEIE (MDA, 285 66 1), REEREMI —EXHANEREERENRER.

- BHERENIE (MUA, BRBAETEHHE R, 2R% 64 ), BREMEMNGBEENEMIEDR.

JED=}
HRBLHEERERERN BRI TFIL, UTHEENFE2EXET,

6.2.1 EFEMEEE

EFEH H=ERDEN, ABEH, BHFEREBMGIEX,
SMTP A EFEH S LRI " To” F1”From” EFRILEEMF, (153 LR From” Bl th R0 MR @t ik, FI%0 From_ &

%)

EFEMHTERY To” F1”From” Eiffl, BERE EFHUEFIF L. (EXEBHBERT, EEENZRBEEFHHET—X, E
TAReRiERK, )

AT RIBIENEMER R EES, ETEHERin (MUA) S22 AEERERBEHBRES (MIME)REZERET
SRANEAFIEX.

6.2.2 IRNEMFARFSER

DT Er R AR B (RMRBZMAMAREFRNEFEN) HNEE, FSRHEESRBEREEELRN ISP IRFSEE
EFREXE 1A,

- EETHRIEN ISP EFE, [EAfc4409EERTEN (587 ) BEXEMY, W(EREfc4954EE IR ERIZMS (SMTP
REEARTR).
- NERRIAEER M PRT ISP B SRV EXENMF(EIARES) iEAR | FFRAERREY SMTP 25 IR E &M II8E T,

o R—LETTERRY SN ERABER AT ISP R URERH R ARBISMTP 25 IRAVIER EHFEMR.CERREARESRIMEERESR
HEPRARRE AR VBN RE 1P thtit 85, & SEHRPERR.)

- BRI Z BB (DKIM) FIZXEE RIKSHE (SPF) BERMRIIREBARKNEZAIRE FEHBIE,
o IR R R B ARTS FT RE B AR (RAYIEIE® smarthost BYE FEHEIX,

EREE B RRNBREIERER, (RBESRBELHIIRSG,

EIREBELARRNABIRBEIERAPRES], & Yahoo.com Il Gmail.com EHEHI B ABFRMBEEE (4 ISP 1211t T L2 MER4 AR
5, EREREZSmE (TLS) MEMRS, XEEREWZE (SSL) Mirl M 77 BB A ER 2 B LB ARTS,

o EETH Y 465 IRARFE, BIBAFAITE SSL £ SMTP (SMTPS 1#3:%).
- EEFH Y 587 IBARFAER STARTTLS thi&.
« TLS/POP3 1§ (995) = A POP3 1#:& RiZZ B4,

( : ) RRAAYIY)
EHBEEMIEE LHIT SMTP FARBREZEZIEBEFIRRTEBEIUEAREDN, EMBEBIEEHRE
48, RWZEEREN ISP EBILEME ISP 12 £AY smarthost ARFS,

ATHERLR, EETRHOXESR, HKEBE smarthost £”smtp.hostname.dom”, BE SMTP A EW B A%
BSTARTTLS tHa&IEEIXIE (587) .



https://zh.wikipedia.org/wiki/Message_transfer_agent
https://zh.wikipedia.org/wiki/Mail_delivery_agent
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/Email
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Bounce_address
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/MIME
http://tools.ietf.org/html/rfc4409
http://tools.ietf.org/html/rfc4954
https://zh.wikipedia.org/wiki/SMTP-AUTH
https://zh.wikipedia.org/wiki/SMTP-AUTH
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
https://zh.wikipedia.org/wiki/Sender_Policy_Framework
https://zh.wikipedia.org/wiki/反垃圾郵件技術
https://zh.wikipedia.org/wiki/Email_filtering
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/SMTPS
https://zh.wikipedia.org/wiki/STARTTLS
https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://zh.wikipedia.org/wiki/SMTP_Authentication
https://zh.wikipedia.org/wiki/STARTTLS
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6.2.3 T{FuaRYERHHECE SRR

REBENEFHHICER (R MUA {FiXE84 2] ISP #Y smarthost, A1 ISP B9 POP3 AR IZWNERE (2 RE 6.4
™), ERRRIMNEERITEASINEEMNE GUI 8 MUA, Il icedove(1), evolution(1) &%, MRFEEZEBEHY
BpIR@RBEF, (REZER MUA FBiRINEE. BINERIFR, At MTA (ZR%E 63 T) RFAELRMRIE (BEFX
EMEREER—EH L),

L Debion RS EAERM, DEGRE—WERE, BROHAEHES MU oo EREMTIERNL A CHBRALG
BEETHL,

BINEBHEAACE BE B A MTA {E3EE4Z ISP 89 smarthost, BEEEIEER (BRE 6.5 1) # ISP #9 POP3 {7
REFIEZEMY, WIEEGREFIIAMETE, NRESZEEIMAEMEERBBER, REZER MDA FEEINEE (2R
% 6.6 1) RBEBEHRNEBIERE, SEANNEERITEAENRKIKIBE MUA, FI90 mutt(l), mew(l) FE,
BEFEREM MUA BRI (2 RE 64 1), HRNERERER, £t MTA (2R 6.3 1) FEM smarthost $IEF
KitnigiE, RABETEILEEEMEI FQDN, {REEEARM MTA REEFBFHZEIN FBMEPHEE R EGBE,
RiEREBEILIEER (2R%E 633 1),

N
R BERERECE MUA/MDA R{ER Maildir, EREFEMFEI(FERE B sRIREGE,

6.3 EHIHICIE (MTA)

I —MRTIFIEMS, EHE@AIE MTA) WEMEER eximd-* & postfix EEE, BERMFRRE,

ERESS) TR NI L

exim4-daemon-119NL,coq 1.oo1 | 1988 | Eximd BE{EEG{LIR (MTA : Debian FEIRH0)
exim4-base V:518,1:564 | 1582 | Exim4 X (XF) fIBERAER
exim4-doc-html | L1 3477 | Exim4 X (html)

exim4-doc-info | L1 592 Exim4 X (info)

postfix V:149,1:165 | 3947 | Postfix BBFEERIE (MTA : EXM)
postfix-doc I:10 4064 | Postfix X (html+text)

sasl2-bin Vi7,1:23 410 Cyrus SASL API BIR (BIR postfix SMTP 585

cyrus-sasl2-doc | 247 | Cyrus SASL - XX#

Table 6.3: AR TFuSRI B EHEHNIZERBEERERTIR

BEMATTERRH L, eximd-* FLEHRBRERELL post fix ififT, {BiEMAEIRE postfix # Debian f3%E
FRARNiR1T. Debian fAARZZRAMER exima 1 postfix, EFHHY Debian FZEE R A5 RAINE FRUEMHRER D ATHY
HERORIASMIE MTA —FRZEID,

exim4-* MBEBRD/AMMNE, BEEE/NNLREERMIIEERENVEEE, postfix MIEERDAMAMNE,
ERNER RE BENRENSYE. EMELASTERRNXY, EEEMIE LHEERITHEN,

7£ Debian 12 REE, TS ARBNEMNAEREEEAMVE 4 (EE#R IR (MTA) RSB n]#11EIZ,
6.3.1 exim4 PECE
EFHYARLEIEI® smarthost FUABERERSE, 1RIEEZIRUN T FT/RAY (EBHh) BCE eximd - * EXE2HEL,

$ sudo /etc/init.d/exim4 stop
$ sudo dpkg-reconfigure exim4-config



https://zh.wikipedia.org/wiki/Maildir
http://packages.debian.org/sid/exim4-daemon-light
http://qa.debian.org/popcon.php?package=exim4-daemon-light
http://packages.qa.debian.org/e/exim4-daemon-light.html
http://packages.debian.org/sid/exim4-base
http://qa.debian.org/popcon.php?package=exim4-base
http://packages.qa.debian.org/e/exim4-base.html
http://packages.debian.org/sid/exim4-doc-html
http://qa.debian.org/popcon.php?package=exim4-doc-html
http://packages.qa.debian.org/e/exim4-doc-html.html
http://packages.debian.org/sid/exim4-doc-info
http://qa.debian.org/popcon.php?package=exim4-doc-info
http://packages.qa.debian.org/e/exim4-doc-info.html
http://packages.debian.org/sid/postfix
http://qa.debian.org/popcon.php?package=postfix
http://packages.qa.debian.org/p/postfix.html
http://packages.debian.org/sid/postfix-doc
http://qa.debian.org/popcon.php?package=postfix-doc
http://packages.qa.debian.org/p/postfix-doc.html
http://packages.debian.org/sid/sasl2-bin
http://qa.debian.org/popcon.php?package=sasl2-bin
http://packages.qa.debian.org/s/sasl2-bin.html
http://packages.debian.org/sid/cyrus-sasl2-doc
http://qa.debian.org/popcon.php?package=cyrus-sasl2-doc
http://packages.qa.debian.org/c/cyrus-sasl2-doc.html
http://wiki.debian.org/DefaultMTA
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ERES] ITE KV | MEEFIREEE
exim4-daemon-11N. oo 151 | 1288 | £T0aE

postfix V:149,1:165 | 3947 | £IfEE (%)
exima-daemon-heavy,q 1. 1429 | 2IkE (BF)

sendmail-bin V:12,1:13 1810 | 2INEE (NRMFRERHEART)
nullmailer V5, 1:8 423 S IHEE, /2E2'§iﬂ1§|”¢

ssmtp V:13,T:19 2 EHINEE, RERMEHEF
courier-mta V:0, I:0 2077 | FEBLINEE (web NHEF.)

masqmail V-0, I:0 337 e

esmtp V:0, 1:0 124 =

esmtp-run V:0, I:0 32 & (sendmail HBIEZEREF] esmtp)
msmtp V:2, 1.7 260 KE

msmtp-mta Vi1, L1 35 8= (sendmail HEIEZEHGZ] msmtp)

Table 6.4: Debian &3 BRI {{E ERVEMHEHIE (MTA) EEERIVTIR

R%”General type of mail configuration” %, #E$ZE”mail sent by smarthost; received via SMTP or fetchmail”,
TE”System mail name:” ZF8:%#9 FQDN (£28% 5.1.1 1),

""""”IP addresses to listen on for incoming SMTP connections:” Z¥85%AY7127.0.0.1; ::17,

”Other destinations for which mail is accepted:” JEIBEE %

”Machines to relay mail for:” JBIEEE T

sneo

5% 7E ”IP address or host name of the outgoing smarthost:” %%”smtp.hostname.dom:587”,

5% ”Hide local mail name in outgoing mail?” JBIEZ”<No>” (S EHE 6.3.3 TIHRAVAEER /etc/email -addresses”
K&

BIZA T AT RAVE A —{E 2R [E1 %5’ Keep number of DNS-queries minimal (Dial-on-Demand)?”,
« "No” WIRRMENRIEHE, RAME LT HRAERR,
« "Yes” YNREAENHVEHE, RER2 AR AR R

#&E ”Delivery method for local mail:” 3EIEZA”mbox format in /var/mail/”,

»Split configuration into small files?:” JEIE;% & <Yes>”,
BiB8iY”/etc/exim4/passwd.client” #E3, REEIIFH smarthost FIZREIRE,
$ sudo vim /etc/exim4/passwd.client

$ cat /etc/exim4/passwd.client
Asmtp. *\.hostname\.dom:username@hostname.dom:password

BiEIN T ETRABLED exim4,

$ sudo /etc/init.d/exim4 start

»/etc/exim4/passwd.client” ERPHEHBARNEZENE, MEZZRNTATRIISEEENEHE,

$ host smtp.hostname.dom
smtp.hostname.dom is an alias for smtp99.hostname.dom.
smtp99.hostname.dom has address 123.234.123.89

F1E/etc/exim4/passwd.client” IERAERIERR RN R EE B ZRRE, BIFE ISP Bl 7 BIRFTig5E A0 E
£, SMTP AUTH 22 e T 1EHY,

{REESDE RN T FT/REVFENEH exima BCE:



http://packages.debian.org/sid/exim4-daemon-light
http://qa.debian.org/popcon.php?package=exim4-daemon-light
http://packages.qa.debian.org/e/exim4-daemon-light.html
http://packages.debian.org/sid/postfix
http://qa.debian.org/popcon.php?package=postfix
http://packages.qa.debian.org/p/postfix.html
http://packages.debian.org/sid/exim4-daemon-heavy
http://qa.debian.org/popcon.php?package=exim4-daemon-heavy
http://packages.qa.debian.org/e/exim4-daemon-heavy.html
http://packages.debian.org/sid/sendmail-bin
http://qa.debian.org/popcon.php?package=sendmail-bin
http://packages.qa.debian.org/s/sendmail-bin.html
http://packages.debian.org/sid/nullmailer
http://qa.debian.org/popcon.php?package=nullmailer
http://packages.qa.debian.org/n/nullmailer.html
http://packages.debian.org/sid/ssmtp
http://qa.debian.org/popcon.php?package=ssmtp
http://packages.qa.debian.org/s/ssmtp.html
http://packages.debian.org/sid/courier-mta
http://qa.debian.org/popcon.php?package=courier-mta
http://packages.qa.debian.org/c/courier-mta.html
http://packages.debian.org/sid/masqmail
http://qa.debian.org/popcon.php?package=masqmail
http://packages.qa.debian.org/m/masqmail.html
http://packages.debian.org/sid/esmtp
http://qa.debian.org/popcon.php?package=esmtp
http://packages.qa.debian.org/e/esmtp.html
http://packages.debian.org/sid/esmtp-run
http://qa.debian.org/popcon.php?package=esmtp-run
http://packages.qa.debian.org/e/esmtp-run.html
http://packages.debian.org/sid/msmtp
http://qa.debian.org/popcon.php?package=msmtp
http://packages.qa.debian.org/m/msmtp.html
http://packages.debian.org/sid/msmtp-mta
http://qa.debian.org/popcon.php?package=msmtp-mta
http://packages.qa.debian.org/m/msmtp-mta.html
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- BHi"/etc/exim4/” BERTHY eximd EEERER.

— ##37”/etc/exim4/exim4.conf.localmacros” REEEEEFSHFENR"/etc/exima/exim4 . conf. template”
BR., (RBEDEINEE )

- 77 /etc/exim4/exim4.conf.d” FEFPEINFIERIRFECEFENER, DEINEE)

« #f7’invoke-rc.d exim4 reload” &%,

#&R:E”/usr/share/doc/exim4-base/README . Debian.gz” B $EEF] update-exim4.conf(8),

VIR
@ R debconf $ARS"Keep number of DNS-queries minimal (Dial-on-Demand)?” iS (BRI 28RS, #1Z T"No” (F8
i218), BPEERLEN eximd ERERARIN B R AEMERIRHE AN S EER DN BIRAEEE,

O

hj_-
EWEETE 587 18 L{FH STARTTLS # SMTP ##:%, ERBL ISP {NHIAEREEERN SMTPS #3:& (£ 465 18 LY
SSL) 4.77 fRALAER Exim4 ZIBEEFIR{EAREE LRIEEZE SMTPS t#iE.

s
HIAIREY ISP f25F, ERERLBMNZENREBRENLEMN,

VN
MRGBEEABRLASZSEESH — BB /etc/aliases” HAWEE MTA, IEZEERE eX|m4(8),
7£’/etc/default/exim4” 1€ E N"QUEUERUNNER="queueonly’”, "QUEUERUNNER="nodaemon’” &%,

6.3.2 #58 SASL 1 postfix I &

#1288 smarthost FABRRERY, {RIERZE SERRE postfix XIFFNEAHEMIFME.

A TheEE

postfix(1) Postfix FZHIFEX
postconf(1) Postfix ILE T B
postconf(5) Postfix BB E 5[ EX
postmap(1) Postfix BFIRAEE
postalias(1) Postfix Bl R EFEHE

Table 6.5: EEHRY postfix FMEFIR

{RIEEZARUN T F7REY (BE¥h) BCE postfix #ll sasl2-bin EREEEL

$ sudo /etc/init.d/postfix stop
$ sudo dpkg-reconfigure postfix

J24Z”Internet with smarthost”,

5% FE”SMTP relay host (blank for none):” Z”[smtp.hostname.dom] :587” Mi¥ZIN FEI/RECE.



https://zh.wikipedia.org/wiki/STARTTLS
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/SMTPS
http://www.postfix.org/documentation.html

Debian 2= F 124 | 257

sudo postconf -e ’‘smtp_sender_dependent_authentication = yes’

sudo postconf -e ’‘smtp_sasl_auth_enable = yes’

sudo postconf -e ’smtp_sasl_password_maps = hash:/etc/postfix/sasl_passwd’
sudo postconf -e ’‘smtp_sasl type = cyrus’

sudo vim /etc/postfix/sasl_passwd

&P B BB P

7 smarthost ZE 3 21518 B

$ cat /etc/postfix/sasl_passwd
[smtp.hostname.dom] :587 username:password
$ sudo postmap hush:/etc/postfix/sasl_passwd

BB T AT 7RRIELEN postfix,
$ sudo /etc/init.d/postfix start

dpkg-reconfigure & E':F'{EFHE’J”[” #0777 #07/etc/postfix/sasl_passwd” BERAEIEE MX i2iFMEE
EERIEE MR ER#E, »/usr/share/doc/postfix/html/SASL_README.html” #£HEHAY”Enabling SASL
authentication in the Postfix SMTP client” 188,

6.3.3 EHituicE

EEE-EAREAHER. REMNERAESNEMEF I EESR,

EES IhgE ER

/etc/mailname IR (9838 EEFROFERR EER Debian EFIfY, mailname(5)
/etc/email-addresses AR EMEFNEERZRE exim(8) BFIHY, eximd4-config files(5) _
/etc/postfin/generic | RRABEBENEMERE | Lo () BRN, poumap() HYRTE
/etc/aliases AnREREHFERERNRA | AR, newaliases(1) A8 S HITERE,

Table 6.6: EREM4 i HRARIEC BIERYIFR

”/etc/mailname” tEE P HY mailname BE 2B (FQDN), EELEHBAZ S WARMAL MY 1P tiht, ¥H08
BT REATRY 1P thit A FEZ AR EN T /ElL, %% mailname Z”hostname -f” B9{E, (SR exim4-* F postfix
HRELZEEMINEE, )

B

"/etc/mailname” HREIN M S IE MTA F2RX BECMMTERITA, BH nutt, 7 ~/muttrc =g
T hostname” FI"from” EBIREE mailname &, it devscrlpts EEEEMTER, 140 bts(1) 0 dch(1), EE
HIB 1S 8 8" SDEBFULLNAME” FI"$DEBEMAIL" ({ERBEE

R

popularity-contest #X §8 € — f8 LA FQDN # X BJ root BR P 1§ & H 4., R F &

& /usr/share/popularity-contest/default.conf & E H # R ® B # X #/{ T

/etc/popularlty contest.conf fEZRH A MAILFROM 1B, BEI, {REVES4 & # smarthost SMTP & Bk
22IE4E, BEELAIRERZK, ERAELLAREER MTA THZU root FHEEEXNEGESRItITL S,

EH_’,EI At Eth<FEFZFIE R cron IELSEFEAR,

Ei%E mailname Zy”hostname -f” BU{ERF, @BiB MTA BUIRER(F U EE BT LLEE YN T FTRAVRE IR,

« FABR exim4(8) HJ”/etc/email -addresses” t§3, exim4-config files(5) FME R ERANR CHMEE



https://www.debian.org/doc/debian-policy/ch-customized-programs#s-mail-transport-agents
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« FB? postfix(1) B9”/etc/postfix/generic” &3, generic(5) FMERBRANR SIS

52 postfix, ETFRIVFEINSRFENIT,

# postmap hash:/etc/postfix/generic
# postconf -e ’smtp_generic_maps = hash:/etc/postfix/generic’
# postfix reload

{REESDE BN T FREY B G BB b O &,

« exim(8) A -brw, -bf, -bF, -bv, ... iEIE
« postmap(1) A -q EIE,

"R
Exim #8 — LB RAMIER, 5140 exiggrep(8) 1 exipick(8), 28 dpkg -L exim4-base|grep man8/” RIES
IR,

6.3.4 Em MTA 121

BEE —LEMIN MTA 121F, F— o] E®iB sendmail(1) FIEBFHENHEREIR,

exim AR S postfix G55 E3EH

sendmail sendmail REF 2 \FEENE G It H L HERIE (-bm)
mailq mailq T EFEBIREMNTI D BEERTY] (-bq)
newaliases newaliases MR RIBENE (-1)

eximd -q postqueue -f SEMBEFEBH (-9

exima -qf gg?_gf‘r’ggf égsﬁ;teue | EsEmEmEDG

exim4a -qff 282533232 ; ALL; ENRIBEEEC KRG ER G

exim4 -Mg queue_id postsuper -h queue_id BIBEEFRITY] ID RIFREE

exim4 -Mrm queue_id postsuper -d queue_id BEEBEFLITI] ID RERE

N/A postsuper -d ALL BIRFTEEH

Table 6.7: Ei# MTA 12{EFIFR

B
£/etc/ppp/ip-up.d/*" BE—(EEMRIEFFBEEFNESBEREARENEE,

6.4 ERFFERAEIIE (MUA)

WNSRARETRY T Debian MHEAMERGTIR, FERAK mutt Fl mew B MUA EREREEE, FEERERR, M
W REFE LHREL B o] MRTEHAR AR TIF RIF.
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]iFe ATE KN | FEE

evolution V:40,1:280 | 440 X GUI 258 (GNOME3, groupware &)

icedove V:34, 1:109 ;Z; X GUI 23 (GNOME2, ## 7 h#HY Mozilla Thunderbird)
kmail V:44, 1:96 17211 | X GUI 25§ (KDE)

mutt V:192,1:613 | 5938 | EBAJAEE vim —EEERARNFt&infz0

mew V0, 1:0 2328 (x)emacs FRIF TR IRIZLC

Table 6.8: EHERAENRIETIR (MUA)

6.4.1 Ei MUA —Mutt

RANTARMBES"~/ .muttrc”, B vim &S EREFEERENIE (MUA) 8088 mutt,

#

# User configuration file to override /etc/Muttrc
#

# spoof source mail address

set use_from

set hostname=example.dom

set from="Name Surname <username@example.dom>"
set signature="~/.signature”

# vim: "gq” to reformat quotes
set editor="vim -c ’'set tw=72 et ft=mail’”

# "mutt” goes to Inbox, while ”"mutt -y” lists mailboxes

set mbox_type=Maildir use gmail Maildir format for creating mbox
set mbox=~/Mail keep all mail boxes in $HOME/Mail/

set spoolfile=+Inbox mail delivered to $HOME/Mail/Inbox

set record=+0utbox save fcc mail to $HOME/Mail/Outbox

set postponed=+Postponed keep postponed in $HOME/Mail/postponed

set move=no do not move Inbox items to mbox

set quit=ask-yes do not quit by ”"qg” only

set delete=yes always delete w/0 asking while exiting

set fcc_clear store fcc as non encrypted

o o H H H W HH

# Mailboxes in Maildir (automatic update)
mailboxes ‘cd ~/Mail; /bin/1ls -1|sed -e ’'s/A/+/' | tr "\n” " "!
unmailboxes Maillog *.ev-summary

## Default

#set index_format="%4C %Z %{%b %d} %-15.15L (%41l) %s"”

## Thread index with senders (collapse)

set index_format="%4C %Z %{%b %d} %-15.15n %?M? (#%03M)&(%41)? %s”

## Default

#set folder_format="%2C %t %N %F %21 %-8.8u %-8.8g %8s %d %f”
## just folder names

set folder_format="%2C %t %N %f”

I TEMNNSEN”/etc/mailcap” 5~/ . mailcap” RNEERER HTML ER4F055ER Word Bii4.

text/html; lynx -force_html %s; needsterminal;

application/msword; /usr/bin/antiword ‘%s’; copiousoutput; description="Microsoft Word Text <«

", nametemplate=%s.doc



http://packages.debian.org/sid/evolution
http://qa.debian.org/popcon.php?package=evolution
http://packages.qa.debian.org/e/evolution.html
http://packages.debian.org/sid/icedove
http://qa.debian.org/popcon.php?package=icedove
http://packages.qa.debian.org/i/icedove.html
http://packages.qa.debian.org/i/icedove.html
https://zh.wikipedia.org/wiki/Mozilla_Corporation_software_rebranded_by_the_Debian_project
https://zh.wikipedia.org/wiki/Mozilla_Thunderbird
http://packages.debian.org/sid/kmail
http://qa.debian.org/popcon.php?package=kmail
http://packages.qa.debian.org/k/kmail.html
http://packages.debian.org/sid/mutt
http://qa.debian.org/popcon.php?package=mutt
http://packages.qa.debian.org/m/mutt.html
http://packages.debian.org/sid/mew
http://qa.debian.org/popcon.php?package=mew
http://packages.qa.debian.org/m/mew.html
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R’
Mutt BEZ91EZ IMAP ZFiHF] mailbox 18 EVEE}”'%% {RE] DAMER"t", "T" SR E M. SRR B aESAER"; C”
ERRMEFEZEEER, WeTCAER"; d” R—IRIEMIFR.

6.5 ERinEFMENEEERTEHE

MARFENIMIT MUA ZEEREH L XEIEEM, (RAIRFEEEUELIAIE, ARICMBEHFEHRIESIAHL,
EREBABRRNEEERATARESHRER,

BE fetchmail(1) EA&MM % GNU/Linux AREREBHFRENSE LHRE, (FEREERSE getmail(l), INRMFEE
T T EE G ZRIIERE A RIZEDEHIEEMBERY, mailfilter ¥ mpop TEFEERBERN. FEFERAMEE G
REARER, RERREZEHDECHRZTNELEE MDA ERERHENESR, FIUNiEAEER maildrop,

eSS TATE X/ | ZRER

fetchmail V:7,1:20 2343 | ESFIRE (POP3, APOP, IMAP) (BERY)

getmail4 V:3, I:11 2;)7 R4 2 (POP3, IMAP4 #1 SDPS) (f§88., L2105
mailfilter V:0, 1:0 274 BERIRRIBEINGEREGFIRE (POP3)

mpop V:0, 1.0 222 i isZ (POP3) B BIELNEERY MDA

Table 6.9: J=EimER B R MEFRBERARENIIR

6.5.1 getmail I &

getmail(1) FYEC & fEgetmail documentationtE#iR. SRR R AFEAE LRI 2 (E POP3 1RE.
U TR RIOEII”/usr/local/bin/getmails”,

#!/bin/sh

set -e

if [ -f $HOME/.getmail/running ]; then
echo "getmail is already running ... (if not, remove $HOME/.getmail/running)” >&2
pgrep -1 "getmai[l]”
exit 1

else
echo "getmail has not been running ... ” >&2

fi

if [ -f $HOME/.getmail/stop ]; then
echo ”"do not run getmail ... (if not, remove $HOME/.getmail/stop)” >&2
exit

fi

if [ "x$1” = "x-1" ]; then
exit

fi

rcfiles="/usr/bin/getmail”

for file in $HOME/.getmail/config/* ; do
rcfiles="$rcfiles --rcfile $file”

done

date -u > $HOME/.getmail/running

eval "$rcfiles $@”

rm $HOME/.getmail/running

BINFAIRECEE,



https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
http://packages.debian.org/sid/fetchmail
http://qa.debian.org/popcon.php?package=fetchmail
http://packages.qa.debian.org/f/fetchmail.html
http://packages.debian.org/sid/getmail4
http://qa.debian.org/popcon.php?package=getmail4
http://packages.qa.debian.org/g/getmail4.html
http://packages.qa.debian.org/g/getmail4.html
http://packages.debian.org/sid/mailfilter
http://qa.debian.org/popcon.php?package=mailfilter
http://packages.qa.debian.org/m/mailfilter.html
http://packages.debian.org/sid/mpop
http://qa.debian.org/popcon.php?package=mpop
http://packages.qa.debian.org/m/mpop.html
http://pyropus.ca/software/getmail/documentation.html
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sudo chmod 755 /usr/local/bin/getmails
mkdir -m 0700 $HOME/.getmail

mkdir -m 0700 $HOME/.getmail/config
mkdir -m 0700 $HOME/.getmail/log

B B BB

I TRk &S{E POP3 BRF#17”$HOME/ . getmail/config/pop3_name” L EER,

[retriever]

type = SimplePOP3SSLRetriever
server = pop.example.com

username = pop3_name@example.com
password = <your-password>

[destination]

type = MDA_external

path = /usr/bin/maildrop
unixfrom = True

[options]

verbose = 0

delete = True

delivered_to = False

message_log = ~/.getmail/log/pop3_name.log

U FRARRIECEE.
$ chmod 0600 $HOME/.getmail/config/*

TEIEHA cron(8) 8 15 D EHIT—IX”/usr/local/bin/getmails”, @EiB#{T’sudo crontab -e -u <user_name>”
BN T B S FERERED aon B,

5,20,35,50 * * * * /usr/local/bin/getmails --quiet

N

POP3 FhRIRIRRERT BEE AN 2RE AR getmail, —EFRAVERE POP3 fRFEFIEEER /R T POPS tha&ll H EfIgvhik
BMABEHFIR]EEARIEE TR, A0, e TseERIEEWKE RETR & ill B2 B E| DELE < F =T 8EfM
BRT ERMFIE B o] gEFREE BB 2NN BB EE, RIEZBRIGERRIVIEE, BREETEMEZMARIBIEERESR
LEAREMREM. 28K "Some mail was not downloaded”,

6.5.2 fetchmail B2 &

»/etc/default/fetchmail”,”/etc/fetchmailrc” #1”$HOME/ . fetchmailrc” B] AEE & fetchmail(1),2 E”/usr/sh
FCEFIF.

6.6 HHIBIEZAVEMFIZIENIE (MDA)

ARZHMTA 2R\, P90 postfix A exim4, FR{E MDA (ERFIRIENIE), BEEBEFINTHHBIEINEER MDA,

EE procmail(1) BEARRL A GUN/Linux FRAREBIBIEESH MDA MEEIZE, /EEIREEREE maildrop(1), RNE(E
AmfEiEiEizEl, BERRFEZEREDBIEBMEEER qmail EAEHY Maildir B3R —BEFEE,



http://mail.google.com/support/bin/answer.py?answer=13291amp;topic=1555
https://zh.wikipedia.org/wiki/Maildir

Debian 2= F

e ATE NI L

procmail V:70,1:618 300 BBIEER MDA (EY)
mailagent V0, I:11 1283 | %% Perl BEESHY MDA
maildrop Vi1, 1:3 1092 | BHEBEEIEESHI MDA

6.6.

maildrop(1) B2 & 7E maildropfilter documentation FEERER, E4EHE —{ERAH"$SHOME/ .mailfilter ERMEENF.

Table 6.10: Bi@;jE2EHY MDA IR

1 maildrop B2&

# Local configuration
MAILROOT="$HOME/Mail”

# set this to /etc/mailname contents
MAILHOST="example.dom”

logfile $HOME/.maildroplog

# rules are made to override the earlier value by the later one.

# mailing list mails ?

if (
{

/NPrecedence:.*1ist/:h || /APrecedence:.*bulk/:h )

# rules for mailing list mails

# default mailbox for mails from mailing list
MAILBOX="Inbox-1list”

# default mailbox for mails from debian.org

if ( /~(Sender|Resent-From|Resent-Sender): .*debian.org/:h )

{
}

# default mailbox for mails from bugs.debian.org (BTS)
if ( /~(Sender|Resent-From|Resent-sender): .*@bugs.debian.org/:h )

{

MAILBOX="service.debian.org”

MAILBOX="bugs.debian.org”

# mailbox for each properly maintained mailing list with ”List-Id: foo” or "List-Id:
...<foo.bar>"

if ( /AList-Id: ([A<]*<)?2([~r<>]*)>?/:h )

{
MAILBOX="$MATCH2"

# rules for non-mailing list mails
# default incoming box
MAILBOX="Inbox-unusual”

# local mails

if ( /Envelope-to: .*@$MAILHOST/:h )
{

}
# html mails (99% spams)

if ( /DOCTYPE html/:b ||\
/NContent-Type: text\/html/ )

MAILBOX="Inbox-local”

{
MAILBOX="Inbox-html”

# blacklist rule for spams
if ( /AX-Advertisement/:h ||\



http://packages.debian.org/sid/procmail
http://qa.debian.org/popcon.php?package=procmail
http://packages.qa.debian.org/p/procmail.html
http://packages.debian.org/sid/mailagent
http://qa.debian.org/popcon.php?package=mailagent
http://packages.qa.debian.org/m/mailagent.html
http://packages.debian.org/sid/maildrop
http://qa.debian.org/popcon.php?package=maildrop
http://packages.qa.debian.org/m/maildrop.html
http://www.courier-mta.org/maildrop/maildropfilter.html
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/ASubject:.*BUSINESS PROPOSAL/:h ||\

/ASubject:.*URGENT.*ASISSTANCE/:h ||\

/ASubject: *I NEED YOUR ASSISTANCE/:h )
{

}

# whitelist rule for normal mails

if ( /AFrom: .*@debian.org/:h ||\
/N (Sender |Resent-From|Resent-Sender): .*debian.org/:h ||\
/ASubject: .*(debian|bug|PATCH)/:h )

MAILBOX="Inbox-trash”

MAILBOX="Inbox"

# whiltelist rule for BTS related mails
if ( /ASubject: .*Bug#.*/:h ||\

/N(To|Cc): .*@bugs.debian.org/:h )
{

}

# whitelist rule for getmails cron mails
if ( /ASubject: Cron .*getmails/:h )

{

}

MAILBOX="bugs.debian.org”

MAILBOX="Inbox-getmails”

}

# check existance of $MAILBOX

‘test -d $MAILROOT/$MAILBOX’

if ( $RETURNCODE == 1 )

{
# create maildir mailbox for $MAILBOX
‘maildirmake $MAILROOT/$MAILBOX’

}

# deliver to maildir $MAILBOX

to "$MAILROOT/$MAILBOX/”

exit

Z25
@ & procmail, maildrop AEBEENEINIAFELN maildir Bik, {R4ZERAI{ER maildirmake(1) FE)iE
SIEf, EU"$HOME/ .mailfilter” 5l FERIBREE,

6.6.2 procmail i2&

iE# B —{@& procmail(1) BJ”$HOME/ . procmailrc” {ERMIEUER EFIF,

MAILDIR=$HOME/Maildir

DEFAULT=$MAILDIR/Inbox/

LOGFILE=$MAILDIR/Maillog

# clearly bad looking mails: drop them into X-trash and exit
10

* 1A@ AX-Advertisement

* 1A@ NSubject:.*BUSINESS PROPOSAL

* 1A0 ASubject:.*URGENT.*ASISSTANCE

* 1A0 ASubject: *I NEED YOUR ASSISTANCE

X-trash/

# Delivering mailinglist messages
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10
* 1AQ APrecedence:.*list

* 170 APrecedence:.*bulk

* 1NAQ AList-

* 1A@ AX-Distribution:.*bulk
{

10

* 17A0 AReturn-path:.*debian-devel-admin@debian.or.jp
jp-debian-devel/

10
* NResent-Sender.*debian-user-request@lists.debian.org
debian-user/

10
* AResent-Sender.*debian-devel-request@lists.debian.org
debian-devel/

HIO)
* AResent-Sender.*debian-announce-request@lists.debian.org
debian-announce

10
mailing-list/

}

10
Inbox/

6.6.3 EF#%IE mbox AR
MNRMMIKRBIFEL M 7 A H procmail(1) kBLT, REEMR”/var/mail/<username>” B $FFENILIEEEZIZK B i%

THEDEIFHNENET. REFBEZRE[MUAER, RITUTHSL,

# /etc/init.d/${MAILDAEMON} stop
# formail -s procmail </var/mail/<username>
# /etc/init.d/${MAILDAEMON} start

6.7 POP3/IIMAP4 ]33

MRBEEREE LT —EFEEREE, REZEENIT POP3/IMAP4 EIARZE, AREEHRIEHMAEEFin,

]i4e mAITE A/ | FREL BLE B B

courier-pop Vi3, 1:5 239 | POP3 gg)‘mer BLFHEIRES - POP3 fIHRER (5 maildir 1
Cyrus-popad V:0, 1:0 147 POP3 Cyrus BEZR &R (nin% POP3) -
courier-imap V6, 1.7 544 IMAP ?é’;é;er HHEIARES - IMAP fAfRES (R maildir
cyrus-imapd V0, .1 332 IMAP Cyrus B R4 (3% IMAP)

Table 6.11: POP3/IMAP4 {3 R 22713



https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
http://packages.debian.org/sid/courier-pop
http://qa.debian.org/popcon.php?package=courier-pop
http://packages.qa.debian.org/c/courier-pop.html
http://packages.debian.org/sid/cyrus-pop3d
http://qa.debian.org/popcon.php?package=cyrus-pop3d
http://packages.qa.debian.org/c/cyrus-pop3d.html
http://packages.debian.org/sid/courier-imap
http://qa.debian.org/popcon.php?package=courier-imap
http://packages.qa.debian.org/c/courier-imap.html
http://packages.debian.org/sid/cyrus-imapd
http://qa.debian.org/popcon.php?package=cyrus-imapd
http://packages.qa.debian.org/c/cyrus-imapd.html

Debian 2= F 132 /257

6.8 JIENARFEFILE

FEER/IEE Unix R4, BSD Line printer daemon {TENRIEIEETE BIF%E, HUL, 3 Unix R, BEHEERNGE
5l ENER A8 TV 2 PostScript, 2T 822071 ENFIIE PostScript ENFRI%, FTE G —LLiBIE SR R 470 Ghostscript —B{EF,
L2k, Common UNIX Printing System i@ UNIX FIEJZ %% (CUPS) 2FAVEEIEEE, CUPS {#H Internet Printing Protocol
HAFR4BRRSIENAEE (IPP). IPP IRE R HEFERM, W Windows XP Fll Mac OS X, 18, EERKEMMMMAHE
EEEENINBETEERIRIENNSEEIRE,

Debian 4 LR E AR MIZETENE R X2 PostScript (PS) , ER—EEHIAES, PS RAMBE R HXE
Ghostscript PostScript HiEas REMAFERENREITIENNER, 285 1141 T.

FEA CUPS AMMERENRBEEHELES, SENGEXEMENE 1pr <, HREEHENIIENGL, (&
CUPS &, 1pr BEZ@IBEE cups-bsd EXRERLZRIERN)

Debian R#AH —LAEEAERIE B AR IIENRRFSAIERIIENTA,

]FE TATE NE: an BH
1lpr V:7,1:8 324 printer (515) | BSD Ipr/lpd (AR ENRIEE ETETZF daemon)
Iprng Vi1, L1 3852 | EE ,, ((258)
cups V:250, [:441 | 764 IPP (631) TAREAARRSIEN CUPS {AIARSE
F3iR CUPS B9 System V ENZRIE &R 2 Ip(1), Ipstat(1),
cups-client V:67, 1:496 473 Eills Ipoptions(1), cancel(1), Ipmove(8), Ipinfo(8),
Ipadmin(8), ---
AN AN,
cups-bsd V37,1424 | 115 =1 FAhS CUPS BJ BSD ENZFRERZ: Ipr(1), Ipq(1),
Iprm(1), Ipc(8)
printer-driver-QWSBITS | sg1 | AR | cups EIRME

Table 6.12: FENRRFEFN T B 5T

N
{RET LAEIRAEY web j2IEE 22 :5R9 http://localhost:631/” REZE CUPS R4k,

6.9 ARz RimanfEFTE (SSH)

Secure SHell (SSH) 2 E4548_ L) L2848 75 1. 7E Debian ¥ , 5 — @0 OpenSSH R % E SSH hk 4, 7£ openssh-client
#0 openssh-server 84&,

48 mITE XN | IR AR

openssh-client | V:822,1:995 | 4147 | ssh(1) SSH EFim

openssh-server | V:684,1:811 | 870 sshd(8) SSH ARF%im

ssh-askpass-full s&Be{ai\ 42 ssh-askpass- £5 R B FIE 89 A BB ssh-add (GNOME2)
fullscreen(1)

ssh-askpass V:3, 1:42 101 ssh- R {ERE A ZENER ssh-add (plain X)
askpass(1)

Table 6.13: fa]fkZ5:=imznMAEM TREYIR

VAV
WMERIRRY SSH ZIEEFEREARE, 2R% 4.7.3 75,



https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
https://zh.wikipedia.org/wiki/Internet_Printing_Protocol
https://zh.wikipedia.org/wiki/Internet_Printing_Protocol
https://zh.wikipedia.org/wiki/PostScript
http://packages.debian.org/sid/lpr
http://qa.debian.org/popcon.php?package=lpr
http://packages.qa.debian.org/l/lpr.html
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
http://packages.debian.org/sid/lprng
http://qa.debian.org/popcon.php?package=lprng
http://packages.qa.debian.org/l/lprng.html
http://packages.debian.org/sid/cups
http://qa.debian.org/popcon.php?package=cups
http://packages.qa.debian.org/c/cups.html
http://packages.debian.org/sid/cups-client
http://qa.debian.org/popcon.php?package=cups-client
http://packages.qa.debian.org/c/cups-client.html
https://zh.wikipedia.org/wiki/System_V_printing_system
http://packages.debian.org/sid/cups-bsd
http://qa.debian.org/popcon.php?package=cups-bsd
http://packages.qa.debian.org/c/cups-bsd.html
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
http://packages.debian.org/sid/printer-driver-gutenprint
http://qa.debian.org/popcon.php?package=printer-driver-gutenprint
http://packages.qa.debian.org/p/printer-driver-gutenprint.html
http://localhost:631/
https://zh.wikipedia.org/wiki/Secure_Shell
http://www.openssh.org/
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon.php?package=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon.php?package=openssh-server
http://packages.qa.debian.org/o/openssh-server.html
http://packages.debian.org/sid/ssh-askpass-fullscreen
http://qa.debian.org/popcon.php?package=ssh-askpass-fullscreen
http://packages.qa.debian.org/s/ssh-askpass-fullscreen.html
http://packages.debian.org/sid/ssh-askpass
http://qa.debian.org/popcon.php?package=ssh-askpass
http://packages.qa.debian.org/s/ssh-askpass.html
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VN N
FBfEMA screen(l) X RKFE RN shell EFERVER EFE (BRE 9.1 1),
6.9.1 SSH Ef#
Zz[]%?f?% T OpenSSH ARF%, "/etc/ssh/sshd_not_to_be_run” IBRFIE,
SSH BEm{ERE R,

SSH 3% SSH /= an BH
SSH-1 "RSAAuthentication” E}L RSA B ’FE’?E %WE
_ , ) . .rhosts”
EL RhostsAuthentication )
— . > S RERET
Eill= "RhostsRSAAuthentication” rh*(g%;]cs) 2 RSA ZHEHER
EE “ChallengeResponseAuthentication? RSA BER-ESRE
[ E ”PasswordAuthentication” ERZ RS
SSH-2 “PubkeyAuthentication” ER BN EAER G
_ ., i S ”~/.rhosts” or”/etc/hosts.equiv”
Eill= HostbasedAuthentication (B S NS MR ( BEF )
EE “ChallengeResponseAuthentication] E&t-[EE n..,\ni‘
B E “PasswordAuthentication” A

Table 6.14: SSH R E BRI A IR

AV

NRIREMA—EIE Debian I HR4E,

wVDEREEARE,

AET2 R”/usr/share/doc/ssh/README
THRWBLEEESR,

.Debian.gz?”, ssh(1), sshd(8), ssh-agent(1), and ssh-keygen(1).

EEESR

FCEfER A

/etc/ssh/ssh_config

SSH EFimtaak, 2R ssh_config(5)

/etc/ssh/sshd_config

SSH 75 im 7858, 2 R’ sshd_config(5)

~/.ssh/authorized_keys ZRPEZIEEERES EMNEFinlERAIITE:R SSH A&
~/.ssh/identity {EFAZEM SSH-1 RSA FA58
~/.ssh/id_rsa {EA&ERY SSH-2 RSA FLi8
~/.ssh/id_dsa {EA&ERY SSH-2 DSA FAi&

Table 6.15: SSH FCBERYIR

N

2 H ssh-keygen(1), ssh-add(1) 1 ssh-agent(1) 3R T fB/Ef{ER SSH A\ #@FNFAE,
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| i
F|}9|I

ARRIERIERERE. BIEIREERNELR, ERAssh -v".

BR
& eI LAMER"ssh-keygen -p” INEZR SR NNZAH SSH FAHE.

B
{RA]LATE"~/ . ssh/authorized_keys” {244 1& B 1EI0:EIE R R G EHFNBMITIFEM TGRS, METFES R sshd(8).

= FinRYEN —{& ssh(1) ZE4R.

i A

ssh (TR R

username@hostname.domain.ext

ssh -v R .
z R

username@hostname.domain.ext BRI TR

ssh -1

S&%I{E A SSH 1 hRAEL

username@hostname.domain.ext
ssh -1 -o RSAAuthentication=no
-1 username hostname.domain.ext
ssh -0
PreferredAuthentications=password SSH?2 fr7s, 3&{EHZES
-1 username hostname.domain.ext

SSH 1 hR#A<, 3&fHlfEFRAZNS

Table 6.16: SSH & FimEIFI T3+

MRAMARIGER, ERARKIERAERMR, (RPIUSEEA usernane@”. BMEEAMIIR IR E MR R EIER
EHRM, (REILAMER"~/ . ssh/config” REMEE A EAE BTE. E5L Debian Alioth {EfR28, EARF®&”foo-guest”,
{RETLAZ&RE>~/ . ssh/config” B TENNEA,

Host alioth.debian.org svn.debian.org git.debian.org
User foo-guest

EHAE A& K, ssh(1) THEELL telnet(1) BB EBE L. & telnet &%, ssh BLAEEBE telnet FIRHFTT
(VIPATERE R CTRL-) BHELE

6.9.2 SMTP/POP3 [i#iEHiBEEE

B ssh By —EESENEEELS, % localhost A9 4025 182 remote-server B9 25 18, Mifff localhost B9
4110 182 remote-server #9110 i%, nar‘mff%%ﬂu‘finw.

# ssh -q -L 4025:remote-server:25 4110:remote-server:110 username@remote-server

iEREHEF AN SMTP/POP3 RIS ELMN L L % ERIFEM” /etc/ssh/sshd_config” 838 E”AllowTcpForwar
RB&"yes”.

6.9.3 ZEWEIMELR

fEF”RSAAuthentication” (SSH-1 #3:%) =k ’PubkeyAuthentication” (SSH-2 #3:&), AMIR] A& RiDIERIRER
REIZRLS.



http://alioth.debian.org/
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ERIRA LA /etc/ssh/sshd_config” 18,8 EMHERIKE, "RSAAuthentication yes” 3(’PubkeyAuthenticatit
yesuo

TEARH AR IZ R, WEENBIRIGRL.
« "RSAAuthentication”: SSH-1 ] RSA key (REZ:&EER, BABKEE)

$ ssh-keygen
$ cat .ssh/identity.pub | ssh useril@remote "cat - >>.ssh/authorized_keys”

» "PubkeyAuthentication”: SSH-2 fJ RSA key

$ ssh-keygen -t rsa
$ cat .ssh/id_rsa.pub | ssh userl@remote "cat - >>.ssh/authorized_keys”

« "PubkeyAuthentication”: SSH-2 i DSA key(RE:%, EAIE.)

$ ssh-keygen -t dsa
$ cat .ssh/id_dsa.pub | ssh useril@remote ”cat - >>.ssh/authorized_keys”

VN
8 SSH-2 § DSA key @&, [EA key B/ BIE, HIR RSA BERELZLIBEN, 2 BIEMBER DSA RIEA
#38 RSA ERIMERRSIEHE, DSA R Digital Signature Algorithm, EEE, EIIF2RE DSA-1571-1.

==

% 7T iF'HostbasedAuthentication” 7 SSH-2 T # 17, ff W B R B A ¥ R 7 %
* #/etc/ssh/sshd_config” 1 &® F #/etc/ssh/ssh_config” g~ /.ssh/conflg"
fJ"HostbasedAuthentication” EEE&"yes”,

6.9.4 [RFIEHTE SSH EFiH

HeTE L EREM SSH EF iR,

R % SSH 723\

Windows puTTY (http://www.chiark.greenend.org.uk/~sgtatham/putty/) (GPL)
Windows (cygwin) cygwin f£HY SSH (http://www.cygwin.com/) (GPL)

Macintosh 38 macSSH (http://www.macssh.com/) (GPL)

Mac OS X OpenSSH; 48 IREF &M ssh (GPL)

Table 6.17: EEFE LR E SSH ZEFIHIIFT

6.9.5 JE37 ssh LB

FZIERIRE(RR) SSH BEFABRL M, WMRTEZBRE, A ssh-keygen -p” Ri&E,

}EH/J\E’J’\?“(I:EZZD »~/.ssh/id_rsa.pub”) MEiRiFE#R"~/ . ssh/authorized_keys”, EfEiRimEMER L
HEAERZBBRNESR SR,



https://zh.wikipedia.org/wiki/Digital_Signature_Algorithm
https://www.debian.org/security/2008/dsa-1571
https://zh.wikipedia.org/wiki/Secure_Shell
http://www.chiark.greenend.org.uk/~sgtatham/putty/
http://www.cygwin.com/
http://www.macssh.com/
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$ ssh-agent bash

$ ssh-add ~/.ssh/id_rsa

Enter passphrase for /home/<username>/.ssh/id_rsa:

Identity added: /home/<username>/.ssh/id_rsa (/home/<username>/.ssh/id_rsa)

REENTER T RNGS, MTABFEES.

$ scp foo <username>@remote.host:foo

D &4k ssh RKIBEEE,

#1R X fRF5u%, W@FE Y Debian ENE S EFEARIZEFHIT ssh-agent, FILMRRBEE#HIT—IX ssh-add, E—
FHIERN, #5688 ssh-agent(1) F1 ssh-add(1).

6.9.6 /ElxiEi@ SSH BRI

{REIAEF at(1) &< (B R%E 9.3.13 ) 2K{k SSH KinmiE{R:& shutdown -h now” (2R%E 1.1.8 1) iFBTE,

# echo ”"shutdown -h now” | at now

7E screen(1) (2 R5 9.1 1) E:E@#1T7’shutdown -h now”, BB IN—EHERMERENER.

6.9.7 SSH &YfEHIE

MRIFBRIEE, RERBEERNFFIRILA"- v’ RIEHIT ssh,
NR(RR root BRF, WHEERBME, ER”-p” BIE; Er] B RER 1 —1023 ZERIARFHIE.

MR ssh ERINEREHRRAFIETF, EHHRRAREESHIBFNER, FTREEERREEZRNE
T”host_key”. EHERIEEIFENE, It B2 B AR BERARBNERZRFTRETIRER, fRe] BAEERME ~/ . ssh/known_hos
EMFR"host_key” IR B REMEFTELR,

6.10 HEMHRERRTS

EEEHERRERRT.

0Es RITE KA | & Bz

telnetd V0, I:3 103 TELNET TELNET ARF%
telnetd-ssl V-0, 1.0 154 El= TELNET AR#% ( £3E SSL)
nfs-kernel-servery.,; 1.g; 322 | NFS Unix {8 =

samba V:112,1:189 | 10994 | SMB Windows f2RFNFIETHE
netatalk V:2,1:5 3923 | ATP Apple/Mac tTEEFFIENHZ (AppleTalk)
proftpd-basic V:34, 1:42 4406 | FTP BRARE NH

apache2 V:232,1:351 | 583 HTTP i web {Z]ARES

squid V:13,1:16 7093 | BEE 1B web RIEfA]ARES
squid3 V:12, 1:18 162 ERs EE

bind9 V:55, 1:80 1891 | DNS HEF#/ 1p HBHE
isc-dhcp-server |y, 1.6 | 1389 | DHCP EEIHESH IP it

Table 6.18: EE4HI&EARTETIR

BRERAIRIER R % iR5E (CIFS) FIERFSFN SR (SMB) t7iE—1%, #HHXER Windows E;ZfEA,



http://packages.debian.org/sid/telnetd
http://qa.debian.org/popcon.php?package=telnetd
http://packages.qa.debian.org/t/telnetd.html
https://zh.wikipedia.org/wiki/TELNET
http://packages.debian.org/sid/telnetd-ssl
http://qa.debian.org/popcon.php?package=telnetd-ssl
http://packages.qa.debian.org/t/telnetd-ssl.html
http://packages.debian.org/sid/nfs-kernel-server
http://qa.debian.org/popcon.php?package=nfs-kernel-server
http://packages.qa.debian.org/n/nfs-kernel-server.html
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://packages.debian.org/sid/samba
http://qa.debian.org/popcon.php?package=samba
http://packages.qa.debian.org/s/samba.html
https://zh.wikipedia.org/wiki/Server_Message_Block
http://packages.debian.org/sid/netatalk
http://qa.debian.org/popcon.php?package=netatalk
http://packages.qa.debian.org/n/netatalk.html
https://zh.wikipedia.org/wiki/AppleTalk
http://packages.debian.org/sid/proftpd-basic
http://qa.debian.org/popcon.php?package=proftpd-basic
http://packages.qa.debian.org/p/proftpd-basic.html
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/apache2
http://qa.debian.org/popcon.php?package=apache2
http://packages.qa.debian.org/a/apache2.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://packages.debian.org/sid/squid
http://qa.debian.org/popcon.php?package=squid
http://packages.qa.debian.org/s/squid.html
https://zh.wikipedia.org/wiki/Proxy_server
http://packages.debian.org/sid/squid3
http://qa.debian.org/popcon.php?package=squid3
http://packages.qa.debian.org/s/squid3.html
http://packages.debian.org/sid/bind9
http://qa.debian.org/popcon.php?package=bind9
http://packages.qa.debian.org/b/bind9.html
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/isc-dhcp-server
http://qa.debian.org/popcon.php?package=isc-dhcp-server
http://packages.qa.debian.org/i/isc-dhcp-server.html
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Server_Message_Block
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PN

2R% 452 TRBRRES,

N

FHRBMBATEE B DNS RIFRH.

5% DHCP ENRE D ECHIEHE IP thit, EIRE DNS

isc-dhcp-server I F#E/FHT, Debian wiki # DDNS B B ER.

R’

£/ squid ZHERINRIBEARES,

HfERA Debian X ERIEEFHIRRFARZEAELL, EHAEEHEIEE.,

BESH{EF bind9 #1

6.11 HEHRERZEFIH
EERHTCHEREREFIH,
EJXESI) RITE PN ThiE B
netcat [:34 16 TCP/IP TCP/IP IR T ET]
openssl V:794,1:990 | 1303 | SSL ZLERTE (SSL) T EMFFIERENn=Z TR
stunnel4 V:4,1:18 461 ENs TEFH SSL F5E
telnet V:69, 1:908 157 TELNET TELNET EFif
telnet-ssl Vi1, 1.6 208 El= TELNET ARF% ( 28 SSL)
nfs-common V:328,1:600 | 722 NFS Unix 822
smbclient V:20, 1:213 1706 SMB EX Windows IERFNFETREEEFim
cifs-utils V:36, 1:122 230 & E RimMEX Windows fE R AR B S BEIR L RS
ftp V:32,1:602 | 132 FTP FTP EF I
1ftp V:6, [:41 2198 | @EE Sl
ncftp V:4,1:29 1506 | AE Z£R FIP EFim
wget V:351, 1:998 | 3104 E_g P Al web FETH
curl V:117,1:452 | 376 El= B E
axel V0, 1:6 186 EE TEINEES
aria2 V2, 1:17 4557 =k BitTorrent #0 Metalink X3 ERY T & i0EES
bind9-host V:452,1:949 | 171 DNS 7K HE bind9 A9 host(1), "Priority: standard”
dnsutils V:74,1:721 440 Ell= KR bind B9 dig(1), "Priority: standard”
isc-dhep-client |y 99 1968 | 650 | DHCP F&15 1P thiik
Idap-utils V:18,1:78 680 LDAP K LDAP lRFBEREHN
Table 6.19: AR ERAZEFiRdIR
/, = [~ =
6.12 ZR#RIEETEIZF (daemon) F2f

telnet IZXNEESNF LERIRREBRETEIZF (daemon ), WIETTIZER,
AlERAE pOP3 BRFS, EA FEAVRIE
$ telnet mail.ispname.net pop3

4> ISP 12 {#f TLS/SSL JIZEAIPOP3 fRFE, A THIRE, REERZ telnet-ssl B IE TLS/SSL A telnet &
}Eunﬁ, 3}, openssl BREEEL,



https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Dynamic_DNS
http://wiki.debian.org/DDNS
http://packages.debian.org/sid/netcat
http://qa.debian.org/popcon.php?package=netcat
http://packages.qa.debian.org/n/netcat.html
https://zh.wikipedia.org/wiki/TCP/IP
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon.php?package=openssl
http://packages.qa.debian.org/o/openssl.html
https://zh.wikipedia.org/wiki/Transport_Layer_Security
http://packages.debian.org/sid/stunnel4
http://qa.debian.org/popcon.php?package=stunnel4
http://packages.qa.debian.org/s/stunnel4.html
http://packages.debian.org/sid/telnet
http://qa.debian.org/popcon.php?package=telnet
http://packages.qa.debian.org/t/telnet.html
https://zh.wikipedia.org/wiki/TELNET
http://packages.debian.org/sid/telnet-ssl
http://qa.debian.org/popcon.php?package=telnet-ssl
http://packages.qa.debian.org/t/telnet-ssl.html
http://packages.debian.org/sid/nfs-common
http://qa.debian.org/popcon.php?package=nfs-common
http://packages.qa.debian.org/n/nfs-common.html
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://packages.debian.org/sid/smbclient
http://qa.debian.org/popcon.php?package=smbclient
http://packages.qa.debian.org/s/smbclient.html
https://zh.wikipedia.org/wiki/Server_Message_Block
http://packages.debian.org/sid/cifs-utils
http://qa.debian.org/popcon.php?package=cifs-utils
http://packages.qa.debian.org/c/cifs-utils.html
http://packages.debian.org/sid/ftp
http://qa.debian.org/popcon.php?package=ftp
http://packages.qa.debian.org/f/ftp.html
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/lftp
http://qa.debian.org/popcon.php?package=lftp
http://packages.qa.debian.org/l/lftp.html
http://packages.debian.org/sid/ncftp
http://qa.debian.org/popcon.php?package=ncftp
http://packages.qa.debian.org/n/ncftp.html
http://packages.debian.org/sid/wget
http://qa.debian.org/popcon.php?package=wget
http://packages.qa.debian.org/w/wget.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/curl
http://qa.debian.org/popcon.php?package=curl
http://packages.qa.debian.org/c/curl.html
http://packages.debian.org/sid/axel
http://qa.debian.org/popcon.php?package=axel
http://packages.qa.debian.org/a/axel.html
http://packages.debian.org/sid/aria2
http://qa.debian.org/popcon.php?package=aria2
http://packages.qa.debian.org/a/aria2.html
https://zh.wikipedia.org/wiki/BitTorrent_(協議)
https://zh.wikipedia.org/wiki/Metalink
http://packages.debian.org/sid/bind9-host
http://qa.debian.org/popcon.php?package=bind9-host
http://packages.qa.debian.org/b/bind9-host.html
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/dnsutils
http://qa.debian.org/popcon.php?package=dnsutils
http://packages.qa.debian.org/d/dnsutils.html
http://packages.debian.org/sid/isc-dhcp-client
http://qa.debian.org/popcon.php?package=isc-dhcp-client
http://packages.qa.debian.org/i/isc-dhcp-client.html
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
http://packages.debian.org/sid/ldap-utils
http://qa.debian.org/popcon.php?package=ldap-utils
http://packages.qa.debian.org/l/ldap-utils.html
https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Post_Office_Protocol
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$ telnet -z ssl pop.gmail.com 995
$ openssl s_client -connect pop.gmail.com:995

THEHAM RFCs Rt B—(ERRKREBETEIEF (daemon ) FTEEAIENGE,

RFC SREE

rfc1939 F0 rfc2449 POP3 RT3

1fc3501 IMAP4 RF%

1fc2821 (rfc821) SMTP BR7%

rfc2822 (rfc822) MAERERER

fc2045 ZHEHEGEAREFREARESR (MIME)
1fc819 DNS ARF%

1fc2616 HTTP AR¥%

fc2396 URI €&

Table 6.20: F H RFC 3R

f£7/etc/services” ¥, WA TIRAE.



http://www.ietf.org/rfc.html
http://tools.ietf.org/html/rfc1939
http://tools.ietf.org/html/rfc2449
https://zh.wikipedia.org/wiki/Post_Office_Protocol
http://tools.ietf.org/html/rfc3501
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
http://tools.ietf.org/html/rfc2821
http://tools.ietf.org/html/rfc821
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
http://tools.ietf.org/html/rfc2822
http://tools.ietf.org/html/rfc822
http://tools.ietf.org/html/rfc2045
https://zh.wikipedia.org/wiki/MIME
http://tools.ietf.org/html/rfc819
https://zh.wikipedia.org/wiki/Domain_Name_System
http://tools.ietf.org/html/rfc2616
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://tools.ietf.org/html/rfc2396
https://zh.wikipedia.org/wiki/Uniform_Resource_Identifier
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Chapter 7

X HBEZRG

D 2

Debian LAY X 1RERMAEN X.Org BIRIAHE,

RER 2013 F 2R Debian 7.0 (Wheezy) &R, FTUNERNBIEEES

7.1 FAEERREE

ERE-LARESTEN (7T) KL,

(7o) WiEE RITE NI
XE., —@EXERRE. —RIFEUAR—EEREN X TR

Xorg 1:503 52 TE (T#HEa)

XServer-xorg V:109, 1:544 | 238 X A RBNEHEFRERE

xbase-clients .53 46 B2 X EFin (7TEER)

x11-common V:390, 1:801 | 305 X RERRNIERE R R ERRE

xorg-docs .7 2032 | X.Org REBEGFNEREXH

menu V:111,1:285 | 1435 SIEFEERERZER Debian BE

gksu V:41, 1:259 289 su(1) 2k sudo(8) B Gtk+ i

menu-xdg V:34,1:139 76 7% Debian IEEZBHEIRZ freedesktop.org xdg =R 4518
xdg-utils V260, 1:564 | 325 freedesktop.org RN B S KHIRIREA LHE
task-gnome-desktpp,q; 6 2% GNOME SEEH (THEE)
task-kde-desktop g 6 | #ilKDE SEES (THEE)
task-xfce-desktop, ., 6 Xfce IWEMEEIRIE (THER)
task-Ixde-desktopy,, 6 | LXDE SEMREESE (THED)

fluxbox V2, .12 3860 | Fluxbox: RIECEESEHERHERN X RESIEas

Table 7.1: X {R SRR (7T ) BREERLTIZR

BARY X EREAN:E, s52% X(7) 1 the LDP XWindow-User-HOWTO,



https://zh.wikipedia.org/wiki/X_Window_System
http://www.x.org/
http://packages.debian.org/sid/xorg
http://qa.debian.org/popcon.php?package=xorg
http://packages.qa.debian.org/x/xorg.html
http://packages.debian.org/sid/xserver-xorg
http://qa.debian.org/popcon.php?package=xserver-xorg
http://packages.qa.debian.org/x/xserver-xorg.html
http://packages.debian.org/sid/xbase-clients
http://qa.debian.org/popcon.php?package=xbase-clients
http://packages.qa.debian.org/x/xbase-clients.html
http://packages.debian.org/sid/x11-common
http://qa.debian.org/popcon.php?package=x11-common
http://packages.qa.debian.org/x/x11-common.html
http://packages.debian.org/sid/xorg-docs
http://qa.debian.org/popcon.php?package=xorg-docs
http://packages.qa.debian.org/x/xorg-docs.html
http://packages.debian.org/sid/menu
http://qa.debian.org/popcon.php?package=menu
http://packages.qa.debian.org/m/menu.html
http://packages.debian.org/sid/gksu
http://qa.debian.org/popcon.php?package=gksu
http://packages.qa.debian.org/g/gksu.html
http://packages.debian.org/sid/menu-xdg
http://qa.debian.org/popcon.php?package=menu-xdg
http://packages.qa.debian.org/m/menu-xdg.html
https://zh.wikipedia.org/wiki/Freedesktop.org
http://packages.debian.org/sid/xdg-utils
http://qa.debian.org/popcon.php?package=xdg-utils
http://packages.qa.debian.org/x/xdg-utils.html
https://zh.wikipedia.org/wiki/Freedesktop.org
http://packages.debian.org/sid/task-gnome-desktop
http://qa.debian.org/popcon.php?package=task-gnome-desktop
http://packages.qa.debian.org/t/task-gnome-desktop.html
https://zh.wikipedia.org/wiki/GNOME
http://packages.debian.org/sid/task-kde-desktop
http://qa.debian.org/popcon.php?package=task-kde-desktop
http://packages.qa.debian.org/t/task-kde-desktop.html
https://zh.wikipedia.org/wiki/KDE
http://packages.debian.org/sid/task-xfce-desktop
http://qa.debian.org/popcon.php?package=task-xfce-desktop
http://packages.qa.debian.org/t/task-xfce-desktop.html
https://zh.wikipedia.org/wiki/Xfce
http://packages.debian.org/sid/task-lxde-desktop
http://qa.debian.org/popcon.php?package=task-lxde-desktop
http://packages.qa.debian.org/t/task-lxde-desktop.html
https://zh.wikipedia.org/wiki/LXDE
http://packages.debian.org/sid/fluxbox
http://qa.debian.org/popcon.php?package=fluxbox
http://packages.qa.debian.org/f/fluxbox.html
https://zh.wikipedia.org/wiki/Fluxbox
https://zh.wikipedia.org/wiki/X_window_manager
http://www.tldp.org/HOWTO/XWindow-User-HOWTO.html
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7.2 ERERMEIRIE

— B KRERE BER—E X HEEER. —(ARREERN—ERTNERRENESTMN,
{REESHTE aptitude MEFRE TLXREHMWKREIRIE, 90 GNOME, KDE, Xfce Bi# LXDE,

=R

£ Debian unstable/testing T, EFEE MR HVIKEABKAERNE L., EEREIFRT, LFEIVER
1Z aptitude(8) EFHEE FIIHM—LE (JT) 8. EEUHEE (T) BEE, Ry BEEIRLRHRBIEFEIRF
RUERREEL, ®REMRE MR

REIAFEN R B —(E X REZIEEE, U0 Fluxbox,
FAR X RESERMREIRIENN4E, 28R Window Managers for X,
7.2.1 Debian #EE

Debian ZE R menu B2 R A B update-menus(l) XFM X BRRET —EEBEN T, SEFHESEH DTG
EMEEERLTHESR “/usr/share/menu/” Bi%, 28 “/usr/share/menu/README”,

7.2.2 Freedesktop.org iEE

E BB Freedesktop.org xdg SEEMEF LB ZAZH" * . desktop” IREAIREE R LR /usr/share/applications/’
F & Freedesktop.org IZEMIRN REIREEMNAEMNENFER xdg-utils REEEMEE LR /usr/share/doc/>

7.2.3 {# Freedesktop.org JEEF| Debian 1EE&

A T 1181, Freedesktop.org IBEBEHREE IR RIRIE (U0 GNOME #1 KDE ) s5R{E4 Y Debian :EE, {RBELTHE
menu-xdg EREEEL,

7.3 {ElfkzEIFFinkE%

X Window R 4RERIRFEFNEZ Fini2 L RIA S IKRREN. 581, server T client HIZFEFEH local 7 remote [& 535K,

il 5
X AR CERTE R E LIRS
” — R TE R LR
X &P L
FEFITRt (FIIREE éﬁﬁ%ﬁgm
ERAESEERE —EREAN TR IR, R T EENE R EE,

Table 7.2: {@liRES/E FimtsE

BA X ARBABMIT HELERBEAENG , MAMNKT X ERHEEAHZCIEEETEN. ERGE THEE
BEERRY Xlib I2FEIEIEE, B T AREZRIEIEINEE.



https://zh.wikipedia.org/wiki/Desktop_environment
https://zh.wikipedia.org/wiki/X_window_manager
https://zh.wikipedia.org/wiki/Desktop_environment
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/KDE
https://zh.wikipedia.org/wiki/Xfce
https://zh.wikipedia.org/wiki/LXDE
https://zh.wikipedia.org/wiki/X_window_manager
https://zh.wikipedia.org/wiki/Fluxbox
http://www.xwinman.org
https://www.debian.org/doc/packaging-manuals/menu.html/
http://www.freedesktop.org/wiki/Specifications/menu-spec/
https://zh.wikipedia.org/wiki/MIT-SHM
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7.4 X {EfREE
BEH X {RIARSEAVE RN, £ B xorg(l),

7.4.1 X @Rz (EfF) BBE
FERATESS () BE—E X [FRR.

# dpkg-reconfigure --priority=low x11-common

EE

189 Linux #Z0MEF DRM, KMS #l udev, HEIFEFMMAEEZET T RIFINEZE, X ARBEEEUAFEAEH.
Atk “/etc/x11/xorg.conf” BEARFERFBHRGZT, BLI|IBHZVEITRRE, 28 Linux #ZI0X &R
“fb/modedb.txt”,

HINEMITER CRT KRS, RIFGNERBERRERBRRZIENRSIE (85 Hz AN, 75 Hz thiT) B
PO, #5% LCD BE/Rz:, RISKREEIREIER (60Hz) MAIMT, ARAENRERIE,

|ERBSHNERREIER, Er] S ERRMEERERRBEEERIIEIRNE,

i3
C
a0

7.4.2 EE3 X ERSEM™WAR
BEREE AR, FTUME “X ARSE" (BRI BERAE ‘X EER (ERE) MELES,

ERETS) RITE KN | EAE Nz B 1ERAER
xbase-clients | I:53 46 N oy i )/TOSt P =m
<
Py
xbase-clients | I:53 46 maE i gauth P BB T A ES
nssh-clien :822 X | e .
openssh-client ;/9895, 4147 | 18 - z\sh X &P SRR ES
V:187, . ii:3 GNOME B | .4. - N
gdm3 1277 4697 | BE (XDMCP) | meimss BIBEEEITAMELR
i3 ZH N B e s fh
sddm V:34,1:65 | 1661 | 18& ( XDMCP ) i;l?;:;m AT TA S
fiad = _ .
xdm vary | ees | tgE CXOMCP) TS | R TR
V-184 g WindowMaker
wdm 605 2301 | @& &DMCP ) REREE BIBEEEITAMELR
: 25
LTSP BE/x | iRim SSH A &R (&
l . Il 41 ER* A = A
dm Vo, 3| ®BE A EWE | BFE)

Table 7.3: #4332 X @RV A

O

H
BEATSMARPERRR TCP/IP 1T X B42, RIEFGHIEEFIER, FINERTINE, RINZH
=i TCP/IP socket E4EB SERNFRIEINEY H Debian RMAFERZHATE, =EA “ssh -xX",

a4 I



https://zh.wikipedia.org/wiki/Direct_Rendering_Manager
https://wiki.debian.org/KernelModesetting
https://zh.wikipedia.org/wiki/Udev
http://packages.debian.org/sid/xbase-clients
http://qa.debian.org/popcon.php?package=xbase-clients
http://packages.qa.debian.org/x/xbase-clients.html
http://packages.debian.org/sid/xbase-clients
http://qa.debian.org/popcon.php?package=xbase-clients
http://packages.qa.debian.org/x/xbase-clients.html
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon.php?package=openssh-client
http://qa.debian.org/popcon.php?package=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
http://packages.debian.org/sid/gdm3
http://qa.debian.org/popcon.php?package=gdm3
http://qa.debian.org/popcon.php?package=gdm3
http://packages.qa.debian.org/g/gdm3.html
http://packages.debian.org/sid/sddm
http://qa.debian.org/popcon.php?package=sddm
http://packages.qa.debian.org/s/sddm.html
http://packages.debian.org/sid/xdm
http://qa.debian.org/popcon.php?package=xdm
http://packages.qa.debian.org/x/xdm.html
http://packages.debian.org/sid/wdm
http://qa.debian.org/popcon.php?package=wdm
http://qa.debian.org/popcon.php?package=wdm
http://packages.qa.debian.org/w/wdm.html
http://packages.debian.org/sid/ldm
http://qa.debian.org/popcon.php?package=ldm
http://packages.qa.debian.org/l/ldm.html
https://zh.wikipedia.org/wiki/Transmission_Control_Protocol
https://zh.wikipedia.org/wiki/Internet_Protocol
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O

BR
LTSP X3 Linux #im{AIAREEE 2 ( Linux Terminal Server Project ) ,

2
HABERZLNMBHKFER XOMCP 8, SEEKMNE UDP/IP @HEH, RESENREKE,

7.5 BYE) X tRE 54

X RERRBEREAS X ZEMEN, X Rl X AREFNESEEFIHMEMNN. SNERNEEASR, SRIMEE
—E—E I E#ITH,

X ZiE HUA T AR Z2—RYED,

. RSB STIA startx aSENED

« # “Vetc/rc?.d/” (“?7 HEHITHR ) BEFPHIRRENIESIEREER X BBREIEE B E~TEEF (daemon)
2% * . dm BLED

B
MR EEBERERETERRF (doemon) WM ESHEEERHITEMECSHERE
“/etc/X11/default-display-manager” IERMANE, EoIUBRAE—E X BEREIEE LETERE

& (daemon) F2X#EREY AR,

&R
BRI X BEREERNYBRIRIEEE, 2R% 845 1,

ABE L, ENEEEREEHNIT “/etc/X11/Xsession” F§SE, 21 “/etc/X11l/Xsession” IESIE@E B

run-parts(8) 4T “/etc/X11/Xsession.d/” BERFHIIESHE. EAHE ERIBIBNEN exec L HITHR THEIER
FE—{EwEIE,

1. X BEREBIERITI”/etc/X11/Xsession” H5IEHPIEERMIESH, MRMMBEERT.
2. “~/.xsession” 8 “~/.Xsession” 1ESHE, MREHER.

3. “/usr/bin/x-session-manager” #%, MREWTER.

4. “/usr/bin/x-window-manager” %<, MIREHTES.
5

. “/usr/bin/x-terminal-emulator” %%, NEECHTEE,

EEBEESF “/etc/X11/Xsession.options” MIRSE, “/usr/bin/x-*" WL FIEMAVERMFENN, 2H Debian
RIZBRGRATEN, WHALAEI® “update-alternatives --config x-session-manager” {&i4,

S £

4MET2 R Xsession(5).

7.5.1 {EF gdm3 X&) X E:F

gdm3(1) AR EMNEZEDRESFEYR (HREIIRR: £ 72 T), BEE X EENES (VESHR: % 84 W),
EE “~/.dnrc” PR TEPBEEEERNTERE.

[Desktop]

Session=default

Language=ja_JP.UTF-8



https://zh.wikipedia.org/wiki/X_display_manager
https://zh.wikipedia.org/wiki/User_Datagram_Protocol
https://zh.wikipedia.org/wiki/Internet_Protocol
https://zh.wikipedia.org/wiki/Linux_Terminal_Server_Project
https://zh.wikipedia.org/wiki/X_session_manager
https://zh.wikipedia.org/wiki/X_session_manager
https://zh.wikipedia.org/wiki/X_display_manager
https://zh.wikipedia.org/wiki/X_display_manager
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752 BTEEXEHE (KHEAR)

REEHE “/etc/X11/Xsession.options” BBEZERIE “#” Fih “allow-user-xsession” 17, BIE&ET
“~/.xsession”g“~/ . Xsession"HE A EREEMN BT EBERAIENBREESR"/etc/X11/Xsession”
HIEIYE, 7E “~/ .xsession” ERPMRE —EGSEZER “exec some-window/session-manager” E#&HY
FRARBMEMFREEN X RE/ EEE1ES.

MRERTERGE, RAABERAENEENET XEAN) E1288 (OM), TEEERNERESER (WM) BHRZE,

753 BEEXEE (FHFARX)
UTEEEE X ZENHAR, EAERLEARERLBERRARERNE,

« BEREIEES gdm3 PJLARIEBE— B EMZELASTIRES “/etc/X11/Xsession” 5|8,

- ”/etc/profile”, ”~/.profile”, ”/etc/xprofile”, 1"~/ .xprofile” HEREHIEA gdm3 KENIFEFRI—
BB 53 2REALT,
« “~/.xsessionrc” {ERIEAMENITZERFI—IBREHNIT, (BIKE)

- ”/etc/X11/Xsession.options” Y #allow-user-xsession” ANEPRHI"~/ . xsessionrc” IERAEIT,

« “~/.gnomerc” ERIEAMENTEF BN EHNIT. (£ GNOME £MH )

AR BEARENRENER (EEA) 1228 OM), SHEEERNERESIER (WM) 2EEREN,
FAELEERERER, FNEEH exec . EVexit”.

7.5.4 B SSH ELE—(EiEix X BFiH

£ “ssh -X" FIARAA—ERBAM X FERE2EHREAERFEARSENTER,
MRMABERRGLINEIE “-X", (REERRIREMRM “/etc/ssh/sshd_config” #ERFHY “X11Forwarding”

e

BRER “yes”,

TEA 1 ERAED X (ElRRES.

A E PRI —{E xterm,

BETYEHS, $IT ssh(1) B3 ERIRILEL ) ELR,

localname @ localhost $ ssh -q -X loginname@remotehost.domain
Password:

BR TGS, ARIRLENT—E X BAREN, FI5 “gimp”,

loginname @ remotehost $ gimp &

EEGERIAEERR B RR X ZERRMNEL, HERERER—EARH UNIX 58 socket EITAINAEL,

7.5.5 EREREERNTE X Kin

AR BN X T2 Kin, LASERERRNITHEE X KRERE, Se/EBFERBEIHRIEE (520 1dm) &
FAHME], @8 SSH, REVAIES S & MERERHEARENFARSEN—BLXEEZ ik,
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7.6 X HERHFE

7£ 2002 &, AIEEII T 221THR ¥ I AY EFontconfig 20 MR EEEFIE R FAIFHM. squeeze LA{E Y Debian {# F
Fontconfig 2.0 #{TF AR E.

X BERAHNFR IR AR T,

- B8N X ERBF RN FEIERR

- Fiapzi X11 FREAKRBEREAN X ZERIRERRMH T REER,
- [R¥aMRZD X11 FEIHEHEE| T X @RS £,

- B X BEFRENFREZERSR

- AR X RAZIE T IFESEINGE (FINmEe ) NFEFE (% 761 17, £ 762 THE 763 T ),
— Xft 2.0 ELFIRNK X FEA, FINRE GNOME, KDE F1%5H5 FreeType 2.0 EEfLibreOffice HIFEF,

— FreeType 2.0 {21t FEUH& LAV,

— Fontconfig £ Xft 2.0 #R T FEFREERIEIRE, BLEZ R fonts.conf(5),

- FTBER Xft 2.0 IR X BRI LAEER X BEFBEREM MIRNK X FRRSIETRIR.

- XEFBEAREMN GFEEAMIA glyph BEREMKE X EREBEHE T X EFIH.

ERESS) RITE X/ | FREH

xfonts-utils V:38, 1:608 387 X RERAFHNERAER

Iibxft2 V122, 1730 | 122 Xft By, —MERE, B2 T =8 FreeType FAIMIRICER X FEF
Iibfreetype6 V:452,1:993 | 920 FreeType 2.0 FEIMR L E

fontconfig V:391, 1:862 | 563 Fontconfig B9, —EERANFERLEE— & _EMH
fontconfig-confify.ao) 1918 | 472 | Fontconfig 9, —(EEBANTHREE— KBS

Table 7.4: 218 X REFIRRMREEER
fReEJ L@ T HiERRFEEEE N,
- A “xset q” MIEZD X11 FRIPRE
- M “fc-match” %R fontconfig FIFEIFEER
- A “fc-list” #&RFTERIFAY fontconfig FH

N

“The Penguin and Unicode” BiFitiiliR TIRAH X BB R K. 7E http://unifont.org/ R EHE X IR 4 T
% Unicode F&!, Z1E Unicode RVEREE A R BIRR(LRVAERAE N, BB RE/EH/FIE (freellibre/open source,
FLOSS) fEEZRAHRY Unicode a] FMERIRE,

7.6.1 EEEH
HETREmMETENER,

- MfEFE (RERTEMETCTRIERE)
- WE/EEFE (SBMEMBLTRIRRET)



https://zh.wikipedia.org/wiki/Fontconfig
https://zh.wikipedia.org/wiki/Fontconfig
https://zh.wikipedia.org/wiki/Xft
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/KDE
http://freetype.sourceforge.net/index.html
https://zh.wikipedia.org/wiki/LibreOffice
http://freetype.sourceforge.net/index.html
https://zh.wikipedia.org/wiki/Fontconfig
https://zh.wikipedia.org/wiki/Xft
https://zh.wikipedia.org/wiki/Xft
https://zh.wikipedia.org/wiki/XRender
https://zh.wikipedia.org/wiki/XRender
http://packages.debian.org/sid/xfonts-utils
http://qa.debian.org/popcon.php?package=xfonts-utils
http://packages.qa.debian.org/x/xfonts-utils.html
http://packages.debian.org/sid/libxft2
http://qa.debian.org/popcon.php?package=libxft2
http://packages.qa.debian.org/libx/libxft2.html
http://packages.debian.org/sid/libfreetype6
http://qa.debian.org/popcon.php?package=libfreetype6
http://packages.qa.debian.org/libf/libfreetype6.html
http://freetype.sourceforge.net/index.html
http://packages.debian.org/sid/fontconfig
http://qa.debian.org/popcon.php?package=fontconfig
http://packages.qa.debian.org/f/fontconfig.html
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/fontconfig-config
http://qa.debian.org/popcon.php?package=fontconfig-config
http://packages.qa.debian.org/f/fontconfig-config.html
https://zh.wikipedia.org/wiki/Fontconfig
http://unifont.org/iuc27/html/ICUPresentation.html
http://unifont.org/
https://zh.wikipedia.org/wiki/Free_and_open_source_software
https://zh.wikipedia.org/wiki/Free_and_open_source_software
https://zh.wikipedia.org/wiki/Computer_font
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MEREEFREENPERELRGE, MERBE/EEFRAEMTBENER,
Debian Z 48 FP R 35ME T BV 5 B ERAERY X11 pof BEPEFRUMER 1Bt, ©EFE “.pcf.gz” ERFER.
Debian Z 4R AVEREF L A F R 1.

+ PostScript Type 1 FEUEE, BHE “.pfb” ( TEAMBITREER) Fl “.afn” (TRBISHEE ) BETRS.
)

o)
FRRER, BETE " ttf BRFESR,

« TrueType ( 8% OpenType

<IN
OpenType &% 7 BUX TrueType #1 PostScript Type 1,

= 3254= ﬂ P ¥ a1 =1 N
FRHREE FEE | AN | RT | aeom | zmewm | SRKHE
PostScript N/A N/A Helvetica Times Courier Adaobe
. Nimbus . o
gsfonts 1:692 4439 | Nimbus Roman Nog | hmbus URW ( Adobe HREFEIX
Sans L L Mono L )
Nimbus Nimbus Nimbus PostScript Type 1 FEIT
gsfonts-x11 1:123 96 Sans L Eoman No9 Mono L. B X =8
o ' Free i Free URW IEREH (Adobe
t1-cyrillic I:23 4884 Helvetian Free Times Courier BEHAN)
EIRRFT BRI TS
Imodern [:141 33270 | LMSans* LMRoman* | LMTypewritef %%)Er?;;iin;tgf (RE
Tex )
Table 7.5: fHERY PostScript Type 1 &Y
N

DejaVu FRIEL Bitstream Vera F8, W HETTIER,

7.6.2 HEZFH

aptitude(8) F] AB{RERZH I HENFE,

- BEMNEEBIIRMN “REE" - “Kibk”

- THEEEBIIRA]LAER debtag IERIRRIVKBEFEE R : “~Gmade-of: :data:font”

- EREEERERATEMENRRIKEESE BDF ( 2hfEE ) FEEFIFR: ~nxfonts-”
- EREEREERA TEMIERRTRNIREE TrueType FELIBFIR: "~nttf- |~nfonts-”

EDEBHFRAERETZMR, FEULEH Debian FRAEMS, AJNEREZRNDF—LEHRL TrueType F8, BT L
ZBIE, B L7 {ERERIZEL,

- mathematica-fonts

« fonts-mscorefonts-installer

EMMTHEREEBEFERTRAEHARNNER, FEHE—LHAENE tueType FE,



http://fontforge.sourceforge.net/pcf-format.html
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/OpenType
https://zh.wikipedia.org/wiki/OpenType
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Helvetica
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Courier_(typeface)
http://packages.debian.org/sid/gsfonts
http://qa.debian.org/popcon.php?package=gsfonts
http://packages.qa.debian.org/g/gsfonts.html
http://www.math.utah.edu/~beebe/fonts/urw.html
http://packages.debian.org/sid/gsfonts-x11
http://qa.debian.org/popcon.php?package=gsfonts-x11
http://packages.qa.debian.org/g/gsfonts-x11.html
http://packages.debian.org/sid/t1-cyrillic
http://qa.debian.org/popcon.php?package=t1-cyrillic
http://packages.qa.debian.org/t/t1-cyrillic.html
http://packages.debian.org/sid/lmodern
http://qa.debian.org/popcon.php?package=lmodern
http://packages.qa.debian.org/l/lmodern.html
https://zh.wikipedia.org/wiki/PostScript
http://dejavu-fonts.org
http://www.gnome.org/fonts/
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= 3254= ﬂ L ¥ = a1 —1 N
FRREE HTE | AN | SWRT | meem | zmem | 2R5E
ttf-mscorefonts- Times New | Courier WEX ( Adobe HERIK
installer V:1, 1:83 125 | Arial IN) (JEERE non-free
Roman New o
&)
. . ) Liberation Liberation Liberation Liberation FEIEE (W
fonts-liberation 1:569 2093 Sans Serif Mono FAREHIAN )
=l ﬁ?’
fonts-freefont-ttf V:44,1:364 | 10746 | FreeSans FreeSerif FreeMono iNU HEFA (MR
BRIKIV)
. _ DejaVu DejaVu DejaVu #&= J Unicode B9
fonts-dejavu 1:503 39 Sans Serif Sans Mono DejaVu, Bitstream Vera
8= 7 Unicode B9
. V3306, DejaVu DejaVu DejaVu DejaVu, Bitstream Vera
fonts-dejavu-core 2954 . ('sans, sans-bold, serif,
1:756 Sans Serif Sans Mono .
serif-bold, mono,
mono-bold )
72 = [ Unicode Y
DejaVu, Bitstream Vera
fonts-dejavu-extra 1:528 7217 | N/A N/A N/A (oblique, italic,
bold-oblique, bold-italic,
condensed )
GNU Unifont, Z=8§
. , . Unicode 5.1 BEAR 2 X7&
ttf-unifont 1:23 16943 | N/A N/A unifont & (BMP) HFiBH
AIFIENFIT
Table 7.6: ¥fERY TrueType FE!
7.6.3 CJK F&!
TEE—LEBWE OK FT NFE,
FRIA G| HXZFEI 2 AN FRIZE BRXFIEN
WE gothic, JFwv7Y hei, gothic dodum, gulim, gothic
AR mincho, BHER song, ming batang

Table 7.7: CJK FEI 218 AT AR R F R AL B KRR

& “VL PGothic” EHHHE “P" WFILEBBEHERN “VL Gothic” FEUEKREERAELHIFEL,
EB{Ef{F, Shift JIS MESSREIE T 7070 {@F 7T, EFIFILME T EARES 1,

- JIS X 0201 BftHFIT (191 BF T, XNBFHFT)

« JIS X 0208 &I TTHFIT (6879 AF T, XBLFEFT)

FEREEEEN COK FRMNEMTAF TEARINERIFNERSERE, ATEHSERER, F8 “.hof” ERXFE
B EFEPEFE (Hanzi Bitmap Font, HBF ) 185 #itRAEE T EMTAME I THF THIFEL,

AT EIE TrueType FEMERMZTME, FIUFERFE . ttc” ERFERBM TrueType FEESIEE,

ATEEEMRNRISEFIISR, CID %! PS-Adobe-3.0 Resource-CMap” BIEEAY CMap 1&ZR{EAPostScriptFY
Al 1 FRMERT., SEEFERVATEEEN XBRL, ESAR PDF FEAMERERL, (B8% 772 1)



http://packages.debian.org/sid/ttf-mscorefonts-installer
http://packages.debian.org/sid/ttf-mscorefonts-installer
http://qa.debian.org/popcon.php?package=ttf-mscorefonts-installer
http://packages.qa.debian.org/t/ttf-mscorefonts-installer.html
https://zh.wikipedia.org/wiki/Arial
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Courier_(typeface)
https://zh.wikipedia.org/wiki/Courier_(typeface)
http://packages.debian.org/sid/fonts-liberation
http://qa.debian.org/popcon.php?package=fonts-liberation
http://packages.qa.debian.org/f/fonts-liberation.html
https://zh.wikipedia.org/wiki/Liberation_fonts
http://packages.debian.org/sid/fonts-freefont-ttf
http://qa.debian.org/popcon.php?package=fonts-freefont-ttf
http://packages.qa.debian.org/f/fonts-freefont-ttf.html
http://savannah.gnu.org/projects/freefont/
http://packages.debian.org/sid/fonts-dejavu
http://qa.debian.org/popcon.php?package=fonts-dejavu
http://packages.qa.debian.org/f/fonts-dejavu.html
http://dejavu-fonts.org
http://www.gnome.org/fonts/
http://packages.debian.org/sid/fonts-dejavu-core
http://qa.debian.org/popcon.php?package=fonts-dejavu-core
http://qa.debian.org/popcon.php?package=fonts-dejavu-core
http://packages.qa.debian.org/f/fonts-dejavu-core.html
http://dejavu-fonts.org
http://www.gnome.org/fonts/
http://packages.debian.org/sid/fonts-dejavu-extra
http://qa.debian.org/popcon.php?package=fonts-dejavu-extra
http://packages.qa.debian.org/f/fonts-dejavu-extra.html
http://dejavu-fonts.org
http://www.gnome.org/fonts/
http://packages.debian.org/sid/ttf-unifont
http://qa.debian.org/popcon.php?package=ttf-unifont
http://packages.qa.debian.org/t/ttf-unifont.html
http://Unifoundry.com
https://zh.wikipedia.org/wiki/TrueType
http://zh.wikipedia.org/wiki/CJK_characters
https://zh.wikipedia.org/wiki/Shift_JIS
http://www.ibiblio.org/pub/packages/ccic/software/info/HBF-1.1/
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/PostScript
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TN

A Han unification, —Unicode#riSELfEHAERELNE S KL Mglyphs, HAFS

SREEPHE=fEREXR “U

+ 3001 $H5R” 1 “U + 3002 REMAK" WFTUESFERE, CEAXTLFENELIER, PXANE
BES:R A AR EI BT T,

7~/ .fonts.conf 8"

7.7 X[EFR

7.7.1 X HNFER

TEHR—LERIHAER (LO 2 LibreOffice ),

L]
Ly LEso] RITE |BX | ¥ER 5B

I
libreoffice-writiey., /1483 | 30505 | LO IR
libreoffice-cald y.309 1478 | 27807 | LO ERERE
libreoffice-impnessse 1474 | 3807 | LO GE
libreoffice-base y.3oc 1458 | ggg3 | LO BrEEE
libreoffice-drav y.;0; 1 47c | 9760 | LO mEEmESE (EE)
libreoffice-math y.0.) 1480 | 1589 | LO Yoy N W ]
abiword V4, 1:17 4748 | GNOME NERIEHRE
gnumeric V:16, 1:25 7888 | GNOME BETFRIB
gimp V:61,1:497 | 16421 | GIK HrEEE T miEes (AEE)
inkscape V:165,1:340 | 129802| GNOME =B wiEas (48E )
dia V:25,1:38 3910 | GTK AT B A = B Am e 2a
planner V4,17 1170 | GNOME EXEE
calligrawords V:0, 1:8 5634 | KDE NERRIEEREE
calligrasheets | V0,17 13784 | KDE BETRE
calligrastage V:0, I:6 4893 | KDE [SE ]
calligraplan V0, 1.7 8178 | KDE BEEXEHE
kexi V:0, I:7 7391 KDE BHEEE
karbon V0, 1:8 3192 | KDE mEETmiEz (EE)

7.7.2 XERER

THR L3 ERIENERERERA.

Table 7.8: EERY X 3/ FEFE

AV

O

% 7 i& evince # okular {8/ Cmap

poppler-data #§EE ( ZAI%A non-free, £

B (% 763 ) REER CIK PDF X, MEERH
% 1141 ),



https://zh.wikipedia.org/wiki/Han_unification
https://zh.wikipedia.org/wiki/Unicode
https://zh.wikipedia.org/wiki/Glyph
http://packages.debian.org/sid/libreoffice-writer
http://qa.debian.org/popcon.php?package=libreoffice-writer
http://packages.qa.debian.org/libr/libreoffice-writer.html
http://packages.debian.org/sid/libreoffice-calc
http://qa.debian.org/popcon.php?package=libreoffice-calc
http://packages.qa.debian.org/libr/libreoffice-calc.html
http://packages.debian.org/sid/libreoffice-impress
http://qa.debian.org/popcon.php?package=libreoffice-impress
http://packages.qa.debian.org/libr/libreoffice-impress.html
http://packages.debian.org/sid/libreoffice-base
http://qa.debian.org/popcon.php?package=libreoffice-base
http://packages.qa.debian.org/libr/libreoffice-base.html
http://packages.debian.org/sid/libreoffice-draw
http://qa.debian.org/popcon.php?package=libreoffice-draw
http://packages.qa.debian.org/libr/libreoffice-draw.html
http://packages.debian.org/sid/libreoffice-math
http://qa.debian.org/popcon.php?package=libreoffice-math
http://packages.qa.debian.org/libr/libreoffice-math.html
http://packages.debian.org/sid/abiword
http://qa.debian.org/popcon.php?package=abiword
http://packages.qa.debian.org/a/abiword.html
http://packages.debian.org/sid/gnumeric
http://qa.debian.org/popcon.php?package=gnumeric
http://packages.qa.debian.org/g/gnumeric.html
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon.php?package=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/inkscape
http://qa.debian.org/popcon.php?package=inkscape
http://packages.qa.debian.org/i/inkscape.html
http://packages.debian.org/sid/dia
http://qa.debian.org/popcon.php?package=dia
http://packages.qa.debian.org/d/dia.html
http://packages.debian.org/sid/planner
http://qa.debian.org/popcon.php?package=planner
http://packages.qa.debian.org/p/planner.html
http://packages.debian.org/sid/calligrawords
http://qa.debian.org/popcon.php?package=calligrawords
http://packages.qa.debian.org/c/calligrawords.html
http://packages.debian.org/sid/calligrasheets
http://qa.debian.org/popcon.php?package=calligrasheets
http://packages.qa.debian.org/c/calligrasheets.html
http://packages.debian.org/sid/calligrastage
http://qa.debian.org/popcon.php?package=calligrastage
http://packages.qa.debian.org/c/calligrastage.html
http://packages.debian.org/sid/calligraplan
http://qa.debian.org/popcon.php?package=calligraplan
http://packages.qa.debian.org/c/calligraplan.html
http://packages.debian.org/sid/kexi
http://qa.debian.org/popcon.php?package=kexi
http://packages.qa.debian.org/k/kexi.html
http://packages.debian.org/sid/karbon
http://qa.debian.org/popcon.php?package=karbon
http://packages.qa.debian.org/k/karbon.html
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7]
0Ha RITE ’jﬂk =il sHER

VALY
evince V:174,1:397 | 1406 | GNOME X (pdf) FzEES
okular V:77,1:122 | 13257 | KDE X (pdf ) BIiERS
calibre V:8, 1:38 86119 | KDE EFEERFNEEE
fbreader V2, 117 3035 | GTK ETERERS
evolution V:40, 1:280 440 GNOME BAENEIE (E4
kontact V:2,1:23 2030 | KDE BAENEE (FHE
scribus V36, [:27 19061 | KDE RHE S ARERS
glabels V:0, I'5 1389 | GNOME R miEes
gnucash V4, 114 9667 | GNOME BAEE
homebank V0, I:3 878 GTK BAE:T
kmymoney V:0, I:3 12966 | KDE EPNEE
shotwell V:20,1:194 | 6635 | GIK R EEER
xsane V:21,1:192 | 909 GTK FIEESRIER

Table 7.9: EHEEAER

iR

YNRTE GNOME KHEIRIEHZBHEBINGENEES, MEZRAI scribus (KDE) EHRMNEEERTE R MER
B, BRREKBSINESENREER, ESERIRERE,

7.8 XIH=E

7.8.1 HIBLE

EFB R 3 ERERET X BER X RENTRE (2R% 144 7)),

BR
Shift-Insert EEHREE B R A,

E7S ]
]iee RITE BX | $¥ER 5B

I\
xsel Vi1, L4l 51 X X BENGLI A
xclip V:8, 1:37 55 X X EENGLINE

Table 7.10: i X BIZFER

BRMNEEIRIE (GNOME, KDE::--- ) RETARMNHEERARANE T, ERMEELE, efERERARMERR
## (CTRL-X. CRTL-C # CTRL-V ),

7.8.2 X HRRVEREEFNE FRIREH HIAR

xmodmap(1) 2 X 1R & R4t P FRIECY #2808 BRI ERA T B, 5 71815 keycode, {REETE X T xev(1) LT
HERE, A TIES keysym IS &, RBEEIRIR"/usr/include/X11/keysymdef . h"#E3 ( x11iproto-core-dev
EB28 ) F MACRO MIER, 1ERFPABEN “#define” :BRILMEASRLA “XK_" FI5E, 121 keysym B,



http://packages.debian.org/sid/evince
http://qa.debian.org/popcon.php?package=evince
http://packages.qa.debian.org/e/evince.html
http://packages.debian.org/sid/okular
http://qa.debian.org/popcon.php?package=okular
http://packages.qa.debian.org/o/okular.html
http://packages.debian.org/sid/calibre
http://qa.debian.org/popcon.php?package=calibre
http://packages.qa.debian.org/c/calibre.html
http://packages.debian.org/sid/fbreader
http://qa.debian.org/popcon.php?package=fbreader
http://packages.qa.debian.org/f/fbreader.html
http://packages.debian.org/sid/evolution
http://qa.debian.org/popcon.php?package=evolution
http://packages.qa.debian.org/e/evolution.html
http://packages.debian.org/sid/kontact
http://qa.debian.org/popcon.php?package=kontact
http://packages.qa.debian.org/k/kontact.html
http://packages.debian.org/sid/scribus
http://qa.debian.org/popcon.php?package=scribus
http://packages.qa.debian.org/s/scribus.html
http://packages.debian.org/sid/glabels
http://qa.debian.org/popcon.php?package=glabels
http://packages.qa.debian.org/g/glabels.html
http://packages.debian.org/sid/gnucash
http://qa.debian.org/popcon.php?package=gnucash
http://packages.qa.debian.org/g/gnucash.html
http://packages.debian.org/sid/homebank
http://qa.debian.org/popcon.php?package=homebank
http://packages.qa.debian.org/h/homebank.html
http://packages.debian.org/sid/kmymoney
http://qa.debian.org/popcon.php?package=kmymoney
http://packages.qa.debian.org/k/kmymoney.html
http://packages.debian.org/sid/shotwell
http://qa.debian.org/popcon.php?package=shotwell
http://packages.qa.debian.org/s/shotwell.html
http://packages.debian.org/sid/xsane
http://qa.debian.org/popcon.php?package=xsane
http://packages.qa.debian.org/x/xsane.html
http://packages.debian.org/sid/xsel
http://qa.debian.org/popcon.php?package=xsel
http://packages.qa.debian.org/x/xsel.html
http://packages.debian.org/sid/xclip
http://qa.debian.org/popcon.php?package=xclip
http://packages.qa.debian.org/x/xclip.html
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7.8.3 HAM X BEF iR

ARBHEGR X ZFIRERN, B9 xterm(1), "JCAR—EREMEGSTEIER/ED, RMBEEXN/N. FERMETR.

EfEER X ERENEREEEMWIMNSR. RMATERN X ERFHFE “/etc/X11/Xresources/*” H, ERATE
RH X ERFEFE “/etc/X11/app-defaults/*” H, ERELIRTEFEALI,

“~/.Xresources” EREARBEFEAEERRE, SEERTERFTEISHIITERN X R, BENSLR
EALEEIENEN, ERA TGRSR EMNSHIIENER,

$ xrdb -merge ~/.Xresources

28 x(7) # xrdb(1).

7.8.4 X RiIRIREIES——xterm

7E http://dickey.his.com/xterm/xterm.faq.html 5] LABE AR ZIEAAR xterm(1) B9—tI &,

7.8.5 LA root H1T X EF IR

5 A

@ AEEBERREESR (F90 gdm3 ) FIRRAFEREA root 2REA root BHRIEN X BER/EEEIEE, BAA
ERALT 2R, BEMFRITEETEESRMF. M root ITEE X RBEABARTLTEH, MY BERRER
| REIRFT AT ERVERSR, HINEBMEREIRSK.

BIT—ES%I X ZEF iR (HI90E “foo” B root SFRIHE ) MIRSEE /52 —R1R T EARER(ER sudo(8) &,
$ sudo foo &

$ sudo -s
# foo &
$ gksu foo &

$ ssh -X root@localhost

# foo &
@ NIy
A TZENER EEIRER ssh(l) EREEIR,

ATHEX ZBEFRImELR X FARES, FHEEA TR,

- EFEHAE “$XAUTHORITY” 1 “$DISPLAY” IRIBSEMVEVEERLHERE,

« “$XAUTHORITY” IRIBEIEMIERMIERV B EREE,

gksu ERBER) (GRITE: V:41,1:259 ) R —{EEPIFHIER root AT M GTK+GUI X826, ©Er] B E AER su(1) B

sudo(8) fEA &%, ERAM—EBUR “/apps/gksu/sudo-mode” HfY geonf ##, Re]LA{EF geonf-editor(1) (&
B “BARER" - “RRIE" - “EB4EEE") R4REE geonf &,



http://dickey.his.com/xterm/xterm.faq.html
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Chapter 8

118N #0 L10N

—{EfEFREREERY ZRES 1L M17N) SAAMES R, &l 2 BT ETH,

- BIFRME (118N): (£ —{EEREEEESA R IR S ERE S IRIR
« AHIE (L10N): fE—EEREEE — BN ENESRIR,

N
7£ multilingualization ( Z5E5 1t ). internationalization ( BF&{t. ) #0 localization ( A#tuft, ) &, H§ 17, 18, ¢ 10 @
FEE "M F'n”, " 07, 31 F00” RE, EFMEERRES M17N, 118N F L10N.

GNOME # KDE SRR MBI SESH, thFiEEEE UTF-8 EXREBIRBEMRL, 1iEiB gettext(1) 2B IR ENEE
FERAM Y, EIEEM T ABBIIAARICERIEERIZ M, BIEENSNEEER, BRAEFNIREEERTESE
ElJI'-II:I iﬁiﬁ.ﬂn—.r

REBMNXFEMRRAER ASCH, EALH 127 BFx (A7 ii&kR), EHREREAT. A7 ERARERLLH
FZ2Fw, AMBBETHSFTHEERG, WRMNBNEERAR UTF-8, ErARIBAEMANNLEREFT (2
BE 841 ).

METRE2 R i18n N4A.

BAH{CIERSEC B B FHERE IR BIFR (LA RS,

( :>“$Z£I:
El_l:l

B EH 2013 S35k Debian 7.0 (Wheezy) 41, FINEABIEELSIB,

8.1 SEESEIA

Debian 4B LAfE keyboard-configuration 1 console-setup ¥XBEEIEE S EBEMRCEEBHS,

# dpkg-reconfigure keyboard-configuration
# dpkg-reconfigure console-setup

EASECE Linux ITHIEF X BN, W EH“/etc/default/keyboard”#1“/etc/default/console-setup”
PHIECESIB, EtF]MUAREE Linux EH1EMNFE,

A2 ASCHF, BIEFSRNESERNETFT, PINUER R, AlGr i# T 55 RBAER.
HRENES, MEZREMOBMANEZE, GINTESEETHRE Bus,



https://zh.wikipedia.org/wiki/Internationalization_and_localization
https://zh.wikipedia.org/wiki/UTF-8
https://www.debian.org/doc/manuals/intro-i18n/
https://zh.wikipedia.org/wiki/Dead_key
https://en.wikipedia.org/wiki/AltGr_key
https://zh.wikipedia.org/wiki/Compose_key
https://zh.wikipedia.org/wiki/Input_method
https://zh.wikipedia.org/wiki/Intelligent_Input_Bus
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8.1.1 IBus ZIBHVEGANE

WASEESIERAEANEERENT:
e FERER

N

I
I I
+-> Linux f&zily -> BAJE -> Gtk, Qt. 3K X

B im-config M IBus RIEAVERFEEL P LARSEE 7 Debian RAEE S EFEAVEA, TEIIH T —L [Bus 3EEEL,

FEa) MITE K/ ZENESIRE

ibus V:6, 1:10 42508 | {#H dbus FIEI A VIESE
ibus-mozc Vi1, 1:2 927 HX

ibus-anthy Vi1, 1:2 8450 | @E

ibus-kkc V:0, I.0 205 B E

ibus-skk V:0, I.0 234 [ E

ibus-pinyin V:0, I:2 1425 A (zh CN)
ibus-chewing V:0, 1.0 401 F3 (zh_TW)

ibus-hangul V0, I:1 206 BX

ibus-table V0, I:1 908 [Bus &R5[Z

ibus-table-thai I:0 45 "X

ibus-unikey V-0, 1:0 256 Fl

ibus-m17n V:0, I:0 121 - ENERE. FIRIHREFIETE

Table 8.1: IBus SZIEMIEGAN %

kinput2 A RFE EA MBI RN CEE AR EFE, EREBERNN UTF-8 X IRIEPEM. SCIM # uim TH
HE R AIRIRAR UTF-8 X IRIE T B LA ZNRENTGA.

8.1.2 —{EHErMAIF
FEEIRERREIRIE ("en_US.UTF-8”) TRUEIA XN ZIEEEAH. THEHREE GNOME3 T{EH IBus BIHIE:

1. REAXENEEEESR ibus-anthy , & im-config SHEREEEER.
2. #(EFZE Shell P#IT im-config”, RIEEE ibus” EAHNE.

3. E$E”Settings” — “Keyboard” — “Input Sources” — #£”Input Sources” FFEEEE”+” _, ”Japanese” — ”Japanese (anthy)”,
SRBREE Add”.

4. BE AFE It I8 BIRIEHERE, MAREF B, (FrRSEEESNRAR)
5. EMENERERF,

{EF”im-config” ERERTE.

LHREE Ul TRKER, BEBAR.

{8/ SUPER-SPACE TE R #ERI# N\ & Z BEI TR (SUPER #3382 Windows §£.)

® N e

FRIEELAT4E,,

+ im-config(8) MR &EGF LM root REMITHRIRE GFAAE,

+ im-config(8) FRREMBMN ZERRRIENMAZTEFEHETIE
- FAENEEEAD im-config(8) FEFR S HER, REMERL.



https://zh.wikipedia.org/wiki/Intelligent_Input_Bus
http://packages.debian.org/sid/ibus
http://qa.debian.org/popcon.php?package=ibus
http://packages.qa.debian.org/i/ibus.html
http://packages.debian.org/sid/ibus-mozc
http://qa.debian.org/popcon.php?package=ibus-mozc
http://packages.qa.debian.org/i/ibus-mozc.html
http://packages.debian.org/sid/ibus-anthy
http://qa.debian.org/popcon.php?package=ibus-anthy
http://packages.qa.debian.org/i/ibus-anthy.html
http://packages.debian.org/sid/ibus-kkc
http://qa.debian.org/popcon.php?package=ibus-kkc
http://packages.qa.debian.org/i/ibus-kkc.html
http://packages.debian.org/sid/ibus-skk
http://qa.debian.org/popcon.php?package=ibus-skk
http://packages.qa.debian.org/i/ibus-skk.html
http://packages.debian.org/sid/ibus-pinyin
http://qa.debian.org/popcon.php?package=ibus-pinyin
http://packages.qa.debian.org/i/ibus-pinyin.html
http://packages.debian.org/sid/ibus-chewing
http://qa.debian.org/popcon.php?package=ibus-chewing
http://packages.qa.debian.org/i/ibus-chewing.html
http://packages.debian.org/sid/ibus-hangul
http://qa.debian.org/popcon.php?package=ibus-hangul
http://packages.qa.debian.org/i/ibus-hangul.html
http://packages.debian.org/sid/ibus-table
http://qa.debian.org/popcon.php?package=ibus-table
http://packages.qa.debian.org/i/ibus-table.html
http://packages.debian.org/sid/ibus-table-thai
http://qa.debian.org/popcon.php?package=ibus-table-thai
http://packages.qa.debian.org/i/ibus-table-thai.html
http://packages.debian.org/sid/ibus-unikey
http://qa.debian.org/popcon.php?package=ibus-unikey
http://packages.qa.debian.org/i/ibus-unikey.html
http://packages.debian.org/sid/ibus-m17n
http://qa.debian.org/popcon.php?package=ibus-m17n
http://packages.qa.debian.org/i/ibus-m17n.html
https://zh.wikipedia.org/wiki/Input_method
https://zh.wikipedia.org/wiki/Smart_Common_Input_Method
https://zh.wikipedia.org/wiki/Uim
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8.1.3 EH#H A%

WRIFAARIEB XIM ( X FHERIES] ) RETEA, R AERREIFENASEAE “$SXMODIFIERS” HI{EERES “none” e,
ErREERIEEEN, R8T emacs(1) PEA B XM AEEILNE egg BIAFEEH ibus, REILATKE shell FEITIN T &S,

$ XMODIFIERS=none emacs

27 $A%E Debian BEH TGS, 51BIE “/usr/share/doc/menu/html” FFARSEZER “/etc/menu/” &
B E.

8.2 EE/REML

x EHIER EERERNF T, (FERERRRIVEIRTELN, 10 jfbterm(1), EMAEIE X ZHIEPRERIFEM
o)

=
I:I

nux
REFENFEREENGFE X HEIER UTF-8 RISEREEF T, (X RERRENEZTFREFEENRES,
E¥MERE RG2S )

8.3 RDRIEFEERKENFITT

ERDESREN, AIEER, FREFTNAERFOIESHERSILAERNGEFEE, ERSERKIREHHES
AEETE (£ 58 Unicode 1Z2EMTEF #11 ),

BRI E RS ERRE

- gnome-terminal: 4#E - BEIE - KEER - & - HEM - EEERENFT - F

« ncurses: :REIRIEEE! export NCURSES_NO_UTF8_ACS=0,

8.4 EBSIRIE
TEEENMAER gdm3(1) BEIN X RERIE T RTHRARINESRE,

8.4.1 #mESRUERER0E

RIREH "LANG=Xxx_YY.z277" #RSRERERBSELE "o’ BRRENE YY" FRE "2222" (2R%
1.52 ),

IE7ERY Debian R4 —RRHGESIBIBEIATES “LANG=XX_YY.UTF-8", EH5=({FEHAE Unicode FFER UTE-8 4755,
UTF-8 B R ME S TAHANERN B AR BEHNERAENEE, ASCIER (RE87 7 A EMHIFERE) &
REEW UTF-8 &8 ( BEFTER 1 BNAIT4E ).

Z B Debian R EEAGESIRIBIRES “LANG=C” 3K “LANG=xx_YY” (88 “.UTE-8"),

“LANG=C” ¥ “LANG=POSIX” {$F3 ASCIl FF&,
« “LANG=xx_YY" {£F3 Unix H{E%4RIEZR 4,

“LANG=xx_YY" FT{ERINFEL{ESRHEZR I LLER “/usr/share/i18n/SUPPORTED” R#&E:R, a0, “en_us”
8 “1S0-8859-1" #mf%, “fr_FR@euro” {EH “IS0-8859-15" #4RmfS,

TN
MIBENSE, 2R% 112,



http://unicode.org/reports/tr11/
https://zh.wikipedia.org/wiki/Unicode
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
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8.4.2 UTF-8 ESRIENENFIE

Unicode FFEERTLARR# 0 B 10FFFF ( +75iEMIG] ) SRS RERLFREAECHNNFET. ENREELVEE
21 i,

N FHmiEZ 4 UTF-8 4% Unicode WSB! —ESIER 8 (B RIR, HIRE ASCI EMEIER#., UTF FRR Unicode
EE T ( Unicode Transformation Format ),

BESEMSEEEHA UTF-8 sE=181E, Al “LANG=zh_CN.UTF-8", E=BIEME —PHRE TEARRXPER
&R, B8N, “LANG=fr_FR.UTF-8” :ESIRIETH gedit(1) (GNOME REIINX F4rEEsE ), RE R AAERETRN,
EBRETEMENFRNBN ZFM ABERFEFNETFEHR,

HEEERER “SLANG” IRIREECRRTEESIRIR, FRBEEE UTF-8 SRR T aRERMM “Lc_*" g8is
Bt EFE (£ 8 locale(1) )

BMEALSR X FHRTREBIZIE ASCII FiT, BIMNMMEMIZSGS|SRE ASCI RERATARY,

“EEISRMIXF " WMAE “E5|57EY ASCIIT”

"E5|SRMIX T’ idE ‘EBS|SRAY ASCII'

ZE4E ASCI XFEHEIA UTF-8 &8, EERBHEEATEEENATNAN, HLLER UTF-8 EB5RIELAEE
RIBRTEE,

—ERRELIE BN # EHEESNTIEE, SREACMATEERN, MEMNBER UTF-32(UCSY) RL1E
Unicode, it B FH{EMBIIMESIRIBANEN ASCI FITEREEHE 4 [EATH. Bk, ER UTF-8 ESRED
FEBIREEAE,

HERIEENERIE UTF-8 RmISRAME —LFx EEFERNMEKANAR, AINHASBERERNFR, MERT
UTF-8 ZAHNIRNIERRREER LR EITRIBEXREE,

8.43 FESRENEMNKE

ATERARTEPENESRIE, VEAKESREENEREHEEESIRIEEN., (Debian RAAF BB
RAIMRENTAHESIRIE, RIEMFETE locales-all BiiEE, ) IXIEMOREESRENTEIRMN
“/usr/share/i18n/SUPPORTED” , EFIH T EERMNESRIERME., TGS HEREM EMFHIF N
KBRS eIy UTE-8 (ES1RIE,

$ locale -a | grep utf8

TGS EEHEE locales BEEE,

# dpkg-reconfigure locales
ZiBIEER 3 ASR,

1. EFTRAMNRESIRIEYIR
2. BEMmES EMGIFR
3. 7 “/etc/default/locale” :RERMIBERNESRIBEEA PAMER (2R%F 45 %)

STANESREVIREZES “en_US.UTF-8" FMFBMRBREBIFE “UTF-8" MES.

HRENRE, HBTERMNESIRIES “en_US.UTF-8", HINHERS, FRARMEMNESRIZETSE “UTF-8", I8
LLERTE RV R — B &R sE S0 R IR (T B R = e

MAESIRIRRER "¢" SEMAXNRE, BEREE ASCI FiT,



https://zh.wikipedia.org/wiki/Unicode
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-32/UCS-4
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8.4.4 “SLANG” IRIBEEME
“SLANG” BRIBSHNERNSERREIRENRLE,

« login(1) B9 PAM ¥ A7 Linux 2SR REIT T RYINRTE

- BEREIERA PAM HEI A/ X ENET T RYIMRTE

- ssh(1) 9 PAM ¥ &R IR HIERRNEIT TRYIAERTE

- —LEREREEEE, I3 gdm3(1) BAME X BXNERTE

- 1Bi@ “~/.xsessionrc”, X EEMEMBEAME X B NERTE
- shell BREDFS, 40 “~/.bashrc”, EAMEEEIERERNERT

"R
HBRMRTERESIRIEIRES “en_US.UTF-8" RESVEBRANMEEME.

8.45 RARXREWKERESERE

Rl MG T EBREZRIAN X RENBEESRIR, MABMRNRRERPAMER (2R%E 45 ) HIERES

RIR,

EEIRIBREMGMIREMHRITNRERER, LRHEE, IE X BEREALE, Re]ASEREREENNS N6

Froilim, SRRERERSFT (WP, HEMEERE) HESRARUATLH,

R
ME X EEEIENRATTREEES —ETRANAZE, BERE NENNSEAREESRIENERMERNGE,
#1512 gdm3(1), HMIZNLE(REESE B ERRERERE X SENESRIE,

£ PAM EERERTHW TEEITES FESRIBEMNERME, 9 “/etc/pam.d/gdm3”,

auth required pam_env.so read_env=1 envfile=/etc/default/locale

AIS1TeRAL T E AR,

auth required pam_env.so read_env=1 envfile=/etc/default/locale-x

AR, By —@ESE “-rw-r--r-- 1 root root” FHA[#EM “/etc/default/locale-x" X, #E8ET

EETT.
LANG="zh_CN.UTF-8"

RISAREERNMTER “/etc/default/locale” HERE TEIET,
LANG="en_US.UTF-8"

EREHESRIERBANKN, LASE gdm3(1) AEMEEEZHESRBAML,
HIRZIERN S —ERRGEZRER “~/.xsessionrc” BRRNEESRIE,
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8.4.6 1ERURIE

HRBIEMERZR (Z2RE 10.1.7 ), FEEFERBHRIGHESHEIERZS. 2EMF, NERREIERE, mount(8)
{BRR% viat FER A4 £ CP437. (IR ELAE R IR EARERY B S EIERFEHUTF-8 3 CP932.

IR
£ GNOME EEMBENKHIRIET, B EH—[EAKIE U 8885,
B U

U UIR M ERMWHEHEIE, GBRHE L/
B, EhE'Drive”, "Setting”, & utf8” Z"Mount options:”. EiE{

fRe]
U BB FRHMERS, UTF-8 FARITA T,

xR
MRMFEALE—(ERG, HEBERERIE UTF-8 RAERHINE, IE ASCI FMIERNIF2EREER 1SO-8859-1
3}, eucJP R4REE. S RFER T Bibh i8Rz UTF-8. 2R% 111 7.

TEFERRIEM T, Samba EFFHVE Fif (Windows NT, 200x, XP) {£F Unicode, {EEERIZ Fif (DOS #1 Windows 9x/Me)
R CP850. BJLA7E”/etc/samba/smb.conf” #£=4#& @, {FA”dos charset” REEEZF IR SETEZ4RIS, tE
iR, CP932 /inAHEE,

8.4.7 A{YEBENFIENZENHG
7E Debian Z#AREERIVEE 2 XHMN T E NG EIEEE, LR E A, /ZERmd . BEMFME, GNU gettext(1)
HOTEEE RIS R TEMERTE,

aptitude(8) #8, "Tasks” — “Localization” IRt —EB RN ZEMFIBBEREMTIR, LEAEIGMAM (L ERFR G
HRE

EEFIF, Re]AZLEE manpages-<LANG> BLIIRIESAMY man FMEE, £”/usr/share/man/it/” R3&
<programname> X KIFEAY man FME, 1T T EAMRLE,

LANG=it_IT.UTF-8 man <programname>

8.4.8 iESIRIEBMRE

-

sort(1) MOFTTHEF, RESRIENWHE. AU EHREESRIEHFEN K,

Is(1) AR ZESIRIBE. "LANG=C 1s -1” FI”LANG=en_US.UTF-8” AR IA B —EM (BR%E 9.25
).

TEBSBENKTERA . L, KERSEEP, —FE— W51, 000,17, MEEEESEED, T8
RA71.000, 17, fAILLERF RIS REBHIEERA.



https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/Code_page_437
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Samba_(software)
https://zh.wikipedia.org/wiki/Code_page_850
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/Gettext
https://zh.wikipedia.org/wiki/Gettext
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Chapter 9

RIS

B2, HAREMEERRNERRTT, KEbDEEHRIERIE,

9.1 screen &1\

BB ] SESKER BT B BN E RS EE IR EMAIAFIMS, sceen(l) E—EIFEERNIE, AHEXIETHERIAE

IRIELR,
0Es RITE K =R BH
screen V:186, 1:292 | 987 VT100/ANSI ZRimiaites S 18 AU 2R U

Table 9.1: 7% P] HERAR RS EARFIFZ TSR

9.1.1 screen(l) HW{ERAIES

screen(1) MERHF—(ERIHRERITSERF, BERIFRR shell 72732 1E FEIFNELR. 5182 —EEHY screen(1) fE

Rinx.
1. BAR—{EiRimi%E,

2.

TEEE(Ef=HIHE LBIEN screen,
f "A c (“Control-A” $£&”c”) 7£ screen REMNHREHNITS EIEX.
#2 A n ("Control-A” & n”) REZ (@ screen R EEEHR.

- KRR, (REERRIRIEE, BFAEEFEEEMMNIE, MELTIFFEEERRR.

fRe] OEIBER AR RE screen i,

o BRI RAVABRRELR

« #iA "A d(’Control-A” E&7d") TF T ZRELZBREEA
« 8 A A DD ("Control-A” £&”DD”) /8 screen IHRHEA
REFHEANEIE—ERETH (BERRERLDR ),
fEF”screen -r” BX&) screen.

screen EAHRMIE M LEFIFTER screen REMFAIBEEEHITHIFEN.



http://packages.debian.org/sid/screen
http://qa.debian.org/popcon.php?package=screen
http://packages.qa.debian.org/s/screen.html
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TN
HRESRNE R B BNERESR, (RPJMUBIE screen BIEERER, BAMRR UEEFERISR—(BEFES
1T, BIRHERBRERIFERHLE.

9.1.2 screen IS HIEELE

£ screen 28, RT S <RBINWMERBBABIWEXINEFNRE. screen TEGLRBIER “A
(”Control-A”) bﬂ%ﬂﬁlﬁé [RS8 REA. ERE - LEEMGORBFIELE,

iU‘v*BEIjJ 56H

HE/—_F = & Z )

By — @ﬁﬂﬁﬁ—ﬁ_\ﬁfﬂﬁ IR &
TN —ERE

Ep—ERE

F0SRRE

21 5ERE

HEREREIR

EAREFAEE Cul-A ZEFIRE
EERENEEERI—EER
R/ 45 R & AR & 2 hE SR A A ok
X HE K (BIHRE)
REERIR T BE screen B35%

B screen SR IELEA

)

>

>

>

)

b

>

)

I TV | R OT|D|O|N

)

>

>

> > > B> B B B > B B > |

|wiNek
o

Table 9.2: screen HEEE4571FR

#1228 screen(1).

9.2 EMNEEHIRER
9.2.1 Hi%&8=-T:EEF (daemon)

BN /var/log/” Bix T RiREMAYEED.

s IDHFBRESTERF (daemon ) : klogd(8)
- REGHFRBRESTETEF (daemon ) : rsyslogd(8)

28% 329 THME 3.2.10 1.
9.2.2 HEEDH

EERETEMRZEOITEEE ("~Gsecurity: :log-analyzer” 7 aptitude(8) #).

=
CRM114 RHESRIBRBEMAIREE, AT TRE EAIRRAE ., EEEZAEMIREFRIEETER, (BthaEdl
) N=ESa2 N



http://crm114.sourceforge.net/
http://www.laurikari.net/tre/
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e ATE NI L

Togwatch V:18,1:21 2214 | FH Pl BRIHE P TTEEE, BRI
fail2ban V:100, 111 | 1302 | SR S ERE SR s=AY [P

analog V:5, 1:125 3529 | web [AIREEHGE DT

awstats V:12, T:19 6799 | BAFNFFEZERY web {Alfkes Has A
sarg V:5,1:5 432 R squid RS

pflogsumm Vi1, 1:4 111 Postfix His R EE

syslog-summary | V:1,1:4 30 2T syslog Hasla =B

fwlogwatch V:0, 1:0 474 PR =B R

squidview V0, 1:2 192 EXFEFI9 47 squid access.log f& 3

swatch V:0, I:0 100 BIEARTN. SRMBENHRZERER
crmlil4 V0, I:1 1099 Controllable Regex Mutilator #0517 IR EFEF@E (CRM114)
icmpinfo V:0, 1.0 39 2R ICMP &l

Table 9.3: R HFE D ITEREYR

9.2.3 BMIAYECER shell jEE)

S EEI{EFE script(1) (2 8B% 1.49 ) itk shel [FRNEEE —EBIEHIFTIESR, BERHIFTr] AR TEHINA
N, {FH col(1) 1,

$ script
Script started, file is typescript

ELEIRE 3% Ctr1-DBH script.

$ col -bx <typescript >cleanedfile
$ vim cleanedfile

WRIRZE script (FIg0: 7E initramfs BAIRLENBIZS ), REIUER TEMIAXNRE,
$ sh -i 2>&1 | tee typescript

N
& gnome-terminal Z%8RY x-terminal-emulator HAEZHECER, (RULEFEEIEMNITEEREREMEIER,

N
{RE] A screen(1) F1""A H" (2R5E 9.1.2 T) RETIEHIERCER,

<IN
fREIBAfEEA emacs(1) #I'M-x shell”, "M-x eshell”, &'M-x term” REITIZHIIECHR, RIHEFICAER"C-X
C-w" iSEERIER,

9.24 TERNFENREER
EE {5140 more(1) F less(1) ExRMNETEN (BRE 145 -n Y FIARESEMIRAMNEEETIAR (285 11.18 1)
LUERMEERX FEN, (BERN4REES (28% 146 T7) 2ERERERN, BrERERS.

B
#H vim(1) FIEMN D BRILEIR view(l), “:set hls” FUMAERIES,



http://packages.debian.org/sid/logwatch
http://qa.debian.org/popcon.php?package=logwatch
http://packages.qa.debian.org/l/logwatch.html
http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon.php?package=fail2ban
http://packages.qa.debian.org/f/fail2ban.html
http://packages.debian.org/sid/analog
http://qa.debian.org/popcon.php?package=analog
http://packages.qa.debian.org/a/analog.html
http://packages.debian.org/sid/awstats
http://qa.debian.org/popcon.php?package=awstats
http://packages.qa.debian.org/a/awstats.html
http://packages.debian.org/sid/sarg
http://qa.debian.org/popcon.php?package=sarg
http://packages.qa.debian.org/s/sarg.html
http://packages.debian.org/sid/pflogsumm
http://qa.debian.org/popcon.php?package=pflogsumm
http://packages.qa.debian.org/p/pflogsumm.html
http://packages.debian.org/sid/syslog-summary
http://qa.debian.org/popcon.php?package=syslog-summary
http://packages.qa.debian.org/s/syslog-summary.html
http://packages.debian.org/sid/fwlogwatch
http://qa.debian.org/popcon.php?package=fwlogwatch
http://packages.qa.debian.org/f/fwlogwatch.html
http://packages.debian.org/sid/squidview
http://qa.debian.org/popcon.php?package=squidview
http://packages.qa.debian.org/s/squidview.html
http://packages.debian.org/sid/swatch
http://qa.debian.org/popcon.php?package=swatch
http://packages.qa.debian.org/s/swatch.html
http://packages.debian.org/sid/crm114
http://qa.debian.org/popcon.php?package=crm114
http://packages.qa.debian.org/c/crm114.html
http://packages.debian.org/sid/icmpinfo
http://qa.debian.org/popcon.php?package=icmpinfo
http://packages.qa.debian.org/i/icmpinfo.html
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9.2.5 TFHAFEFIHHEIEER
“ls -1" @S TERMIRSAFI R EIRE RIS NEURRESIRIE (MHEANEZ2 RS 126 7)., “SLANG” EBiiSKExE
B, BEcE% “$Lc TIME” E#¥EZ,

BEFESRIZERNFRRBERENEVRISFTERRN C 1R 2 ERRA (1ibce 3EEE ), RN, RREHY Debian 1T
FRBE RN ERIFRER B,

MRGEMNEEEEBHESRIENSEMBRERER, (REZER® “--time-style” 5|83k “$TIME_STYLE”
HMEREERSREERE (2R 1s(1). date(1). “info coreutils ’ls invocation’”),

AFERIVE BERIRE B EF0 5 HRRE R
iso EfI1E 01-19 00:15
long-iso EfM1E 2009-01-19 00:15
. 2009-01-19 00:15:16.000000000
full-iso EEME 10900
locale C Jan 19 00:15
locale en_US.UTF-8 Jan 19 00:15
locale es_ES.UTF-8 ene 19 00:15
+%0d . %m . %y %H:%M EE 19.01.09 00:15
+%d . %b . %y %H :%M Coren_US.UTF-8 19.Jan.09 00:15
+%d . %b . %y %H:%M es_ES.UTF-8 19.ene.09 00:15

Table 9.4: wheezy 1 “1s -1" &< REREFNHEARYRER A

BR
ReIUAEAGSAHBUBREGSIIFE@ARNZEIE, fl0 “alias 1s='1s --time-style=+%d.%m.%y\
%H:%M'” (2R 159 T),

-PIN
ISO 8601 BEIELE iso &=,

9.2.6 shell 7 echo HYEEE:

REBS IR ALURAY shell A echo BESA{EFD ANSI EEEF ITREEREEE (2R “/usr/share/doc/xterm/ctlseqs. txt.gz”
ERTIEF

$ RED=$(printf ”\x1b[31m”")

$ NORMAL=$(printf ”\x1b[Om")

$ REVERSE=$(printf ”\x1b[7m")

$ echo "${RED}RED-TEXT${NORMAL} ${REVERSE}REVERSE-TEXT${NORMAL}"

9.2.7 BEALWENGS

EEEANRIET, s SHaHHERE, EMGRERSMEDTRER, FRAEKMN -~/ bashrc” ENIAT FTHRAE.

if [ "$TERM” !'= “dumb” ]; then
eval ”"‘dircolors -b‘”
alias 1ls='ls --color=always’
alias 11='1s --color=always -1’
alias la='ls --color=always -A’



https://zh.wikipedia.org/wiki/ISO_8601
https://zh.wikipedia.org/wiki/轉義序列
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alias less='less -R’
alias 1ls='ls --color=always’
alias grep='grep --color=always’
alias egrep='egrep --color=always’
alias fgrep='fgrep --color=always’
alias zgrep='zgrep --color=always’
else
alias 11="1s -1’
alias la='ls -A’
fi

EEEIXGSP, FEARNBZREHFEENTZEZHE, EHIRIEEE” export GREP_OPTIONS='--color=auto’” #1
BIFER, ExEEs0:E less() 2B E RN BRI . EEATEEIHEH S, (B EEER, Lms+F~/.bashrc”
FIIANZE, TTLAER”--color=auto” {X&.

W
EEHAWIRER, @B TERM=dumb bash” MR shell , {RAEZHRARISLLEERRE,

9.2.8 CEXAmEEZRISFEMIEIRIRIFENF

{RBESTRC IR A EE RS 1R ARV 1R IR IFENMF.
5L Vim, FFIR FEIEE,

»qa”: FARCHRBAFT T ERFNEFE 2",
. - UREBERIRIE

.« 7q”: &EERECERE AN F T,

- "@a”: FITEEFE"a IRE”.

#15R Emacs, s51% ~ EIZRE,

« 7C-x (" FMEEE—EREER.
. - HRERERIRIF

< 7C-x )V HBREE—ERBES.
- "C-x e’ MIT—(ARBERK.

9.2.9 ik X BAENER
BLBFAFTNTH X BREINFER, 85 xtern fiR.

ERESS) TATE NGRS
xbase-clients I:53 46 xwd(1)
gimp V:61, 1:497 16421 | GUI EE
imagemagick V:77, 1:551 196 import(1)
scrot V9, I:.91 50 scrot(1)

Table 9.5: BISHREET AYIR



https://zh.wikipedia.org/wiki/Vim_(text_editor)
https://zh.wikipedia.org/wiki/Emacs
http://packages.debian.org/sid/xbase-clients
http://qa.debian.org/popcon.php?package=xbase-clients
http://packages.qa.debian.org/x/xbase-clients.html
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon.php?package=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/imagemagick
http://qa.debian.org/popcon.php?package=imagemagick
http://packages.qa.debian.org/i/imagemagick.html
http://packages.debian.org/sid/scrot
http://qa.debian.org/popcon.php?package=scrot
http://packages.qa.debian.org/s/scrot.html
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e ITE KA | FREA

] _ {8 Git (785X ). Mercurial B¢, Bazaar ( 37 ) REFICE1E =40
etckeeper V:25, 1:29 153 SRR TE R
changetrack V:0, 1:0 62 fEFRCS (B) RFEEERR

Table 9.6: 7£ VCS ki ERFFIVEREEE

9.2.10 CIFECEERIIE

BRENTHRRIAER DVCS R M ERRCHICERERNERE,

HIZZEASEE git(l) B9 etckeeper BEEE, EFEME “/etc” BER VCS BHIZ T, ENREEMMNHIEZR
“/usr/share/doc/etckeeper/README.gz",

WAE L, $11T “sudo etckeeper init” R%& “/etc” ¥¥AML git BE, B5E 10.6.5 THFTREREANBTEMAM,
(BEEHETRI hook FESIERIEITE LEAIFRE,

ERVEREER:, (RRIUAER git(l) REBHIHREM. MEBRXNTEREEEERSKR, EhERMTHREE,

N
{RETAIBIBEAIT “sudo GIT_DIR=/etc/.git gitk” KBE “/etc” MIEFCHR, R ABEWHBRFNESR
KERE. CRRIIEEMERIEEMmANER,

9.3 Ef=. EHIFIRAENIFEIVEED

VAR AEsa E MY RN TR B IEFIE S,

ERESS) WITE KN | FREA

coreutils V:886,1:999 | 15016 | nice(1): B ENHIFEEEEHIT—EER

bsdutils V:860, 1:999 | 255 renice(1): AR—EBERIENTHEFNHEELEE
procps V:818,1:999 | 690 »/proc” @R &G LE: ps(1), top(1), kill(1), watch(1), -

psmisc V:373,1:934 | 526 »/proc” & &4 L E.: killall(1), fuser(1), peekfd(1), pstree(1)
ime V20 1606 | 82 ;iﬁme(l): BT —EER, TREEEREAERRSAAE RIIE
sysstat V:123,1:145 | 1454 sar(1), iostat(1), mpstat(1), ---: linux R4t TEEE L B

isag V-0, I:4 109 sysstat I BNV R 4 S B0 E]

Isof V:187,1:947 | 440 Isof(8): EF”-p” EIBSIHHE —ERRIZEFFRRAIESR

strace V21, 1:163 1606 | strace(1): PRk Z A FEAOFOEA 3R

Itrace Vi1, 1:22 360 ltrace(1): FRHEENEN]

xtrace V0, I:1 333 xtrace(1): IRt X11 EF im0{a] AR 28 im < R0 E &

powertop V:6, 1:231 612 powertop(1): ZARtAERElE A B &Ml

cron V:882,1:997 | 251 TR1& cron(8) B=~T:812/% ( daemon ) RIHFIZ AT — B2 /T
anacron V:449,1:528 | 106 ARIEEX 24 N\ERITR GG SETE], %8 cron

at V364, 621 | 149 gFt(;;)ng batch(l): E—ERENBERTERIER AR 88

Table 9.7: BSIZMIIZHITE N/ EBI TRIIR

R’
procps B TIFEEMRMEIR, EHRENEBINEMNENIIZNINEE. REREEMMALSMES,



http://packages.debian.org/sid/etckeeper
http://qa.debian.org/popcon.php?package=etckeeper
http://packages.qa.debian.org/e/etckeeper.html
https://zh.wikipedia.org/wiki/Git_(software)
https://zh.wikipedia.org/wiki/Mercurial_(software)
https://zh.wikipedia.org/wiki/Bazaar_(software)
http://packages.debian.org/sid/changetrack
http://qa.debian.org/popcon.php?package=changetrack
http://packages.qa.debian.org/c/changetrack.html
https://zh.wikipedia.org/wiki/Revision_Control_System
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon.php?package=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon.php?package=bsdutils
http://packages.qa.debian.org/b/bsdutils.html
http://packages.debian.org/sid/procps
http://qa.debian.org/popcon.php?package=procps
http://packages.qa.debian.org/p/procps.html
http://packages.debian.org/sid/psmisc
http://qa.debian.org/popcon.php?package=psmisc
http://packages.qa.debian.org/p/psmisc.html
http://packages.debian.org/sid/time
http://qa.debian.org/popcon.php?package=time
http://packages.qa.debian.org/t/time.html
http://packages.debian.org/sid/sysstat
http://qa.debian.org/popcon.php?package=sysstat
http://packages.qa.debian.org/s/sysstat.html
http://packages.debian.org/sid/isag
http://qa.debian.org/popcon.php?package=isag
http://packages.qa.debian.org/i/isag.html
http://packages.debian.org/sid/lsof
http://qa.debian.org/popcon.php?package=lsof
http://packages.qa.debian.org/l/lsof.html
http://packages.debian.org/sid/strace
http://qa.debian.org/popcon.php?package=strace
http://packages.qa.debian.org/s/strace.html
http://packages.debian.org/sid/ltrace
http://qa.debian.org/popcon.php?package=ltrace
http://packages.qa.debian.org/l/ltrace.html
http://packages.debian.org/sid/xtrace
http://qa.debian.org/popcon.php?package=xtrace
http://packages.qa.debian.org/x/xtrace.html
http://packages.debian.org/sid/powertop
http://qa.debian.org/popcon.php?package=powertop
http://packages.qa.debian.org/p/powertop.html
http://packages.debian.org/sid/cron
http://qa.debian.org/popcon.php?package=cron
http://packages.qa.debian.org/c/cron.html
http://packages.debian.org/sid/anacron
http://qa.debian.org/popcon.php?package=anacron
http://packages.qa.debian.org/a/anacron.html
http://packages.debian.org/sid/at
http://qa.debian.org/popcon.php?package=at
http://packages.qa.debian.org/a/at.html
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9.3.1 TEFiERS

BARan QI FE Fr HURS IR FE,

# time some_command >/dev/null

real Omo.035s # BT (MAMEZRRE)
user Omo.000s # [EREEAE
sys Omo.020s # TS AR

9.3.2 HIEELIER
ERNHIREEIEF 2w — B E LI EE,

EFEXIERE HEEB kB

19 1 [ElE2EdE

0 FEenNEEEREERERER
-20 root FHEBIERESNEXIEFER

Table 9.8: HEFZBSEIEFETIR

# nice -19 top # EEEE
# nice --20 wodim -v -eject speed=2 dev=0,0 disk.img # FEFR

ERLERT, BENEFELEFEENAREREE, MMEREESS,
9.3.3 ps@d

£ Debian %t £/ ps(1) @52 [EIRFZ & BSD Fl SystemV 458, BENIERIFENIZF/EE,

BRIV BB SRS 158
BSD psS aux HA/R%CPU %MEM
System V ps -efH BH/R PPID

Table 9.9: ps A S HRILTITR

HiiERE (FETHY) FiEfF, (REEZDEE"PPID” AIAIRIER ID RIRFEEA,

pstree(1) A& BERIEFE,

9.3.4 top md

Debian Z#% £/ top(1) BEESERHFE, BEINRERIIEFEEBVENETA,
ER—EEERMN2FEN. ReINBEZ L #REINEHNERER, &q #RELIEZIER,
9.3.5 ZIH#E—EEFFRAMAESR

freesm@iB—{EiZfF ID(PID) 2R3 H %Iz F AT ERMBAVIES, Fld0, PID & 1 1iERF, ERATEMNAR.
$ sudo 1sof -p 1

PID=1@EAM init £
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9.3.6 [RitFEz(/EEN

{REESHERBEFZIV/EEN, (£ strace(1), ltrace(1), xtrace(1) RERHE RARMFAUFIENER, EIFAL, X11 FFiRFEAR2E IR < R
Y&,

BREE 1s ar LRI R AR,

$ sudo strace 1s

9.3.7 BRIERERNERFNERF
1R BT AR fuser(1) REMBIL SERIBRIIZE, FlE0, A TEMASXMAIL"/var/log/mail. log” RMEIZFFRIRL.

$ sudo fuser -v /var/log/mail.log
USER PID ACCESS COMMAND
/var/log/mail.log: root 2946 F.... rsyslogd

{ReILAFBRI”/var/log/mail. log” 2 H rsyslogd(8) an L FRLEE A,
{RETLAEIE fuser(1) 2RI HERERFNER, G101, B TEMAINERIL smtp/ tep” HFMERR 7R,

$ sudo fuser -v smtp/tcp
USER PID ACCESS COMMAND
smtp/tcp: Debian-exim 3379 F.... exim4

HEMRENERI R AT eximd(8) REZIEELRE] SMTP IR (25) B9 TCP Z4R.

9.3.8 (FHETCRMREE —EHS
watch(l) EFREEEREFNT—EAGS, LLEEREL,

$ watch w

BTRMEASAZRSE, B2EEH—KX.

9.3.9 FRAEREEREE—EGST

BBLEREREMNERREBEE (BT, B%ERE, i, DRESIFHEER > . ext”.
- Shell BE A (B2RE 12.1.4 TI):

for x in *.ext; do if [ -f ”"$x”]; then command "$x” ; fi; done

« find(1) #0 xargs(1) Bt S:

find . -type f -maxdepth 1 -name ’'*.ext’ -print® | xargs -0 -n 1 command

« find(1) {EF” -exec” BIBLHMITHS:

find . -type f -maxdepth 1 -name ’'*.ext’ -exec command "{}’ \;

« find(1) fER”-exec” AT #1T —EFSRHY shell F5S1E:
find . -type f -maxdepth 1 -name ’'*.ext’ -exec sh -c ”“command '{}’ && echo ’successful’” \;

LFEMNFFRAREBEREEEMER (WESZH ), findl) ESSMREMAE, 2R8% 1015 1.



https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Transmission_Control_Protocol
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9.3.10 i GUI EI— B2

12 S FNE ( command-line interface, CLI) , $PATH IBIEE S FRIEEMN BT E —EANRLEEIBNEREH
17, 2R% 153 1,

EHBHE freedesktop.org 1Z2ERY BIZ{EAE N E ( graphical user interface, GUI) , /usr/share/applications/ B
FREPRY * . desktop IBRAFERENN GUI EERREHR THENBLE, 285 722 1,

2@ F, chromium.desktop fEEH% “Chromium 4BIK2ER" T&H THEEABEL, FINEXRE “Name”, F2XN#
1TIRIEFNG|8Y “Exec”, FRERMER “Icon” £% (2R SEREIERE ), BEERNFUT:

[Desktop Entry]
Version=1.0
Name=Chromium Web Browser
GenericName=Web Browser
Comment=Access the Internet
Comment[fr]=Explorer le Web
Exec=/usr/bin/chromium %U
Terminal=false
X-MultipleArgs=false
Type=Application
Icon=chromium
Categories=Network;WebBrowser;
MimeType=text/html; text/xml;application/xhtml_xml;x-scheme-handler/http;x-scheme-handler/ <«
https;
StartupwMClass=Chromium
StartupNotify=true

Ere—ERAGENIRE, *.desktop ERG TEIPEKIES,

SHEIRIBEIRE $XDG_DATA_HOME F1 $XDG_DATA_DIR IRIZEEE, ZE{IF, £ GNOME 3 A:
* RERTE $XDG_DATA_HOME, (A%fEFTEER{E $HOME/ . local/share, )

« $XDG_DATA_DIRS #z&E % /usr/share/gnome:/usr/local/share/:/usr/share/,
E#EB (2K XDG Base Directory Specification ) F1fERTE{ BRI TR,

» $HOME/ .local/share/ — $HOME/.local/share/applications/

« /usr/share/gnome/ - /usr/share/gnome/applications/

« /usr/local/share/ — /usr/local/share/applications/

« /usr/share/ - /usr/share/applications/

* . desktop iERABZBEREIEFEELL applications BEPiETIES,

R
EEVEAFERAEBESMN GUI EEIE, FET $HOME/.local/share/applications/ B #H i —1&
* desktop &3,

Wi
TR, NRESLEERIF TR autostart BERHEI T —(E *.desktop 185, HI *.desktop EXFIETE
MR EEEEIEIERERSEENIHNT. 2R Desktop Application Autostart Specification,

R

MR, YNSR7E $HOME/Desktop Bk HEI T —fE *.desktop BRI B FAEREREEATZIEREE RME
BRIheE, RIEHEBEIRIFIEEMREXNSWMIT. /FE, SHOME/Desktop B#MEBRZBEESIRIEGH, 2R
xdg-user-dirs-update(1),



https://zh.wikipedia.org/wiki/Command-line_interface
https://zh.wikipedia.org/wiki/Freedesktop.org
https://zh.wikipedia.org/wiki/Graphical_user_interface
http://standards.freedesktop.org/desktop-entry-spec/desktop-entry-spec-latest.html
http://standards.freedesktop.org/basedir-spec/basedir-spec-latest.html
http://standards.freedesktop.org/autostart-spec/autostart-spec-latest.html
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9.3.11 HTEEWRENIIED
—wEXEHE—ERXEHNE., TASEEERERNSE,
- ERRERRERE:

GNOME3 £MH: “88&F" - “&#° - "“FH@EEM" - “7EREREX

KDE £: ”K” - ”Control Center $2|F/(»” - ”KDE Components Jo{4” — ”Component Chooser Jo{4 2 {£58”
Iceweasel BIEERE: “4REE” - “EEIE - “EARER

mc(1): “/etc/mc/mc.ext”

« %0 “$BROWSER”, “$EDITOR”. “$VISUAL” #1 “$PAGER” ERMIIBIEEE (2R eviron(7))

« AREIIN “editor”, “view”. “x-www-browser”, “gnome-www-browser” 1 “www-browser” EHIFER
89 update-alternatives(1) 4% (2R%E 147 1)

« “~/.mailcap” F “/etc/mailcap” ERMAEEIE T FZXNA MIME BRI (2 R mailcap(5) )

« “~/.mime.types” I “/etc/mime.types” HERIAERE T MIME BFIMEIER (2R run-mailcap(1) )

"R
update-mime(8) EE Hi"/etc/mailcap” #E3R, HIEZAZI"/etc/mailcap. order” ##2 (2 R mailcap.order(5)).

R
debianutils EXEEEIIZ{E sensible-browser(1). sensible-editor(1) 1 sensible-pager(1), E1ieI A% BlIEZIFAY
R4mEEeE. 7 HIENAARRBIER(FHIRENNEE, BIERREEL shell 35218,

"R
BTE X FTHITHWM mutt SRNZGFIERBRERERMHEERBRER, MEXETEBKREIL—E X BR
FEAERTE “/usr/local/bin/mutt-term” AIFEEMENEEEAREN.,

# cat /usr/local/bin/mutt-term <<EOF
#!/bin/sh

gnome-terminal -e "mutt \$@”

EOF

chmod 755 /usr/local/bin/mutt-term

9.3.12 RIE—(EER

A kill(1) B@FEF ID RFIE (Fix— @K ) —EERF.
{5 killall(1) 3% pkill(1) BiBFEF RSB FHECEE RHEHRNER,

FaR{E BikE= ThEE

1 HUP EREETserzF (daemon)
15 TERM T\ kill

9 KILL B kill

Table 9.10: kill 55 & FSEYIR



https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/MIME
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9.3.13 EREFHISEZTHE

1T at(1) L REH— R MR TAF,

$ echo ’"command -args’| at 3:40 monday

9.3.14 TERMEFREHE

A cron(8) REITERFTEFELHE, 2R crontab(1) 1 crontab(5).
MeestfEA—BEEEFERECRHIT—ERERF, ki, foo M crontab -e” &< 37 — & crontab(5) FI1E

2”/var/spool/cron/crontabs/foo”,
1518 2 —1@& crontab(5) {&RMIFF,

# use /bin/sh to run commands, no matter what /etc/passwd says
SHELL=/bin/sh

# mail any output to paul, no matter whose crontab this is

MAILTO=paul

# Min Hour DayOfMonth Month DayOfWeek command (Day... are OR’ed)

# run at 00:05, every day

5 0 * ** $HOME/bin/daily.job >> $HOME/tmp/out 2>&1

# run at 14:15 on the first of every month -- output mailed to paul

15 14 1 * * $HOME/bin/monthly

# run at 22:00 on weekdays(1-5), annoy Joe. % for newline, last % for cc:
0 22 * * 1-5 mail -s "It’s 10pm” joe%Joe,%%¥Where are your kids?%.%%
23 */2 1 2 * echo ”"run 23 minutes after ©@am, 2am, 4am ..., on Feb 1”
5 4~ * sun echo "run at 04:05 every Sunday”

# run at 03:40 on the first Monday of each month

40 3 1-7 * * [ "$(date +%a)” == "Mon” ] && command -args

B
HALIEBEMITHRA, L anacron REERERFNITEIRENGS, HOEBAHESMEINSREHNT, X
AT TENIERERR. 28 anacron(8) # anacrontab(s).

B

HRERARMMEEE SN, REHL root RFERHIT, EEHESBWMA"/etc/cron. hourly/”,
"/etc/cron.daily/”, "/etc/cron.weekly/”, 8"/etc/cron.monthly/”. ELIESBRIEA TSR, BT
iBi@"/etc/crontab” #1"/etc/anacrontab” REH,

9.3.15 Alt-SysRq i

i AREEEIE”Magic SysRq key” (SAK &) 12 (L TER R AR EAFERVIENE , FXIBIEIR £ 2 Debian #ZIDAIFEER{E. 2 Alt-SysRq
#, EERTHRPN—(EE, SMIEMARNHFERE.

N
REI:E signal(7), kill(1) #0 sync(1) FMERIEHE EEAVHEIR,

”Alt-SysRq s”, ”Alt-SysRq u” F1”Alt-SysRq r” 48E, BEINRHMHEIEIRMIER, LrIUEREILERANIER TIESTH
RUHEER,

£8”/usr/share/doc/linux-doc-3.*/Documentation/sysrq.txt.gz”.



https://zh.wikipedia.org/wiki/Secure_attention_key
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Alt-SysRq Z & FI5E ﬁ’%}ma;

r EX EE/ ﬁ, & raw E::fi NE&EHQ

0 2 2 5%

k kill £ 5 aum

e &1% SIGTERM ZIFf 127,

i &% SIGKILL 2IFf &1z, B%F';ﬁ 1n1t(8)

s sync FT 8 E &R S P8

u EHUH Wﬁiﬂﬁﬁfﬁ“ﬁ?% (umount)
b reboot 2%, FEITXFERE

Table 9.11: SAK 7% #515R

VIR

M SeRFE AN root FFRIHERVINEE, Alt-SysRq #Fi4ERT #E

BAREZELRAM, £°/etc/rc.local” 8HE

B AN’echo 0 >/proc/sys/kernel/sysrq” si#E"/etc/sysctl.conf” B AN"kernel.sysrq =

REAEF Alt-SysRq i,

N

}f SSH 4&I%%E, {RAEZIEBE"/proc/sysrq-trigger” BAASREA Alt-SysRq 451,

fBlgn, 1# root shell

RBRFEI1Techo s > /proc/sysrq-trigger; echo u > /proc/sysrq-trigger” 2R syncs #l umounts

B EHENERAMR,

9.4 HRRAHEERIS

9.41 HERGRE?
(RETBB TEN A SR EEBANELEAE,

« who(1) BE/REHE AT R MM,

- w(l) BTREEEAERGER, MFEMTE.
« last(1) REREREEANIIR,

« lastb(1) BREREREBZREANIR,

N
"/var/run/utmp” #1”/var/log/wtmp” EEFEEMERAEE.

£ 8 login(1) #1 utmp(5).

9.4.2 ZEEMEA

fRe]AiBd T ENANER wall(l) 8BARGNE—BEABEEEN,

$ echo "We are shutting down in 1 hour” | wall
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9.4.3 RERZGEA!
52 PCI 388 & (AGP, PCI-Express, CardBus, ExpressCard ), —BIAF{F B 1spci(8) (EFHI0_E” - nn” IRIH) TS

ol o3 5

LS, fREIBAEIBREEE”/proc/bus/pci/devices” BHERNANEE/sys/bus/pci” FHEHE B sk REITIEEE
WAl (2R%E 1.2.12 ).

LS ATE X/ | FREE

pciutils V:175,1:993 | 1220 Linux PCI TE.: Ispci(8)
usbutils V:104,1:862 | 721 Linux USB T E.: Isusb(8)
pcmciautils V:22, 1:42 94 Linux PCMCIA T E.: pccardctl(8)
scsitools V0, I:4 366 SCSITFEREIE T EE: Isscsi(8)
procinfo V1, 15 122 f&7/proc”: Isdev(8) BB R K&
Ishw V39, 1:87 671 MEEERC E & all: Ishw(l)

discover V:40,1:934 | 90 TEREER P & &: discover(8)

Table 9.12: fER2:8 5 TRYIFE

9.44 tEEERCE

& GNOME # KDE B EIRN B RE A%, HAXBHEEMEERNENEEEENENIEE TRERERE, BHE
—EREECFNERAN, LR —EFNES,

0Ee RITE KAV | 5REA
console-setup V:348,1:941 | 438 Linux EHIEFEFEERRITE
x11l-xserver- Utl]'SV:358, I:581 | 516 X BRF&u%m L A: xset(1), xmodmap(1)
acpid V:382, 1:675 | 143 EIESIERIIEEMEIR T HE (ACPI)
( daemon )
acpi V:30,1:647 | 46 RN ACPI REEMNIE
apmd V:0, 1.7 132 SPEER ( ) V& ETaE1=/F (daemon )
sleepd V-0, 1:0 79 EEATRHE, FEHEAKEIREBIHNEESTERERF (daemon)
hdparm V339, 1:538 | 245 EIRAEEE (BEE 959 1)
smartmontools V:121,1:195 | 1716 FHSMART EHHERERERG
setserial V6, 11 113 RIEEETHE
memtest86+ Vi1, 1:36 2391 | iClEEEEREEE LEE
scsitools V0, .4 366 SCSIFEEE T HE
setcd V0, I:1 35 SRR TR
big-cursor 1.0 27 X RRHKE R IZ

9.4.5

B8, ACPI 2—{Att APM FHIEREIE R MIELS,

Table 9.13: TFRERCE T HYIR

BN

RRRGR CPU JARREINGE, A IUMEE acpi_cpufreq EIERY,

HRARSE A AERERT R

THEHRERFAIELERFRE %A MM/DD hh:mm, CCYY.



https://zh.wikipedia.org/wiki/Peripheral_Component_Interconnect
https://zh.wikipedia.org/wiki/AGP
https://zh.wikipedia.org/wiki/PCI_Express
https://zh.wikipedia.org/wiki/PC_Card#CardBus
https://zh.wikipedia.org/wiki/ExpressCard
http://packages.debian.org/sid/pciutils
http://qa.debian.org/popcon.php?package=pciutils
http://packages.qa.debian.org/p/pciutils.html
http://packages.debian.org/sid/usbutils
http://qa.debian.org/popcon.php?package=usbutils
http://packages.qa.debian.org/u/usbutils.html
http://packages.debian.org/sid/pcmciautils
http://qa.debian.org/popcon.php?package=pcmciautils
http://packages.qa.debian.org/p/pcmciautils.html
http://packages.debian.org/sid/scsitools
http://qa.debian.org/popcon.php?package=scsitools
http://packages.qa.debian.org/s/scsitools.html
http://packages.debian.org/sid/procinfo
http://qa.debian.org/popcon.php?package=procinfo
http://packages.qa.debian.org/p/procinfo.html
http://packages.debian.org/sid/lshw
http://qa.debian.org/popcon.php?package=lshw
http://packages.qa.debian.org/l/lshw.html
http://packages.debian.org/sid/discover
http://qa.debian.org/popcon.php?package=discover
http://packages.qa.debian.org/d/discover.html
http://packages.debian.org/sid/console-setup
http://qa.debian.org/popcon.php?package=console-setup
http://packages.qa.debian.org/c/console-setup.html
http://packages.debian.org/sid/x11-xserver-utils
http://qa.debian.org/popcon.php?package=x11-xserver-utils
http://packages.qa.debian.org/x/x11-xserver-utils.html
http://packages.debian.org/sid/acpid
http://qa.debian.org/popcon.php?package=acpid
http://packages.qa.debian.org/a/acpid.html
http://packages.debian.org/sid/acpi
http://qa.debian.org/popcon.php?package=acpi
http://packages.qa.debian.org/a/acpi.html
http://packages.debian.org/sid/apmd
http://qa.debian.org/popcon.php?package=apmd
http://packages.qa.debian.org/a/apmd.html
http://packages.debian.org/sid/sleepd
http://qa.debian.org/popcon.php?package=sleepd
http://packages.qa.debian.org/s/sleepd.html
http://packages.debian.org/sid/hdparm
http://qa.debian.org/popcon.php?package=hdparm
http://packages.qa.debian.org/h/hdparm.html
http://packages.debian.org/sid/smartmontools
http://qa.debian.org/popcon.php?package=smartmontools
http://packages.qa.debian.org/s/smartmontools.html
https://zh.wikipedia.org/wiki/S.M.A.R.T.
http://packages.debian.org/sid/setserial
http://qa.debian.org/popcon.php?package=setserial
http://packages.qa.debian.org/s/setserial.html
http://packages.debian.org/sid/memtest86+
http://qa.debian.org/popcon.php?package=memtest86+
http://packages.qa.debian.org/m/memtest86+.html
http://packages.debian.org/sid/scsitools
http://qa.debian.org/popcon.php?package=scsitools
http://packages.qa.debian.org/s/scsitools.html
https://zh.wikipedia.org/wiki/SCSI
http://packages.debian.org/sid/setcd
http://qa.debian.org/popcon.php?package=setcd
http://packages.qa.debian.org/s/setcd.html
http://packages.debian.org/sid/big-cursor
http://qa.debian.org/popcon.php?package=big-cursor
http://packages.qa.debian.org/b/big-cursor.html
https://zh.wikipedia.org/wiki/高級配置與電源接口
https://zh.wikipedia.org/wiki/高級電源管理
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# date MMDDhhmmCCYY
# hwclock --utc --systohc
# hwclock --show

Debian Z4ARIASEIEFBRRAARMIGRE, (BEIESEESER UTC(GMT) B,

WNEREERE ( BIOS ) BFERRES UTC BSE, 7 “/etc/default/rcS” BME:RE “UTC=yes”,
TEREFHEE Debian RAAFERIIREE,

# dpkg-reconfigure tzdata

MRFHEBBERREFALEE, BEMERM ntp, ntpdate Fl chrony S ERHAY NTP fRT5,

B
£ systemd T, ZfEH systemd-timesyncd RERETHREEREY, £8 systemd-timesyncd(8).

&M,

. FETERFREFN B EAEIE HOWTO
« NTP AHRFEER

« ntp-doc &

BR
7E ntp B48MEHM ntptrace(8) AELHIRHME NTP FRFEHEZERIBIE,

9.4.6 RiRricE
5 418 T4 BT LA FA SR AR B 7 TR S48 F ncurses(3) R AALNAE,

« “/etc/terminfo/*/*” ¥&Z (terminfo(5))
« “$TERM” IRIREE] (term(7))
« setterm(1), stty(1), tic(1) F0 toe(1)

R xterm iy terminfo ¥IE Debian B xterm REFEA, BIZ{RIEEIH

EiHEfEE| Debian RAERS, (MBS NERIVK IR
BUBI“STERM”, i “xterm” B AINAEZRAVARA ( FlEN“xterm-r6” ) EBNELR"/usr/share/doc/libncursess/F
&2 “$TERM” HRiBRN.,

9.4.7 BEEM:R

FARIRFER Linux MEN TR BERENTIENH 5% Linux BET2% ( Advanced Linux Sound Architecture, ALSA ) 124,
ALSA Rt THE 28I BMZB S A4 (Open Sound System, OSS ) HIIREHER,

VI
R “cat /dev/urandom > /dev/audio” X speaker-test(1) KAl;{15EE2E ("C {21k ),



https://zh.wikipedia.org/wiki/UTC
https://zh.wikipedia.org/wiki/Network_Time_Protocol
https://zh.wikipedia.org/wiki/Systemd
http://www.tldp.org/HOWTO/TimePrecision-HOWTO/index.html
http://www.ntp.org/
https://zh.wikipedia.org/wiki/ALSA
https://zh.wikipedia.org/wiki/Open_Sound_System
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]iFe ITE KA | FREA

alsa-utils V:388,1:526 | 2103 | EeEFER ALSARTE

oss-compat V4, 1:42 7 7£ ALSA FNEZE 0SS, F8F5 "/dev/dsp not found” #Eix
jackd V:3,1:28 32 JACK Audio Connection Kit. JACK) {afRzE ({KZEE )
Iibjacko V0, I:17 337 JACK Audio Connection Kit. (JACK) & ( {KZEE )

nas V0, 1.0 239 RN ARM (Network Audio System, NAS) fA]fkzEs
Iibaudio2 V:46, 1:551 161 HEREMAL (Network Audio System, NAS) &
pulseaudio V:370,1:501 | 6105 | PulseAudio {a]Akzs, &K ESD

Tibpulse0 V:246,1:648 | 989 PulseAudio EFinEE, &fCESD
Libgstreamerl.0-0y., s 1513 | 4860 | GStreamer: GNOME B8535

libphonon4 1:214 672 Phonon: KDE B &5

[

Table 9.14: EFEEE

N
MRREEEBIBE, IMEMNIBEETEEERD T —EFShHE. BRNESAREFSHE, alsa-utils #Ki8
BHHY alsamixer(l) R LARIFINECEE SHEFSRTE.

ERMEREEEANMEERIHBERE, trl@e—ERECESARERARRIHBEM.

BEFTHRARREEHE —EERANESSIE, SEAREAREIMERANESSIEE ] NEEERIANENESTE
BR=28,

9.4.8 [HRFSBERE

FRASERIRE, EATENGS.

IRIR e
Linux = HIE setterm -powersave off
X RE (SR RE) xset s off
X R&E (FR dpms) xset -dpms
XHE (BEFKEGUIEE) xscreensaver-command -prefs

Table 9.15: AR &R REM IR

9.4.9 FAFERE

B] AEE SR E 3R REAFERIE, 1€ pcspkr #OEAMER, eI AMEIIEES,
bash(1) FAZHY readline(3) 127, EiBEIEEF T (ASCI=7) By, #EHEE, THEHIIRFASMHELEE,

$ echo "set bell-style none”>> ~/.inputrc

9.4.10 :CiEfE(EH
EHRRER, BB EMET AN ARSI IEENERE R,

- “/var/log/dmesg” FHZLMEIENEE T EI FEIERAERAE KN,



http://packages.debian.org/sid/alsa-utils
http://qa.debian.org/popcon.php?package=alsa-utils
http://packages.qa.debian.org/a/alsa-utils.html
http://packages.debian.org/sid/oss-compat
http://qa.debian.org/popcon.php?package=oss-compat
http://packages.qa.debian.org/o/oss-compat.html
http://packages.debian.org/sid/jackd
http://qa.debian.org/popcon.php?package=jackd
http://packages.qa.debian.org/j/jackd.html
https://zh.wikipedia.org/wiki/JACK_Audio_Connection_Kit
http://packages.debian.org/sid/libjack0
http://qa.debian.org/popcon.php?package=libjack0
http://packages.qa.debian.org/libj/libjack0.html
https://zh.wikipedia.org/wiki/JACK_Audio_Connection_Kit
http://packages.debian.org/sid/nas
http://qa.debian.org/popcon.php?package=nas
http://packages.qa.debian.org/n/nas.html
https://zh.wikipedia.org/wiki/Network_Audio_System
http://packages.debian.org/sid/libaudio2
http://qa.debian.org/popcon.php?package=libaudio2
http://packages.qa.debian.org/liba/libaudio2.html
https://zh.wikipedia.org/wiki/Network_Audio_System
http://packages.debian.org/sid/pulseaudio
http://qa.debian.org/popcon.php?package=pulseaudio
http://packages.qa.debian.org/p/pulseaudio.html
https://zh.wikipedia.org/wiki/PulseAudio
http://packages.debian.org/sid/libpulse0
http://qa.debian.org/popcon.php?package=libpulse0
http://packages.qa.debian.org/libp/libpulse0.html
https://zh.wikipedia.org/wiki/PulseAudio
http://packages.debian.org/sid/libgstreamer1.0-0
http://qa.debian.org/popcon.php?package=libgstreamer1.0-0
http://packages.qa.debian.org/libg/libgstreamer1.0-0.html
https://zh.wikipedia.org/wiki/GStreamer
http://packages.debian.org/sid/libphonon4
http://qa.debian.org/popcon.php?package=libphonon4
http://packages.qa.debian.org/libp/libphonon4.html
https://zh.wikipedia.org/wiki/Phonon_(KDE)
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« free(1) # top(1) BERIEAFITH R A IR ERIIERIE.

TER—EFF.

# grep ‘\] Memory’ /var/log/dmesg
[ 0.004000] Memory: 990528k/1016784k available (1975k kernel code, 25868k reserved, 931k <«
data, 296k init)

$ free -k
total used free shared buffers cached
Mem: 997184 976928 20256 0 129592 171932
-/+ buffers/cache: 675404 321780
Swap: 4545576 4 4545572
{ReJREE BB FIR: “dmesg F5aF 1R free 2 990 MB, (M free -k &55F 1R free £ 320 MB, EE5 T #8i® 600 MB -+ "

B “Mem:” BE1TH “used” BRARMEURKR “free” BUNIVE, WS, MEEMENETEMIME (E£LEN
FlEHEME 675404 F0 321780 ),

EHRFREY MacBook, B 1GB=1048576k 21288 (B R TR AAEE—LL), HRBIMWAT,
HBE Ky
dmesg AP total K/ 1016784k = 1GB - 31792k
dmesg FRY free 990528k
shell FAY total 997184k
shell FHY free 20256k ([BEBREIA 321780k )

Table 9.16: FRERIFCIEIE AR/

9.4.11 RELTEMMTEMERE
ERNRREETREREBTINARR, BRERIMNBIEEERA,
HRRARLTLUNTEMNRE, FEEZR TEHELH ISR,
« debsums EREEEl, £ & debsums(1) FI5E 2.5.2 13,

« chkrootkit #8288, £ 8 chkrootkit(1),

- clamav B{i88 Kk, 2R clamscan(1) F freshclam(1),

* Debian security FAQ,

* Securing Debian Manual,

TEHE—EGENESIE, AREAHRIRAME AR BH#EFIERTE,
# find / -perm 777 -a \! -type s -a \! -type 1 -a \! \( -type d -a -perm 1777 \)

NIy
@ Bt debsums EXEEEMEAARMEETFR MD5 5815, ALLEHEENE, UAET2HERAT MR
IH,

9.5 BERMHEEFRIS

{3 live CD BX, debian-installer CD LARUEIRIVRIENREI R, "ILARIRAEM BB (RIMEI R ENEBIFETE,



https://www.debian.org/security/faq
https://www.debian.org/doc/manuals/securing-debian-howto/
https://zh.wikipedia.org/wiki/MD5
https://zh.wikipedia.org/wiki/Live_CD
https://www.debian.org/releases/stable/debian-installer/
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e ITE KA | FREA

logcheck Vi1, 14 152 Ei%;!’?g%(daemon)’ ot
debsums V:6, 1:40 120 ERER, A MDD REBBHCTRREENERETRE
chkrootkit V:7,1:27 954 rootkit 18 B[EREE

clamav V:16, 1:69 893 Unix RFASEAEN—mITH
tiger V:3, L4 2599 | RERALERE

tripwire V:3, 14 11480 | TERFNEHRTEMERAEREE

john V:3,1:14 449 FEN ISR T E

aide V2,12 1998 | SfEABRERI—FE T ERF
integrit V:0, 1:0 313 e EMEREIEI

crack V:0, 1.0 128 ZhEiEAlfER

Table 9.17: AARAZREEMMTEMBENTER

9.5.1 ER=EERER
TR =R E B IR o] LAii@ mount, coreutils F xdu EREEEIR HAVFEURETME:

« mount(8) BERFT BRI FRMER R (= HiEK).
- df(1) EERZRRERMEREZME,
- du(1) RS B SR EHE R RREIR =R,

B
BT ARG du(8) RYsh B {EE45 xdu(1x), RERENBEREESNER, Fla0 “du -k . |xdu”, “sudo du -k -x

/ |xdu” EE,

9.5.2 MEMNENERE

IR D EIBRE, BE fdisk8) WAREBIFENEKE, BR parted(8) TRERERIEMN.

AZE PC {ERLLERES|E:08% ( Master Boot Record, MBR ) AX, iSEE N EIEEREEFES —(ERE, Bl LBA
BBE 0 (512 T4 ),

FE
—HBERIBAEHSIEENE (Extensible Firmware Interface, EFI) B9 PC, ELEENS Intel B9 Mac, £ 215
THEME—FEES 5 EHE%%(GUID Partition Table, GPT) A%, D IEEMINREEFEE—ERBE,

BE fdisk(8) —EH RN ENEMIEET R, (BIRTE parted8) BXTTE,

ERESD) ATE XN | GPT B

util-Iinux V:887,1:999 | 3204 | A%F= ZEAKRITE, B8 fdisk(8) # cfdisk(8)
parted V:365, I:561 | 278 %5 GNU Parted, Mg EIfBTAEIZ0

gparted V25,1148 | 7231 | %35 ER 1ibparted ) GNOME 7 28 dmeaiz o0
gdisk V56, 1:493 | 779 3 FARR GPT MR A B AREETE XN

kpartx V:14, 1:28 80 =i B AE R EEFHRAITER

Table 9.18: FFRE D EIEEIREER



http://packages.debian.org/sid/logcheck
http://qa.debian.org/popcon.php?package=logcheck
http://packages.qa.debian.org/l/logcheck.html
http://packages.debian.org/sid/debsums
http://qa.debian.org/popcon.php?package=debsums
http://packages.qa.debian.org/d/debsums.html
http://packages.debian.org/sid/chkrootkit
http://qa.debian.org/popcon.php?package=chkrootkit
http://packages.qa.debian.org/c/chkrootkit.html
https://zh.wikipedia.org/wiki/Rootkit
http://packages.debian.org/sid/clamav
http://qa.debian.org/popcon.php?package=clamav
http://packages.qa.debian.org/c/clamav.html
http://packages.debian.org/sid/tiger
http://qa.debian.org/popcon.php?package=tiger
http://packages.qa.debian.org/t/tiger.html
http://packages.debian.org/sid/tripwire
http://qa.debian.org/popcon.php?package=tripwire
http://packages.qa.debian.org/t/tripwire.html
http://packages.debian.org/sid/john
http://qa.debian.org/popcon.php?package=john
http://packages.qa.debian.org/j/john.html
http://packages.debian.org/sid/aide
http://qa.debian.org/popcon.php?package=aide
http://packages.qa.debian.org/a/aide.html
http://packages.debian.org/sid/integrit
http://qa.debian.org/popcon.php?package=integrit
http://packages.qa.debian.org/i/integrit.html
http://packages.debian.org/sid/crack
http://qa.debian.org/popcon.php?package=crack
http://packages.qa.debian.org/c/crack.html
https://zh.wikipedia.org/wiki/Disk_partitioning
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Disk_partitioning
https://zh.wikipedia.org/wiki/Logical_block_addressing
https://zh.wikipedia.org/wiki/Extensible_Firmware_Interface
https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/Disk_partitioning
http://packages.debian.org/sid/util-linux
http://qa.debian.org/popcon.php?package=util-linux
http://packages.qa.debian.org/u/util-linux.html
http://packages.debian.org/sid/parted
http://qa.debian.org/popcon.php?package=parted
http://packages.qa.debian.org/p/parted.html
http://packages.debian.org/sid/gparted
http://qa.debian.org/popcon.php?package=gparted
http://packages.qa.debian.org/g/gparted.html
http://packages.debian.org/sid/gdisk
http://qa.debian.org/popcon.php?package=gdisk
http://packages.qa.debian.org/g/gdisk.html
http://packages.debian.org/sid/kpartx
http://qa.debian.org/popcon.php?package=kpartx
http://packages.qa.debian.org/k/kpartx.html
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VAV
@ FE parted(8) EMAEEAREIRABIERZS, EEAEERFNEMTARMELEEEEALE,
40 mkfs(8) ( mkfs.msdos(8). mkfs.ext2(8). mkfs.ext3(8). mkfs.ext4(8):+-- ) #0 resize2fs(8),

B

%77 GPT 7l MBR ZtDig, {IJ\H‘EEE;&HHUBTE%DEE"J%HEi%q:EIJW‘e(/E% 9.7.6 ) YMfEMA “parted
/dev/sdx mklabel gpt” 8 “parted /dev/sdx mklabel msdos” HKi8ETE, mmifE, EEER “msdos”
=R MBR,

9.5.3 {EH UUID i EtE

EEMEREMRNSEIEN I BEFFNENBRIEF I ESENARBEEFTRNZF, EfRe]EREF—{E uuD
5&.:)5F'351Fﬂ FNRAR ﬁyﬂﬁlﬁﬁﬁ%jtﬂm\ﬂ’] BIOS 2 B4 EM—RMEKERIGE, £/A UUID ERNEBRE,

 mount(8) A& HAE “-U” BIERLAMFERUUID RN —EREE, MANERMIERRE, Flal “/dev/sda3”,
- “/etc/fstab” (£ R fstab(5) ) BJLA{ER UUID,
- SIEFAIER (F 3.1.2 ) thEJUA{ER UUID,

Br
{ReT BAE A blkid(8) 2RigtR —(EYFEIREER) UUID,

R’
MRFENE, KE (FINTBREHFEENE ) WREHFIUER udev R EHELFE, 28% 33 W,

9.5.4 LVM2

LVM2 E— B Linux #ZOHEEES SRS, (FH LVM2 IEE, B 2E0] ARSI B D ARERIRERE,
LVM B FIIEK,

* Linux #ZIOAP R EHRTIE ( Debian #I0FBEEZIE )
- FHEECERENMIEE (1libdevmapper* #5828 )
. FEREEEE LVM2 T (1lvm2 #8E6)

A T ER man FHBERERR LVM2,

« lvm(8): LVM2 HHIRIEREZNG (FIH TAE LVM2 %
« lvm.conf(5): LVM2 HIFEEIES

- Ivs(8): ¥REEEBEAIERMEN

- vgs(8): IRESHAMMBREN

- pvs(8): IREVIEHRIMERMEN



https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
http://www.reactivated.net/writing_udev_rules.html
https://zh.wikipedia.org/wiki/Logical_Volume_Manager_(Linux)
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9.5.5 EXZALEE

#1152 ext4 1EERR MR, e2fsprogs BIRETEMNITE,

« mkfs.ext4(8) EILFTHY extd IER AR
o fsck.ext4(8) I EFEIEIRNE ext4 EERR L
« tune2fs(8) ELE ext4 &R A FKHIBARIR

« debugfs(8) BENTLAIFREE ext4 HERAM. (EB undel fn$RIRES LMPRAER.)

mkfs(8) M fsck(8) s L = H e2fsprogs B2 {HtH, RZFEER AR ERMIEXIVAIIR.(mkfs . fstype #l fsck. fstype).
L ext4 iERERL, ©IFR mkfs.ext4(8) F fsck.ext4(8) (B FFIEELER mke2fs(8) 1 e2fsck(8)).

Linux XENES—EERZS, BREUNGS.

ERESD) ATE K/ | ERER
e2fsprogs V:487,1:999 | 1311 | ext2/ext3/extd & &t L EH
reiserfsprogs V9, I:25 891 Reiserfs ERAGL T E
dosfstools V:100, 1:562 | 235 FAT 8 £ % LE. (Microsoft: MS-DOS, Windows)
xfsprogs V:19, 1:84 4338 XFSTERZ#H LE. (SGI: IRIX)
ntfs-3g V:242,1:556 | 1355 | NTFS f&2& %% L E. (Microsoft: Windows NT, --*)
jfsutils Vi1, 1:13 1533 | JFSTERZH I E. (IBM: AIX, 0S/2)
reiser4progs V:0, I:5 1325 | Reiser4 i8R Z7GZ L E
hfsprogs V:0, 1.9 303 HFS # HFS Plus {83 %% T E. (Apple: Mac OS)
btrfs-tools V:6, 1:38 29 Bufs fERAM LE
zerofree V:2, 1:65 25 1€ ext2/3/4 FER A%

Table 9.19: tERAREIEETIR
R=

Ext4 {E@RAMRE Linux R LTERIIERAS, MAEBEREEERAR, RIEGERKRNIEHNER,

VN
Btrfs #§R R4 7E Linux #zi0» 3.2(Debian wheezy) L7F1E, ERIAEES extd BERAKRZENT —EFERIERZR
%EO

m
FEEIE ST ESRINY fsck(8) HE03 B EIREIEsT, (RABIREKRIEE A Buls MRRM,

R’

—LTRaMUAERE Linux ZOZEBENIER THRERAK (2R%E 9.7.2 ).

ERZRMEUNTEMRE

mkfs(8) 7£ Linux R4 LEBIIIERZALR, fsck(8) LT Linux R4 FIREIERAGKRT
EIERAMEILE, Debian IEY_?E S EHAMERIEIT Fsck,

9.5.6

Bt EEEIN6E,



https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
http://packages.debian.org/sid/e2fsprogs
http://qa.debian.org/popcon.php?package=e2fsprogs
http://packages.qa.debian.org/e/e2fsprogs.html
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
http://packages.debian.org/sid/reiserfsprogs
http://qa.debian.org/popcon.php?package=reiserfsprogs
http://packages.qa.debian.org/r/reiserfsprogs.html
https://zh.wikipedia.org/wiki/Reiserfs
http://packages.debian.org/sid/dosfstools
http://qa.debian.org/popcon.php?package=dosfstools
http://packages.qa.debian.org/d/dosfstools.html
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/xfsprogs
http://qa.debian.org/popcon.php?package=xfsprogs
http://packages.qa.debian.org/x/xfsprogs.html
https://zh.wikipedia.org/wiki/XFS
http://packages.debian.org/sid/ntfs-3g
http://qa.debian.org/popcon.php?package=ntfs-3g
http://packages.qa.debian.org/n/ntfs-3g.html
https://zh.wikipedia.org/wiki/NTFS
http://packages.debian.org/sid/jfsutils
http://qa.debian.org/popcon.php?package=jfsutils
http://packages.qa.debian.org/j/jfsutils.html
https://zh.wikipedia.org/wiki/JFS_(file_system)
http://packages.debian.org/sid/reiser4progs
http://qa.debian.org/popcon.php?package=reiser4progs
http://packages.qa.debian.org/r/reiser4progs.html
https://zh.wikipedia.org/wiki/Reiser4
http://packages.debian.org/sid/hfsprogs
http://qa.debian.org/popcon.php?package=hfsprogs
http://packages.qa.debian.org/h/hfsprogs.html
https://zh.wikipedia.org/wiki/Hierarchical_File_System
https://zh.wikipedia.org/wiki/HFS_Plus
http://packages.debian.org/sid/btrfs-tools
http://qa.debian.org/popcon.php?package=btrfs-tools
http://packages.qa.debian.org/b/btrfs-tools.html
https://zh.wikipedia.org/wiki/Btrfs
http://packages.debian.org/sid/zerofree
http://qa.debian.org/popcon.php?package=zerofree
http://packages.qa.debian.org/z/zerofree.html
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Btrfs
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VIR
EEEHEIMIMERRR LT fsck , —MEARLEM.

<N

7£7/etc/mke2fs.conf” # & xE’enable_periodic_fsck” I 8  HE'tune2fs -co
/dev/<partition_name>" SRERAHEE S 0, BErJLAEEREE, B root ERRREBEENNFRERE
KRB L, TEMIIT fsck(8) a5 L. 2R mke2fs.conf(5) F tune2fs(8).

RBR
RREN AR EBITHY fsck(8) AR 4R, vILATE"/var/log/fsck/” Bk 1818,

9.5.7 EBRHIRIBBLIERAMR

“/etc/fstab” HEETERWBRIERARLE. HIW,

# <file system> <mount point> <type> <options> <dump> <pass>
proc /proc proc defaults 0] 0]
UUID=709chbe4c-80c1-56db-8abl-dbce3146d2f7 / ext4 noatime,errors=remount-ro 0 1
UUID=817bae6bb-45d2-5aca-4d2a-1267ab46ac23 none swap sw O 0
/dev/scd0o /media/cdrom@ udf, is09660 user,noauto O 0]
B
UUID (28R% 953 1) AIUBRX—MRAREERR (FlW “/dev/sdal”, “/dev/sda2” - ) R A—{&
MEE,

—(EtE R R RAIBEANFHE B DB IR Fr AR SUEIEHRE TR (2 R fstab(5) #1 mount(8) ), EFEZHIE T HEL,

ooy

- “defaults” ZEIBESMTEZRIES: “rw, suid, dev, exec, auto, nouser,async”, (i@ )
+ “noatime” =% “relatime” EIBEHINFEERGRAEEEN, (EEFE)

« “user” BIBAF—ELBERAEHEERAK, SEEIER “noexec, nosuid, nodev” BIEMAES., (BE, B
ﬁ’SCDj?,usbeT_%zE)

+ “noexec, nodev, nosuid” ZBIEESHAREETEME, (BFE)
« “noauto” IEIGMRFIHNE, RBRAMEETEREIREASETEHE (BF)
« AR ext3fs B “data=journal” ;EIE0]LAESEFMIEFENMNTENE, EEELX—EBARE,

R

ME root ERZREFRMBERIER, FEZEORLOREMEBSIEH BRE 312 ), tku
if"rootflags=data=journal’, EF? lenny hRA, FE:EAIH IR N & rootflags=data=ordered”. i}
squeeze fRAs, 2’rootflags=data=writeback”.



https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
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9.5.8 EiB#BAIR (superblock) BIYIER AL
— B R G ISEET LB wne2fs(8) F54 BiBBAR IR RIBE(L,

« 77 “sudo tune2fs -1 /dev/hdal” FJUAEER “/dev/hdal” FHIERZBBRIRAS.

« #M{T’sudo tune2fs -c 50 /dev/hdal” i¥&”/dev/hdal” i8R K GZHEE (TERENRSFHIT fsck) SEEXERAT 50
RESE.

« 11T “sudo tune2fs -j /dev/hdal” BAERZGIIEHGEINEE, B “/dev/hdal” HIERZRLLNE ext2 Eifp
& ext3, (HRBEIERRBEEM, )

« 11T sudo tune2fs -0 extents,uninit_bg,dir_index /dev/hdal && fsck -pf /dev/hdal”f£“/dev/h
FAEEH ext3 ERR extd, (ERBENRRIEEM, )

"R
EE tune2fs(8) R FRBIEHKET, BEENERAN ext2 IBRZAMK, tHEEAMN ext3 7 ext4 IHRRHK.

9.5.9 TEMREL

g

5 H=
: EIRITREIERRECE 271, SBIGEIRAVIERRIERIEE hdparam(8) Y man FME, ARSI AESHENTEMIE
REEANEE,

{ReJLAEI® “hdparm -tT /dev/hda” RAF “/dev/hda” MERERIFARTIRE, EH—LEER (E)IDE ELFHIIERE,
{Re]AERE “hdparm -q -c3 -d1 -ul -m16 /dev/hda” 3REZF “(E)IDE 32 iiz38". R{A “using_dma flag”.
(%% “interrupt-unmask flag” WERE “multiple 16 sector I/O” ( f&k& ), KEMINEIEREAEERE,

fREJLAIE® “hdparm -W /dev/sda” KA “/dev/sda” ERERIE NRENINEE, {RETAER “hdparm -w 0
/dev/sda” BARATSARERINAE,

IR SIE CD-ROM A, {ReJlAEH”setecd -x 27 [BKRE, RBEUNEBR4EHY CDROM HRE,

9.5.10 [ERBIERE(ENL
[ERERERE ( solid state drive, SSD ) BURKBEFNFEREEE ] LLEIA T 5 A EKL,
o {FERARHM Linux #Zit. (>=3.2)
o SRV EEVERE ARSI AVEERE R A
— 7£ /etc/fstab HE8E “noatime” 3{ “relatime” HIEEIE,
- B TRIM 555,

- 7£ /etc/fstab F%4 ext4 HER R 4. swap D EIE, Bufs Fi/E discard HIEEIE, 218 fstab(5),
— 7£ /etc/1lvm/1lvm.conf A LVM & “discard” JEIE, 2R lvm.conf(5),
— 7£ /etc/crypttab A% dm-crypt 8% “discard” &I, 28 crypttab(5),

« LA SSD MR =R N EEBL AR,
— 7£ /etc/fstab H% Brifs 337F “ssd” BiEHEIE,



https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Solid-state_drive
https://zh.wikipedia.org/wiki/TRIM
https://zh.wikipedia.org/wiki/Logical_Volume_Manager_(Linux)
https://zh.wikipedia.org/wiki/Dm-crypt
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- BIRRR LAV, ERMAT 10 HESHBIEEHIERE.

- 1£ /etc/fstab Fi8E “commit=600" #\&EIE, 2 fstab(5),
— &7 pm-utils EREL AR, BIELE AC BRMHET, 28 Debian BTS #659260.

5 A=
s

B B — R 5 BECS 10 HETERBEERHERENESEL,

9.5.11 {£H SMART FEHIERE LSS

{RB] A{EFHEZE SMART HY smartd(8) 8 =5TREFZF ( daemon ) REITFNECERIRAVAERE,

—_

. #£ BIOS HRZ A SMART IfjgE,

2. &4 smartmontools EXEEE,

BB df(1) 7Y HFERRSREN AL R E 1.

- ERMIFEIESERIERES “/dev/hda”,

4. #8E “smartctl -a /dev/hda” HIEGH, & SMART NEER B ERA,

&

- WNRBE, ®@ “smartctl -s on -a /dev/hda” BATE.

(o))

BB FIIFHEINVEIT smartd(8) R ETFEIZF (daemon ),

- jBBR /etc/default/smartmontools” #EH “start_smartd=yes” HJFHE,
- 8@ “sudo /etc/init.d/smartmontools restart” EFRYE) smartd(8) EE=~T:EFZF ( daemon ),

TN
smartd(8) & E-TEF2F (daemon ) FJLAER /etc/smartd.conf IERETEHER, EEFEE THBANE S,

9.5.12 i&E& $TMPDIR (EEEaRS{ETZ B %

BN —MRERISRTRR “/tmp” TEIERHMER, MR “/tmp” RERHANZRE, RFTIEIR $TMPDIR £
RAIEVIE E RS RT B i

9.5.13 #EiB LVM EREATRHFEEZME

TELEERSENITE Logical Volume Manager EEEHEIE (LVM) (Linux $5M) EHHEE, SMTUBSNEBSHIER
EXSMRIBEREGNANNE RN, MATEESEARFRE TETAKENEFLEE.



http://bugs.debian.org/659260
https://zh.wikipedia.org/wiki/S.M.A.R.T.
https://zh.wikipedia.org/wiki/BIOS
https://zh.wikipedia.org/wiki/S.M.A.R.T.
https://zh.wikipedia.org/wiki/S.M.A.R.T.
https://zh.wikipedia.org/wiki/Logical_Volume_Manager_(Linux)
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9.5.14 ERHERH —ENEBRIEREMHTRFEFZHA

MRIFE—EZHSENE (B “/dev/sdx” ), fREJBAGER mkfs.ext4(1) A EHRIL, LAEMA mount(8) AFE H HZ!
MEEESTENER, (TFEERFRENANE. )

sudo mv work-dir old-dir

sudo mkfs.ext4 /dev/sdx

sudo mount -t ext4 /dev/sdx work-dir
sudo cp -a old-dir/* work-dir

sudo rm -rf old-dir

&P BB PP

N
fRETCARZR S — EERREGIER (2R% 965 T) FA—EEERKE (2R% 9.6.3 1), BRIVERE
FAEEhEE B EFERIEINmEM,

9.5.15 &@ “mount --bind” #& 5 —(EBFRBEAEGTRHRETZME
MRFES—EHENERE —EFEIRTHENZT B (FlW “/path/to/emp-dir”), fREILIEBHE “--bind”
EIEA mount(8), MEMHE—ERFEESTRHNE (HIE1 “work-dir”),

$ sudo mount --bind /path/to/emp-dir work-dir

9.5.16 {ERAMNSREGEAEHIRREEZE

1R
ER—EBMANTE, MRFENE, EA% 9515 BTERE,

MRMGES—(ENEEEE—EFTETAZHEN=EE (F1W “/path/to/emp-dir”), {REJTLAGEF In(8) 37 B %
K —{EFFSREL.

$ sudo mv work-dir old-dir

$ sudo mkdir -p /path/to/emp-dir

$ sudo 1n -sf /path/to/emp-dir work-dir
$ sudo cp -a old-dir/* work-dir

$ sudo rm -rf old-dir

o
=R
Ey

BB RREIEMB S (FI50 “/opt”) A “EHEEHR", ERNELERRFAREIRESREE,

a0 ||F£'n

AV
—LEIMBETTREE MmN EATIBRT MEEERRT,
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9.5.17 f{£FH overlayfs IEZE4 ] AFEEFZR

MRMFES—EREERPETHMNTA (F, “/path/to/empty” F1 “/path/to/work”), {RE]UAEEFE
M—{E B RIS REETEMWIBEEBE S (FlaN, “/path/to/old”), EiEkkMl, fREE Linux &l 3.18 X
E#f ( Debian Stetch 9.0 B{ & #7 ) A9 OverlayFS,

$ sudo mount -t overlay overlay \
-olowerdir=/path/to/o0ld-dir, upperdir=/path/to/empty,workdir=/path/to/work

“/path/to/empty” # “/path/to/work” FEZAIMEIERHINEIE, EMeEsHE AN “/path/to/o0ld”,

9.6 HZRERRI%R

B E 1R 5T mbRR 72 EHVIRIF,

9.6.1 HFHIMRBRGRIESR

—{EREEEEE (190, FE_{E SCSI HFF ATA H£E “/dev/sdb” ) FIRREBGIESR “disk.img” "JLAEHE cp(1)
3% dd(1) 1B& T B AL,

# cp /dev/sdb disk.img

# dd if=/dev/sdb of=disk.img

{84 PC 15 IDE B E —BEMES|ERRHR (MBR) (2R%E 952 1) WG LAEH dd(1) @@ T 7!
AREIL

# dd if=/dev/hda of=mbr.img bs=512 count=1
# dd if=/dev/hda of=mbr-nopart.img bs=446 count=1
# dd if=/dev/hda of=mbr-part.img skip=446 bs=1 count=66

« “mbr.img”: FHENEIERM MBR
« “mbr-nopart.img”: R EERLE MBR

 “mbr-part.img”: f£ MBR M9 EIiER

INRIRFEF SCSI FT ATA REFRMENER, RBEEA “/dev/sda” R “/dev/hda”,
INRIFERIRIATETRE —(EIEIR D BEHORR, (RFEMEMA “/dev/hdal” FEMK “/dev/hda’,

9.6.2 HIEBAER

HARR PRRIE R “disk.img” FIUBB FHARBAZ —ELRREX/NKRBEESE (FI0, (@ scs1 £E
“/dev/sdb”,

# dd if=disk.img of=/dev/sdb

R, ERESEIEMRIEER “partition.img” FTLAEB TIIAXNBARLEX/NRIREESEE (Fla1, =
{B sCSI H£ERE—E7EIE “/dev/sdbl” ),

# dd if=partition.img of=/dev/sdb1l



https://en.wikipedia.org/wiki/OverlayFS
https://zh.wikipedia.org/wiki/Master_boot_record
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9.6.3 HIEFMIRMIRIESR

B]AE DB K EilE T 7175 N SRR R K B S EE 7 EEMRG AR “partition.img”,

# losetup -v -f partition.img

Loop device is /dev/loop®

# mkdir -p /mnt/loop®

# mount -t auto /dev/loop® /mnt/loop®
.hack...hack...hack

# umount /dev/loop0

# losetup -d /dev/loop0

ATLARS(E B0 R,

# mkdir -p /mnt/loop®

# mount -t auto -o loop partition.img /mnt/loop®
.hack...hack...hack

# umount partition.img

BJAEA EEEE HEE A S E)BEIHEIRE “disk.img” WEES B,
EtFHMFEER F’J"F?'JETE%?EQEEO

# modinfo -p loop # verify kernel capability
max_part:Maximum number of partitions per loop device
max_loop:Maximum number of loop devices

# losetup -a # verify nothing using the loop device

# rmmod loop

# modprobe loop max_part=16

REEERETUEESIE 16 B EIE,

# losetup -v -f disk.img
Loop device is /dev/loop0®
# fdisk -1 /dev/loop®

Disk /dev/loop®: 5368 MB, 5368709120 bytes

255 heads, 63 sectors/track, 652 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Disk identifier: ©x452b6464

Device Boot Start End Blocks Id System
/dev/loop0Opl 1 600 4819468+ 83 Linux
/dev/1loopOp2 601 652 417690 83 Linux
# mkdir -p /mnt/loop6pl
# mount -t ext4 /dev/loop@pl /mnt/loopOpl
# mkdir -p /mnt/loopOp2
# mount -t ext4 /dev/loopOp2 /mnt/loopOp2
...hack...hack. . .hack
# umount /dev/loopOpl
# umount /dev/loop0@p2
# losetup -d /dev/loopo

E&DE & E R

&, fREIUAER kpartx EXBEE FPRY kpartx(8) 337 H & HiFREE B REZERIAIIR,

# kpartx -a -v disk.img

# mkdir -p /mnt/loop@p2
# mount -t ext4 /dev/mapper/loopOp2 /mnt/loopOp2

...hack...hack...hack
# umount /dev/mapper/loop0Op2

# kpartx -d /mnt/loop0®

SAEIENEIE,



https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Device_mapper
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=z
R

R P AMEAIEEEEN ARE ERMEB MBR F, REFIIEHMFRERIERESEIE, BEEENESLE

9.6.4 FIRNIREMRIESR

EATENAN, —EERREER disk.ing” e FEEMEESEMRIVESR, MD— (B EZF 1R R

&”new. img”,

umount new.img
umount disk.img

# mkdir old; mkdir new

# mount -t auto -o loop disk.img old

# dd bs=1 count=0 if=/dev/zero of=new.img seek=5G
# mount -t auto -o loop new.img new

# cd old

# cp -a --sparse=always ./ ../new/

# cd ..

#

#

MR “disk.img” {IF ext2, ext3 ¥ ext4, {RBEJLAMG T EIBRIER zerofree EXREEHHY zerofree(8),

# losetup -f -v disk.img

Loop device is /dev/loop3

# zerofree /dev/loop3

# cp --sparse=always disk.img new.img

9.6.5 TUFZHIMIBRIRIRIESR

N ERYAINER dd(1) , FTURIE—EX/NE 5GiB HZEHERIRIRIES,
$ dd bs=1 count=0 if=/dev/zero of=disk.img seek=5G

BTENAGNVERRLDRE, (REEHEEEMIFREG disk. img” EEIT ext4 EERRR,

# losetup -f -v disk.img

Loop device is /dev/loopl

# mkfs.ext4 /dev/loopl
...hack...hack. . .hack

# losetup -d /dev/loopl

$ du --apparent-size -h disk.img
5.0G disk.img

$ du -h disk.img

83M disk.img

#L disk. img”, ERERANE 5.0 GiB, MERPRHMEREREER 83MiB. BEZEF] R M exd BEBHHIE

E 3

"R
BHERVBERERERASREEEHNBEAMEM,

DR E o B EE LERERE, EELRERRE 063 THEE, (REEMER pared(®) ok fdisk®) Hil
{ERRERR R disk . img” EEATS EIRE, BE#{EM mkfs.extd(8), mkswap(8) 7E L ERSIIERAME.



https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Sparse_file
https://zh.wikipedia.org/wiki/Sparse_file
https://zh.wikipedia.org/wiki/Sparse_file
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Device_mapper
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9.6.6 HI{F 1SO9660 IRS:1EZ

» JRE % THIE & e] LB AN T iRk cdrkit 32 1£AY genisoimage(1) 5% REAE 1S09660 MRFKIES, ~cd.iso”,

# genisoimage -r -J -T -V volume_id -o cd.iso source_directory

F8{URY, BT 5| R ISO9660 BRERAER , ”cdboot . is0”, BESATE debian-installer $8{{ B $%#”source_directory”
E, AW,

# genisoimage -r -o cdboot.iso -V volume_id \
-b isolinux/isolinux.bin -c isolinux/boot.cat \
-no-emul-boot -boot-load-size 4 -boot-info-table source_directory

12481 Isolinux boot loader (2R 3.1.2 17) SHIRELEIN.
BRTEMNARN, Re] AR EETE mdssum B, TRE 1SO9660 R,

$ isoinfo -d -i /dev/cdrom
CD-ROM is in ISO 9660 format

Logical block size is: 2048
Volume size is: 23150592

# dd if=/dev/cdrom bs=2048 count=23150592 conv=notrunc,noerror | md5sum
# dd if=/dev/cdrom bs=2048 count=23150592 conv=notrunc,noerror > cd.iso

oF

H
=]
S TISEIERGR, RZB/IVDE S Linux 1ISO9600 183 & 47858 bug.

[

af

9.6.7 HIEZE AIEZXRZ| CD/IDVD-RIRW

TN
LA cdrkit I24EHY wodim(1) 2R5&, DVD {EER—{EXHKY CD,

{REESDEIBIN T FTREYER L T2 A AR E,

# wodim --devices

SR1&A% /Y CD-R A CD BRENZZ L B B 1S09660 BREIESE, “cd.iso” BAREKESR, FINAWM TR wodim(1)
REHEAR"/dev/hda” &,

# wodim -v -eject dev=/dev/hda cd.iso

WNRF CD-RW & CD-R, AU TFRIEGSRER,

# wodim -v -eject blank=fast dev=/dev/hda cd.iso

BR
MRV EEA KB ENEE CDs, 7EER wodim(1) ZBIFELIREEA sudo umount /dev/hda” BB{REEE,



https://zh.wikipedia.org/wiki/Cdrkit
https://zh.wikipedia.org/wiki/ISO_9660
https://zh.wikipedia.org/wiki/SYSLINUX
https://zh.wikipedia.org/wiki/Cdrkit
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9.6.8 & 1IS09660 PRS:1E S

WNR7cd.iso” BE&—1E 1S09660 BRR, THEHMGSF I HESEERE]"/cdrom”.

# mount -t is09660 -o ro,loop cd.iso /cdrom

"R
MR EERAEELEENN S FTRENNE, Wk 1SO9660 LA CD(ZRE 10.1.7 ).

9.7 EMIBIEM
B8, BRREERERTNE LN T HER,

9.7.1 RIEFAREE EMFIER

REMRIBR EMHEMNTIARER d -t x1” &<,

]E" TTE K/Iv | ZREA

coreutils V:886, :999 | 15016 | ERRERA=®l, 1 od(1) JREELf& sk (HEX, ASCIL OCTAL, )
bsdmainutils V:864,1:998 | 586 THEHRERI, & hd(1) REHFE=R (HEX, ASCII, OCTAL, )
hexedit Vi1, I:12 62 TEAFTAE4REEES (HEX, ASCII)

bless V-0, I:5 973 2INaeR T ERFI4REEES (GNOME)

okteta Vi1, I:21 1344 | EThEEM T NERIFIAREEES (KDE4)

ncurses-hexedit | ., ., 126 | ZHEI4I8IEFN47E828 (HEX, ASCII, EBCDIC)

beav V0, I:1 133 TENHEE I 4mEE2s (HEX, ASCIL EBCDIC, OCTAL, ...)

Table 9.20: @ RFE T I HIE FIHIEREERLTIR

R

HEX B+ 7NN fIZR X hexadecimalE F B4 E, EE] radix & 16, OCTAL Z/\EIHlZEoctal & F 4RI
77, EEB radix@ 8, ASCIl BXEEMRMIZEFZREE American Standard Code for Information Interchange #J
XS, AEFNREXFENE. EBCDIC REBEAEM TEAIHI4RIE TEMFIZ S Extended Binary Coded
Decimal Interchange Code RIZRX4ER, 7E IBM KB 1EERGZ EER,

9.7.2 ENEMIRRIRIFIESR

BT RINERZEHEHENER TERER.

0Ee MITE IR % BH
mtools V:13,1:106 361 AHEEEER MSDOS BT H
hfsutils V-0, I:8 1842 B EEER OFS F HFS+ f8= 1T B

Table 9.21: NHEMIRIRFIERIVEIERIIR



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon.php?package=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/bsdmainutils
http://qa.debian.org/popcon.php?package=bsdmainutils
http://packages.qa.debian.org/b/bsdmainutils.html
http://packages.debian.org/sid/hexedit
http://qa.debian.org/popcon.php?package=hexedit
http://packages.qa.debian.org/h/hexedit.html
http://packages.debian.org/sid/bless
http://qa.debian.org/popcon.php?package=bless
http://packages.qa.debian.org/b/bless.html
http://packages.debian.org/sid/okteta
http://qa.debian.org/popcon.php?package=okteta
http://packages.qa.debian.org/o/okteta.html
http://packages.debian.org/sid/ncurses-hexedit
http://qa.debian.org/popcon.php?package=ncurses-hexedit
http://packages.qa.debian.org/n/ncurses-hexedit.html
http://packages.debian.org/sid/beav
http://qa.debian.org/popcon.php?package=beav
http://packages.qa.debian.org/b/beav.html
https://zh.wikipedia.org/wiki/Hexadecimal
https://zh.wikipedia.org/wiki/Radix
https://zh.wikipedia.org/wiki/Octal
https://zh.wikipedia.org/wiki/Radix
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/Extended_Binary_Coded_Decimal_Interchange_Code
https://zh.wikipedia.org/wiki/Extended_Binary_Coded_Decimal_Interchange_Code
https://zh.wikipedia.org/wiki/IBM_mainframe
http://packages.debian.org/sid/mtools
http://qa.debian.org/popcon.php?package=mtools
http://packages.qa.debian.org/m/mtools.html
http://packages.debian.org/sid/hfsutils
http://qa.debian.org/popcon.php?package=hfsutils
http://packages.qa.debian.org/h/hfsutils.html
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9.7.3 BXTR

Linux /0TI HEIRAIDIREER R R M2 OMER R R R M E R TR R B SKTO#TF I EMt.
BEBARENRLIBNEN NS RERSKERHEEFIEENTE,

ERESS] RITE KN | ZREE

par2 V:2, 1:10 246 FERBIERERE, ARREMERESR
dvdisaster V0, 1.2 1588 | CD/DVD HiE&EFHEXL/BIE/ZLIRE

dvbackup V-0, 1:0 412 £ MiniDV {TEIRNEBRERNED TE 3B E rsbep(1))
vdmfec V:0, 1.0 97 AR Al B EE KR

Table 9.22: EMERFMEEH TR TRIIR

9.7.4 BENERREMZEI D

BRAREMERIEMZE DI TE,

nHEa ATE X/ | FREA
testdisk V:3,1:39 1315 | pEIEHEEMEERENERIER
. - BB EFHZIE magic A TTAHRKETRERAW TE (5F5E: 5 man
magicrescue V0, I:3 220 file ;T #BXIBY)
scalpel V-0, I:4 82 BZ. BN BERERRERN
myrescue V:0, 1.3 38 EIEIRER PRV E R
extundelete V1, 11 148 TXTEMIFR ext3/4 TR R 4 LHIE R B FATZ T,
ext4magic V:0, I:3 232 TREMIR ext3/4 BEZ K LRERNERER
ext3grep V-0, I3 278 HENRE ex3 BRZZ EMRERN TR
scrounge-ntfs V:0,1:3 45 NTFS R AR ERREFRZN
gzrt V:0, .0 57 gzip B LEHE
sleuthkit Vi1, 1:14 1113 | 2B LT E (Sleuthkit)
autopsy V:0, 1:2 1021 | SleuthKit BIEFZILTE
foremost V-0, 1.7 123 REERIIZETER
guymager V:0, I:1 1044 | BERR QRZEERIE
dcfldd V:0, I'5 94 IERAREY dd, ARPDENES

Table 9.23: EFHERXIEMZEI D TEIERTIR

N
7 e2fsprogs EREZELEE debugfs(8) <, ERAZMSHER list_deleted_inodes #l undel <, {REEZY
{8 ext2 1@ R R4 LMIPRAVIESE,

9.7.5 EXERDMSE/NMER
B —EERARNMAEHENIHR, (REZERN ZRITIEES RSB/ 2000MiB FI/MES, THERBICIEL/IVE
REHDIBIIESR,

$ split -b 2000m large_file
$ cat x* >large_file



https://zh.wikipedia.org/wiki/RAID
http://packages.debian.org/sid/par2
http://qa.debian.org/popcon.php?package=par2
http://packages.qa.debian.org/p/par2.html
http://packages.debian.org/sid/dvdisaster
http://qa.debian.org/popcon.php?package=dvdisaster
http://packages.qa.debian.org/d/dvdisaster.html
http://packages.debian.org/sid/dvbackup
http://qa.debian.org/popcon.php?package=dvbackup
http://packages.qa.debian.org/d/dvbackup.html
http://packages.debian.org/sid/vdmfec
http://qa.debian.org/popcon.php?package=vdmfec
http://packages.qa.debian.org/v/vdmfec.html
http://packages.debian.org/sid/testdisk
http://qa.debian.org/popcon.php?package=testdisk
http://packages.qa.debian.org/t/testdisk.html
http://packages.debian.org/sid/magicrescue
http://qa.debian.org/popcon.php?package=magicrescue
http://packages.qa.debian.org/m/magicrescue.html
http://packages.debian.org/sid/scalpel
http://qa.debian.org/popcon.php?package=scalpel
http://packages.qa.debian.org/s/scalpel.html
http://packages.debian.org/sid/myrescue
http://qa.debian.org/popcon.php?package=myrescue
http://packages.qa.debian.org/m/myrescue.html
http://packages.debian.org/sid/extundelete
http://qa.debian.org/popcon.php?package=extundelete
http://packages.qa.debian.org/e/extundelete.html
http://packages.debian.org/sid/ext4magic
http://qa.debian.org/popcon.php?package=ext4magic
http://packages.qa.debian.org/e/ext4magic.html
http://packages.debian.org/sid/ext3grep
http://qa.debian.org/popcon.php?package=ext3grep
http://packages.qa.debian.org/e/ext3grep.html
http://packages.debian.org/sid/scrounge-ntfs
http://qa.debian.org/popcon.php?package=scrounge-ntfs
http://packages.qa.debian.org/s/scrounge-ntfs.html
http://packages.debian.org/sid/gzrt
http://qa.debian.org/popcon.php?package=gzrt
http://packages.qa.debian.org/g/gzrt.html
http://packages.debian.org/sid/sleuthkit
http://qa.debian.org/popcon.php?package=sleuthkit
http://packages.qa.debian.org/s/sleuthkit.html
http://packages.debian.org/sid/autopsy
http://qa.debian.org/popcon.php?package=autopsy
http://packages.qa.debian.org/a/autopsy.html
http://packages.debian.org/sid/foremost
http://qa.debian.org/popcon.php?package=foremost
http://packages.qa.debian.org/f/foremost.html
http://packages.debian.org/sid/guymager
http://qa.debian.org/popcon.php?package=guymager
http://packages.qa.debian.org/g/guymager.html
http://packages.debian.org/sid/dcfldd
http://qa.debian.org/popcon.php?package=dcfldd
http://packages.qa.debian.org/d/dcfldd.html
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IR
A THHILERER, BREFRIBEMLX” FHERESR,

9.7.6 ETIERANT
AT ERBNASERZENERING, FEA m() SSEMRERRERIFNEER, RASERRTEELE
SORTHHRIBERER. UTEERIEENENIERSE,

$ :>file_to_be_cleared

9.7.7 BFNH

TENGLRIEEFXHEEX M.

$ dd if=/dev/zero of=5kb.file bs=1k count=5
$ dd if=/dev/urandom of=7mb.file bs=1M count=7
$ touch zero.file

$ : > alwayszero.file

TG 3R IR T IS

« ”5kb.file” & 5KB &,
« ”7mb.file” & 7MB REH4ELIE,

+ "zero. file” thiFR—IE 0 FEMN L, WREEXAZAMEE, WEH ntine BREH, MENNENEE
RISTE,

. "alwayszero.file” —E2—8 0 PEIXH, MEEEXHZHEE, HEN ntine BREH, MENASTBH
EE,

9.7.8 IE[REEIRIFRE
BAREAERELBINEE FEERRE LSRN, iR, T7/dev/sda” ki USB ioiEess,

AV
@ EMITERNSSZAI, (REZF mount(8) fr< RigR USB LBV EIAIE, "/dev/sda” IEAMEE
AJRE R R A R(E R LA SCSI FFREEL#E serial-ATA FERE,

WFFIREEEE R ER 0 F75 TUREFRERE _ EFr B &MY,
# dd if=/dev/zero of=/dev/sda

T RABMERNERINA A RIERFIEERN,
# dd if=/dev/urandom of=/dev/sda

T RABHENEREN AN RERERMBEEM,
# shred -v -n 1 /dev/sda

E#% dd(1) F<7EFT 2 FI5|E#Y Linux CDs (540 Debian Z8E5E5%) LAY shell IRIE N ERE T FAY, (REELNTERTB RMAMY
mERE £, #1U0”/dev/hda”, ”/dev/sda” FEEKE FHITERGOIRTLBERELLRNARLA.
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9.7.9 {BEFRIERR LHIR(EAME

WERR (X USB iciEtE ) EREAMEE, FI “/dev/sdbl” FIREMABSFIHRIBMRINEN, ARMAESRZEMH
PR T IEERZRRINELS, BELIAEBERKIFIR,

# mount -t auto /dev/sdbl /mnt/foo

# cd /mnt/foo

# dd if=/dev/zero of=junk

dd: writing to ‘junk’: No space left on device
# sync

# umount /dev/sdbil

I
nH

: EHIEN USE THERRBENDERNATT, BBEREE. AN CERNESNEEE T sER
I EBEERRRT.

9.7.10 XIECEMPRIEAKFRRIAIIESR

BMERA/NOMBR T RERER, RSBEEERNAR —LERARIMER (FENER ), kELERITEN.
EATFAEF

$ echo foo > bar

$ less bar

$ ps aux | grep 'less[ ]’

bozo 4775 0.0 0.0 92200 884 pts/8 S+ 00:18 0:00 less bar

$ rm bar

$ 1s -1 /proc/4775/fd | grep bar

Ir-x------ 1 bozo bozo 64 2008-05-09 00:19 4 -> 2 /home/bozo/bar (deleted)
$ cat /proc/4775/fd/4 > 3bar

$ 1s -1

-rw-r--r-- 1 bozo bozo 4 2008-05-09 00:25 bar

$ cat bar

foo

BRERET 1sof MEBEMIEHE, ERI—ELIFERITHTGHSL,

$ 1s -1i bar

2228329 -rw-r--r-- 1 bozo bozo 4 2008-05-11 11:02 bar
$ 1lsof |grep bar|grep less

less 4775 bozo 4r REG 8,3 4 2228329 /home/bozo/bar

$ rm bar

$ 1lsof |grep bar|grep less

less 4775 bozo 4r REG 8,3 4 2228329 /home/bozo/bar (deleted)
$ cat /proc/4775/fd/4 > bar

$ 1s -1i bar

2228302 -rw-r--r-- 1 bozo bozo 4 2008-05-11 11:05 bar
$ cat bar

foo

9.7.11 &R BEEL

BIEEARIESR, REMER"1s -11” fE.
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$ 1s -1i
total @
2738405 -rw-r--r-- 1 root root 0 2008-09-15 20:21 bar
2738404 -rw-r--r-- 2 root root 0 2008-09-15 20:21 baz
2738404 -rw-r--r-- 2 root root 0 2008-09-15 20:21 foo

’baz F0”foo” BFHELEAE2” (>1), R FIEEEL, TR inode SEERR 727384047, ERFEMRRRIVEEL
222 MNREAEEAMIGEIFEELIER, RoTEB inode SEREHE., LN, R TENA XN EEE”2738404”

# find /path/to/mount/point -xdev -inum 2738404

9.7.12 AnRuE=EBFE
FrERIRRE S SR MIBR e, O EEERIRE SRS, BEMMIRAEAMWEEN du() FIBEE, B mipREiE A0t FIay

Ky, FIAEB® FEAINIH,
# 1lsof -s -X / |grep deleted

9.8 ENNZERT

fER] AVDIZEAREERY PC IR T, (EFIAERRILAEEZIETS root FFRIHE, FARIERY PC LHIFRBEER (BF 474 1),
EEREZEEAZBBRATEN PC WA BRFLAEAZEMANBBENNT S, BWANRBENMNZRMRER,
B8 GNU [BFRASTE (RS 10.3 ) rJAEHESRETIIER @E%E-%ﬁﬁ%%ﬁﬁ”ﬁﬂ’ﬂlfﬁo

dm-crypt 01 eCryptfsififd Linux #Z0RARRVIERAERFERABEEHINE,

ERESD) TATE X/ | FREH
cryptsetup V:39, 1:80 360 ATARNZERREENEATER (dm-crypt/ 3LUKS )
o TARINEZENREEEEN LR EAEHI/RREERNERRE
cryptmount V:3, I:4 224 2 ( dm-crypt / LUKS )
ecryptfs-utils | V6, 1.9 396 A AREEINZERERARIBEHTER (eCryptfs)

Table 9.24: EXINZ T RYIFE

Dm-crypt & —{B{$EF device-mapper JNZHIAERFR L. Device-mapper ¥ —EIRE B Z| 550 —1E,

eCryptfs BB —BMBERZRE, EATHEERZR, HEERARICECECHEECHIERAREN—EES
B#xz L,

VAV
BEHINZEEHEE CPU BESEIR, SEGHTEE,

ES=
iBi@ debian-installer (lenny S E#ThR), E{E Debian ZR4REELHH 52 —EINZERIFERE L, R dm-crypt/LUKS
F0 initramfs.

7N
2% 103 DERETHMEEATEN: GNU Privacy Guard,



https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
https://zh.wikipedia.org/wiki/Dm-crypt
http://ecryptfs.sourceforge.net/
http://packages.debian.org/sid/cryptsetup
http://qa.debian.org/popcon.php?package=cryptsetup
http://packages.qa.debian.org/c/cryptsetup.html
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/cryptmount
http://qa.debian.org/popcon.php?package=cryptmount
http://packages.qa.debian.org/c/cryptmount.html
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/ecryptfs-utils
http://qa.debian.org/popcon.php?package=ecryptfs-utils
http://packages.qa.debian.org/e/ecryptfs-utils.html
http://ecryptfs.sourceforge.net/
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Device_mapper
https://zh.wikipedia.org/wiki/Device_mapper
http://ecryptfs.sourceforge.net/
https://zh.wikipedia.org/wiki/Debian-Installer
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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9.8.1 £ dm-crypt/ILUKS NN ENhiinE
&R A A dm-crypy LUKSIIZE KB E0]BENEE LB, FIUNEEE “/dev/sdx” E£B USB iLiEE, RRAFHRAOTF
TREHEMEERIN.

# badblocks -c 1024 -s -w -t random -v /dev/sdx
# fdisk /dev/sdx

.. llnll leII "1" llreturnll llreturnll IIW"
# cryptsetup luksFormat /dev/sdx1

# cryptsetup open --type luks /dev/sdx1 sdx1

# 1s -1 /dev/mapper/

total o
crw-rw---- 1 root root 10, 60 2008-10-04 18:44 control
brw-rw---- 1 root disk 254, 0 2008-10-04 23:55 sdx1

# mkfs.vfat /dev/mapper/sdx1

# cryptsetup luksClose sdx1

A&, EFFIUEENEIRNKEEIRIET , 6190 GNOME £E =] A gnome-mount(1), # &2~ /media/<disk_label”,
ARBEEERMAZE (2RE 10.1.7 1), FRANSEANENEZNERN, R MEERIVCREMELESR
?ﬁ BIENA”mkfs.ext4 /dev/mapper/sdx1” IBERILE extd,

JES =N
NMREHERNZEUERRS, BAURFEERS K (ELARAIFIY badblocks” &< ). HAESERFIES
FERE,

9.8.2 H dm-crypt IR EiE

ERMERERIRREN/etc/fstab” BEUTRE,
/dev/sda7 swap sw 0 0@

EETAER dm-crypt IB@ U N 2 R INZ IR R 5 B,

aptitude install cryptsetup

swapoff -a

echo "cswap /dev/sda7 /dev/urandom swap” >> /etc/crypttab

perl -i -p -e "s/\/dev\/sda7/\/dev\/mapper\/cswap/” /etc/fstab
/etc/init.d/cryptdisks restart

H H K H

swapon -a

H*

9.8.3 {#A dm-crypt/LUKS & I0ZZHm5RE

F dm-crypt/LUKS 7£”/dev/sdc5” EEITRIINZMRE o] AT ZEREEE”/mnt”:

$ sudo cryptsetup open /dev/sdc5 ninja --type luks
Enter passphrase for /dev/sdcb5: ****

$ sudo lvm

lvm> lvscan

inactive "/dev/ninja-vg/root’ [13.52 GiB] inherit
inactive "/dev/ninja-vg/swap_1’ [640.00 MiB] inherit
ACTIVE "/dev/goofy/root’ [180.00 GiB] inherit

ACTIVE "/dev/goofy/swap’ [9.70 GiB] inherit



https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
https://zh.wikipedia.org/wiki/Dm-crypt
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lvm> lvchange -a y /dev/ninja-vg/root
lvm> exit

Exiting.
$ sudo mount /dev/ninja-vg/root /mnt

9.8.4 F eCryptfs HENNNZEE
I&RIAFeCryptfsfl ecryptfs-utils B1#f ~/Private/ FTRUEBIRIEREENINZ
« R TEAYIRRIIT ecryptfs-setup-private(1) MR E ~/Private/,

BIBEAIT ecryptfs-mount-private(1) B{A “~/Private/”,

- SR EFHERBENZ"~/Private/” WRIBE KRB FTIEEL,

- {#2&: »~/.fetchmailrc”, ”~/.ssh/identity”, ”~/.ssh/id_rsa”, ”~/.ssh/id_dsa” #1”go-rwx” ]
HitigEx

- BB E R BHBEE"~/Private/” NFBHFPIIRERENFIEEL,
- {®3E: "~/ .gnupg” F”go- rwx FIEfth B &%
« B3t “~/Desktop/Private/” B “~/Private/MIfFsEiEst, BIRFEHENSEIEME,
+ BB T ecryptfs-umount-private(1) {£H”~/Private/”,
- EIREEMZIERER, FH “ecryptfs-mount-private” <A “~/Private/” Bif,

R’
E% eCryptfs A2 ZREMRMBSREN, EREELLER dm-crypt 7 root 5¢"/home” EEMZEMEE LS,
ERBEEEIRNEE ENRESR, ERETEREERZARMETERNWEN,

9.8.5 HENE eCryptfs

NRIEEREHNEANZBEARENZ T, BeJLUEIB PAM ( FIiGEHR SN EREIRA ) BEILEE eCryptfs,
f£7/etc/pam.d/common-auth” fEERHE)”pam_permit.so” FIHEA T EIVNT.

auth required pam_ecryptfs.so unwrap

f£7/etc/pam.d/common-session” HERAIBEA TENITIEARE—1T.
session optional pam_ecryptfs.so unwrap

7£7/etc/pam.d/common-password” FREYE—E;EENTTIEA T EAYIT,
password required pam_ecryptfs.so

EEESE

OF

==

PAMMEE #:2 T BILEHEE CNRMN. H2WE 4 &,

g

NIy

@ MEMRERFRECHEANZRBEARENZ S, NEMN ”*ﬁﬂﬁﬁﬁ%"‘)\“ﬁ%ﬂ’]ﬁcéﬁ % (BR%E 43
), RIEMREBERTE T —EEZE, [AMRMWEMMDAREGRT, EAMTEREUE, REHITE
SRR BREE (B RE 474 1),



http://ecryptfs.sourceforge.net/
http://ecryptfs.sourceforge.net/
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Password_strength
https://zh.wikipedia.org/wiki/Password_cracking
https://zh.wikipedia.org/wiki/Password_cracking
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9.9 ik

HHZIERIZRIE, Debian (ERERFE B R 5 SR (LAY Linux il

9.9.1 Linux #il» 2.6/3.x
FEIHL 2.4 BRAEER, Linux Dby 2.6/3.x BRE —L(EET BN,

KEMH udev RREL (BRE 33 ).
BE A IDE CD/DVD 8, ~NBFEMR ide-scsi #R4H.
- {BIRELEBINAE[ER iptables #IOREAR.

Linux hRZAHE 2.6.39 BER 3.0, MEER—EEEZMHRMCNE, thEXE 20 EEFLEH.

9.9.2 5|8}
#Z Linux SMHRTE TENAS, EBZUEIBRESE,

« 105 E08E18 bootloader HIIA1L (B2 R5E 3.1.2 1)
o 11818 sysfs AMBRIZIOE| 8L, TEHITEFES sysctl(8) BN (B2RE 1.2.12 19)
- B (ERABEWRHRE, 1818 modprobe(8) 5|EREREIRAESIB, (B2RE 963 )

28R ”kernel-parameters.txt(.gz)”fllinux-doc-3.* RESBREHIETCHEREENY ("/usr/share/doc/1linux-d

9.9.3 ZIDMRERIESR

K Bﬁj‘%L&T“ﬁEE-:$ ERDIZEER, IRTMEERFEREMREE, EESENHEZPE, 7E Debian
L, LTERENREMEE libce-dev BEER (B glibc [RIGFEB &) BEM, #£”/usr/include/linux”
%D”/usr/include/asm” BRIZTEESR,

JE=

HREE-—_S&ROMEME:IN WK K 9I~ IR 15 1% A RE E’J % i ¥R #8 1 automounter
#%# E2 ST % (daemon) #E X (amd), MW EE S HEMNMZ LR ERE X B LE L
le]"—I/usr/src/linux—particular—ver31on/1nclude/ B {R 1 & £ %, module-assistant(8) (& I &

M m-a) EPRFAIEFENR —E=NE S EEME RO REIRRRERER.

9.9.4 #RaEtZ/ILFITEHRIMRA

Debian B'E B CHI73 2 R 4w EIZ/ O FIERAIEAE,

WNRIRESE 3.1.2 T{EMA initrd, 55— EREE initramfs-tools(8), update-initramfs(8), mkinitramfs(8) 0 initramfs.conf(5)
ErIERAE .

iﬂ:

f‘ﬁﬁng Linux FZiIO\ ERIETERS, SBEAEKREM"/usr/include/1linux” #1"/usr/include/asm” Bl [FR 4754t
(EtgA: "/usr/src/linux*”) 2 BRI TREL, (— LB EFEZEEMN.)



https://zh.wikipedia.org/wiki/Linux_kernel
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]iFe ITE KA | FREA

build-essential [ o, 20 %237 Debian BX82 1 F A /EIELEEE.: make, gec, -

bzip2 V:198,1:942 | 184 bz2 R BRI ERAGE T E

Libncursess-dev | yiio 1449 | 991 | ncurses BATEE BRI

git V:271,1:438 | 32161 | git: Linux BIOVERPARINREEFRE LR

fakeroot V:32,1:501 | 215 %3 root EFAE E I #XFE B IR —ERIERY root IR1E
Initramfs-tools | a9 1990 | 105 | B3 initramfs B9TE ( Debian 3246 )

dkms V:105, 1:207 | 282 ENREZIDMEAHZ IE dynamic kernel module support (EIS\MS) (BH)
devscripts V9, 165 2148 ?}e)lzll;l;rfl’;%l;%gi maintainer Debian BEEE I EHTE S

Table 9.25: Debian Rz DARZEFTEZ L KN ETERERIIR

EE
E7E Debian stable WR#E4RsERFTHY Linux #Z/0ES, FIREFR E{EH —LE1¢ Debian unstable hR# backported [G]
ERENRMRAN TR,

B
dynamic kernel module support (DKMS) EffE#z0RAEZ1E B — B BNBIIESR, #WERETARAFFEREIZ
IDEATERNEREZONIER T F 4R, Er]UAREEZOZENBEINBIIRAE, SHEMRARZDE, EfiE

BISARSEEEE,

9.9.5 #4RiEFZCRIATE: Debian IO BEIFXIEE

i€ £l DRI TS AR 2 E LAV D TEMFIE, (REEERABTERMI deb-pkg” ¥4,

sudo apt-get build-dep linux

cd /usr/src

wget http://www.kernel.org/pub/linux/kernel/v3.11/1linux-<version>.tar.bz2
tar -xjvf linux-<version>.tar.bz2

cd linux-<version>

cp /boot/config-<version> .config

make menuconfig

@B BH B BH R LR PR

make deb-pkg

&

B
linux-source-<version> EXEEEI{EMA"/usr/src/linux-<version>. tar.bz2" 25 Debian 4T B9 Linux #%Zi»
[RYA5S,

1% Debian #Z/IDRIATEER BE B AR 1T E MY _EMHI S, (RIEE{EA debian/rules.gen” #fJ”binary-arch_<architect
i,

$ sudo apt-get build-dep linux

$ apt-get source linux

$ cd linux-3.*

$ fakeroot make -f debian/rules.gen binary-arch_i386_none_686



http://packages.debian.org/sid/build-essential
http://qa.debian.org/popcon.php?package=build-essential
http://packages.qa.debian.org/b/build-essential.html
http://packages.debian.org/sid/bzip2
http://qa.debian.org/popcon.php?package=bzip2
http://packages.qa.debian.org/b/bzip2.html
http://packages.debian.org/sid/libncurses5-dev
http://qa.debian.org/popcon.php?package=libncurses5-dev
http://packages.qa.debian.org/libn/libncurses5-dev.html
http://packages.debian.org/sid/git
http://qa.debian.org/popcon.php?package=git
http://packages.qa.debian.org/g/git.html
http://packages.debian.org/sid/fakeroot
http://qa.debian.org/popcon.php?package=fakeroot
http://packages.qa.debian.org/f/fakeroot.html
http://packages.debian.org/sid/initramfs-tools
http://qa.debian.org/popcon.php?package=initramfs-tools
http://packages.qa.debian.org/i/initramfs-tools.html
http://packages.debian.org/sid/dkms
http://qa.debian.org/popcon.php?package=dkms
http://packages.qa.debian.org/d/dkms.html
https://zh.wikipedia.org/wiki/Dynamic_Kernel_Module_Support
http://packages.debian.org/sid/devscripts
http://qa.debian.org/popcon.php?package=devscripts
http://packages.qa.debian.org/d/devscripts.html
https://zh.wikipedia.org/wiki/Dynamic_Kernel_Module_Support
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EPEE

=111 3
W

28:

» Debian Wiki: KernelFAQ
» Debian Wiki: DebianKernel

* Debian Linux Kernel Handbook: http://kernel-handbook.alioth.debian.org

9.9.6 TEEEERFNFNZ]EE

MEREREFENITEEEZER A LR, KN EREHIRELSE RS, BLBESELER Debian ZI0EERE,
BRTE main Eid,

« GPU EREJ)

— Intel GPU BE&)) (main)
- AMD/ATI GPU E&&f) (main) 0/
— NVIDIA GPU EEE&) (nouveau ERENHITE main , AREER IBR T EAIHIERE), BUTE non-free))

+ Softmodem EB&f

— martian-modem F sl-modem-dkms EX§2 €1 (non-free)

FRESIHATEE FMTFEREE (EL905R, CPU microcode, GPU $1THIERIENAE, 8 FPGA / CPLD &4} ) B85 ED
BERFAEHNEEE, ERESIEEHNESERERABMNEN, TEMGIRNEESBHEBEELE

* firmware-linux-free (main)

« firmware-linux-nonfree (non-free)
« firmware-linux-* (non-free)
 *firmware (non-free)

+ intel-microcode (non-free)

« amd64-microcode (non-free)

EE iEE non-free 1 contrib KEXEEEI A~ E Debian %’R%E’J—-‘B . BAEF0%ZHA non-free ¥ contrib EFHMES
, 58 2.1.4 TR, FEEEEIE 2.1.5 PEMNER ﬁﬁﬁ non-free fl contrib BB EETEHFE,

9.10 ERLR%

BIRERAERAS, RMEEEREKSE LRRRITSERE.

N
£ & http://wiki.debian.org/SystemVirtualization.

9.10.1 E#HKITE

PR T RSEERY chroot THYM, Debian FEBE-—LHERMGRERCIEHRNKES, ELNEERAERELIERAR.
2 RHEEBR Comparison of platform virtual machines 3RIE[AE T EZ /) E R (LHFR T RAVFFMALLERE .



http://wiki.debian.org/KernelFAQ
http://wiki.debian.org/DebianKernel
http://kernel-handbook.alioth.debian.org
https://zh.wikipedia.org/wiki/Graphics_processing_unit
https://zh.wikipedia.org/wiki/Nouveau_(software)
https://zh.wikipedia.org/wiki/Softmodem
https://zh.wikipedia.org/wiki/Microcode
https://zh.wikipedia.org/wiki/FPGA
https://zh.wikipedia.org/wiki/Complex_programmable_logic_device
http://wiki.debian.org/SystemVirtualization
https://zh.wikipedia.org/wiki/Chroot
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/Emulator
https://zh.wikipedia.org/wiki/Comparison_of_platform_virtual_machines
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eSS mITE XA | FREH

schroot V:7,1:10 2659 1E chroot F#fT Debian _EMNHIRNEETLE

sbuild Vi1, 1:4 283 1% Debian [RIETEE & Debian _EMNGIBIHNTE

pbuilder V:2,1:18 958 Debian EXFE RAYFT BLEREE

debootstrap V6, 1:66 261 FEE—EEZAH Debian 4% (FJ sh 2/)

cdebootstrap V0, I:3 112 FE7Z—E Debian R 4% (FH C BM)

virt-manager V:8,1:33 7722 | EEREREER AREEERERNRHER

Libvirt-clients | .4 149 1921 | libvirt BOEEFERE

bochs V:0, I:1 4086 Bochs: IA-32 PC 1&Hk28

gemu 1:39 666 QEMU: BRF) B R IR 2s 15 it e

gemu-system .41 92 QEMU: 2INEERRRIER _EAIF

gemu-user V:3, 1:40 61725 | QEMU: EABERNFIEE _ERIH]

gemu-utils V:10, 1:98 5220 | QEMU: TH&E

gemu-kvm V:20, I:70 101 KVM: x86 1§82 L5 fER=tnb) R LR EEET

virtualbox V:34, I:44 75363 | VirtualBox:i386 ¥ amd64 I x86 B E R LR 5 5

xen-tools V:0, I:6 666 FAIREIE debian XEN EEHEllREs I LE

wine V24, 1:102 180 Wine: Windows EFTENIENakaT T A B IR (122 EH)
. — B =

Hosbox Vi3, 1:20 5706 gggBE%x); 8‘?: ggggéHerc/CGA/EGA/VGA/SVGA R B8

dosemu V:0, I:4 4891 DOSEMU: Linux DOS 1&#tz8

vzctl V2, 1:3 1060 | OpenVZ AR ERCERAE - 6 LE

vzquota V2, 1.3 221 OpenVZ ﬂﬂﬁgﬁ“ ERLERAR -HEEIE

Ixc V:8,1:14 2076 Linux Bzs EHBELE

Table 9.26: E#{L TRYITR

9.10.2 EHRMHCIIER

R
BEFTEAMINEERTE squeeze S CAERIARA R Z ] BB,

B
B lenny Z, T8:%H Debian LR ZIE KVM 89,

HRVE)E R TR M A T 4(E S8R,

« BN ZEERRG (B IR HERRRER).

— B###eT LB mkdir -p /path/to/chroot” E37,

- RIAHIRZREMGIERBELIMER dd(1) B (B R%E 9.6.1 THHIE 9.6.5 ).
— gemu-img(1) BESNERIIFNEE(L, QEMU ZIBAVMEREIRIRIE .

- [FIaRE AN VMDK HERER, ESEAERC T RMERER.

* {E A mount(8) SRR G RIER R (AI).

- HRRIBHIRREIESR, BEFREREE 5 REHR REHFH. (BRE 963 ).
- ¥5% QEMU ZIBRIRIREIRIR, IEEFIES network block device fBEIRFERE (2RE 9.103 ).

- EEFERAR LTEZFTENRAER,
- {£F debootstrap #l cdebootstrap Z X RIFZHEIEEEBIE (2RE 9.104 ).



http://packages.debian.org/sid/schroot
http://qa.debian.org/popcon.php?package=schroot
http://packages.qa.debian.org/s/schroot.html
http://packages.debian.org/sid/sbuild
http://qa.debian.org/popcon.php?package=sbuild
http://packages.qa.debian.org/s/sbuild.html
http://packages.debian.org/sid/pbuilder
http://qa.debian.org/popcon.php?package=pbuilder
http://packages.qa.debian.org/p/pbuilder.html
http://packages.debian.org/sid/debootstrap
http://qa.debian.org/popcon.php?package=debootstrap
http://packages.qa.debian.org/d/debootstrap.html
http://packages.debian.org/sid/cdebootstrap
http://qa.debian.org/popcon.php?package=cdebootstrap
http://packages.qa.debian.org/c/cdebootstrap.html
http://packages.debian.org/sid/virt-manager
http://qa.debian.org/popcon.php?package=virt-manager
http://packages.qa.debian.org/v/virt-manager.html
https://zh.wikipedia.org/wiki/Virtual_Machine_Manager
http://packages.debian.org/sid/libvirt-clients
http://qa.debian.org/popcon.php?package=libvirt-clients
http://packages.qa.debian.org/libv/libvirt-clients.html
https://zh.wikipedia.org/wiki/Libvirt
http://packages.debian.org/sid/bochs
http://qa.debian.org/popcon.php?package=bochs
http://packages.qa.debian.org/b/bochs.html
https://zh.wikipedia.org/wiki/Bochs
http://packages.debian.org/sid/qemu
http://qa.debian.org/popcon.php?package=qemu
http://packages.qa.debian.org/q/qemu.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-system
http://qa.debian.org/popcon.php?package=qemu-system
http://packages.qa.debian.org/q/qemu-system.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-user
http://qa.debian.org/popcon.php?package=qemu-user
http://packages.qa.debian.org/q/qemu-user.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-utils
http://qa.debian.org/popcon.php?package=qemu-utils
http://packages.qa.debian.org/q/qemu-utils.html
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-kvm
http://qa.debian.org/popcon.php?package=qemu-kvm
http://packages.qa.debian.org/q/qemu-kvm.html
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
http://packages.debian.org/sid/virtualbox
http://qa.debian.org/popcon.php?package=virtualbox
http://packages.qa.debian.org/v/virtualbox.html
https://zh.wikipedia.org/wiki/VirtualBox
http://packages.debian.org/sid/xen-tools
http://qa.debian.org/popcon.php?package=xen-tools
http://packages.qa.debian.org/x/xen-tools.html
https://zh.wikipedia.org/wiki/Xen
http://packages.debian.org/sid/wine
http://qa.debian.org/popcon.php?package=wine
http://packages.qa.debian.org/w/wine.html
https://zh.wikipedia.org/wiki/Wine_(software)
http://packages.debian.org/sid/dosbox
http://qa.debian.org/popcon.php?package=dosbox
http://packages.qa.debian.org/d/dosbox.html
https://zh.wikipedia.org/wiki/DOSBox
http://packages.debian.org/sid/dosemu
http://qa.debian.org/popcon.php?package=dosemu
http://packages.qa.debian.org/d/dosemu.html
https://zh.wikipedia.org/wiki/DOSEMU
http://packages.debian.org/sid/vzctl
http://qa.debian.org/popcon.php?package=vzctl
http://packages.qa.debian.org/v/vzctl.html
https://zh.wikipedia.org/wiki/OpenVZ
http://packages.debian.org/sid/vzquota
http://qa.debian.org/popcon.php?package=vzquota
http://packages.qa.debian.org/v/vzquota.html
https://zh.wikipedia.org/wiki/OpenVZ
http://packages.debian.org/sid/lxc
http://qa.debian.org/popcon.php?package=lxc
http://packages.qa.debian.org/l/lxc.html
http://lxc.sourceforge.net/
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/VMDK
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Device_mapper
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Network_block_device
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- ERINRERRIERR T ERFRA KRR,
- EEBRARIE FTHIT-ERED.

— chroot IRIHLEANERLIRE, RHGEEEEMEZER, FITIZENEER, MTERETERER daemon.
- QEMU R B =R/ CPU 155 28
— QEMU #1 KVM i&if hardware-assisted virtualization TEs2#HEN E# (L RIZH 2 THEER FKHVIRHER.

— VirtualBox 8] LATE i386 #1 amd64 L, {F =& A~ hardware-assisted virtualization #8 §2&f B E (LR IZ 2 THEE
RIRIEE.

9.10.3 H\EH ERMIEMEIESR

HRRIEHRMREIESR, 2R5% 96 1.
N EH T EIRUEMSIESR, (REE50A{ER network block device 4BFEIREEE HREEHY qemu-nbd(8) 3K EE t fib {9, I {5 4%
IDME4E nbd RIBEEAM.

gemu-nbd(8) 2 & QEMU Fi B MIRIR 48 N: QEMU 218 F IR EE#& X: raw, qcow2, qcow, vmdk, vdi, bochs, cow
(user-mode Linux copy-on-write), parallels, dmg, cloop, vpc, vvfat (virtual VFAT) F1FH#EEE.

MBI E REMATIEREE —BRNARAZENEINE (BRE 963 ). REEHZR TEMNANHE disk. img” #9585
—{E 5 EE.

# modprobe nbd max_part=16

# gemu-nbd -v -c /dev/nbd@ disk.img

# mkdir /mnt/partil
# mount /dev/nbdOpl /mnt/partil

RBR
{RB] A4S gemu-nbd(8) {ERA”-P 1" EIEREH "disk.img” BIFE—(E D EHE.

9.10.4 Chroot Z4;

chroot(8) R ERERN A NRMIT—(EAREH GNU/Linux RAEFIE, WEAFEERRENRR.

VYIS
TEHFERRIRIFERFAF chroot RAEHZERAY CPU 3248,

REIAIR FEM AR B E/EEEIIFER chroot(8), BB script(1) FH{T pbuilder(8) 2,

$ sudo mkdir /sid-root
$ sudo pbuilder --create --no-targz --debug --buildplace /sid-root

{REESNE R debootstrap(8) EX cdebootstrap(1) f/IMAFE”/sid-root” FEPE sid IRIBMRGKEF.

B
5L debootstrap(8) 3k cdebootstrap(l) /& Debian &£ 2R & 4 Debian #Y. ELEt AT A A RTEAER Debian &
HBUIERT, B ERHKLTE Debian, WaUERTEEE GNU/Linux 21ThR,



https://zh.wikipedia.org/wiki/Chroot
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Qcow
https://zh.wikipedia.org/wiki/VMDK
https://zh.wikipedia.org/wiki/VirtualBox#Virtual_Desktop_Image
https://zh.wikipedia.org/wiki/Bochs
https://zh.wikipedia.org/wiki/Parallels_Workstation
https://zh.wikipedia.org/wiki/Apple_Disk_Image
https://zh.wikipedia.org/wiki/Cloop
https://zh.wikipedia.org/wiki/VHD_(file_format)
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/Loop_device
https://www.debian.org/releases/stable/installmanual
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$ sudo pbuilder --login --no-targz --debug --buildplace /sid-root

fREJLAB R —E sid IRIRRIR R shell RUNFIFE T @AY TR,

1. BEXHEE (”/etc/hosts”, ”/etc/hostname”, ”/etc/resolv.conf”)
2. Mg /proc” IERRGR

3. BE”/dev/pts” IBERH

4. #317/usr/sbin/policy-rc.d” BNiBIE, 482 101BH

5. $1T°chroot /sid-root bin/bash -c 'exec -a -bash bin/bash’”
ES=

—LE7E chroot THIIEX, HBEELLRIFERK LAY pbuilder & %h@tﬂ’]’f’g"‘Z%EyE’J’f“" fflgn, "/sys”,
"/etc/passwd”, "/etc/group”, "/var/run/utmp”, */var/log/wtmp” F5. hFFEZE(ER bind-mounted S}
B

-

pE =
"/usr/sbin/policy-rc.d” ¥ ZE PH It 7 Debian R % L B & B & &2 E =F & £ .
R"/usr/share/doc/sysv-rc/README.policy-rc.d.gz".

%

B
E MY chroot BREEE pbuilder BIRIEAIER, REE—1E chroot 48, A7E chroot BEITEEER, E—(EE
MR, sIUARSGEREENETRAKBUEREER, BEASENBERNZRIKBERENHREEPAREL.

"R
$R{ABY schroot RESELRIBAAAR—ESHRIER, 7 amd64 IRIRZR 4K _L#IT 1386 chroot R4k,

9.10.5 ZEE&ZR4%

FEFETE Debian FBEMR _LfEA QEMU 3% VirtualBox, iELEIEEAERLENETENNITS RERM. SEERMRH
1T Debian A EMRFIAIG AR LR R ERAL B2 B R 7 HRMNEEEE LRER,
EREBLN QEMU TERIFEIEN, EERAMZIE KVM HIBSR, EZEERTRINE.

BTEMNAE, BESEST —ERTABRQEMU ME &% Debian RAEH R HEREIR G virtdisk . qcow2”, E{& Debian
B {5 A debian TEEEE: /) CDREE,

$ wget http://cdimage.debian.org/debian-cd/5.0.3/amd64/iso-cd/debian-503-amd64-netinst.iso
$ gemu-img create -f gcow2 virtdisk.qcow2 5G
$ gemu -hda virtdisk.qcow2 -cdrom debian-503-amd64-netinst.iso -boot d -m 256

7E Debian wiki: QEWU BJAS{RE Z &= .

VirtualBox B Qt BIFEME LEREEEEN. BNRENER A EMEGFSY T ERERER] AL VisualBox EHEF
it #0 VirtualBox {#EHEFM (PDF) 448,

B
EEELTEIT Ubuntu 1 Fedora ZEEMEE GNU/Linux 31ThR, E—EAREMN 2B ERERITNG X,
BIEEZ 4 th e ATEEE GNU/Linux E# L T RIFHIEIT,



https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/QEMU
https://www.debian.org/distrib/netinst
http://wiki.debian.org/QEMU
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Qt_(toolkit)
http://www.virtualbox.org/manual/UserManual.html
http://www.virtualbox.org/manual/UserManual.html
http://download.virtualbox.org/virtualbox/UserManual.pdf
https://zh.wikipedia.org/wiki/Virtualization
http://www.ubuntu.com/
http://fedoraproject.org/
https://zh.wikipedia.org/wiki/Virtualization
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Chapter 10

EHEE

BAF 2RAILFE Debian R4 EERE _EUHANFENN TR RHBRERET.

10.1 H=E, EBEHMFE

e
@ BREHIHR, MESHIMLTRRMORENEE, SEEFETAHANSRE, KA flockl) &
SR MR BB,

ENNZ SN ENZERZHM TEESE,
- FIEERET

- R

- BR

- IRHHECXESE

- REEHHE

* BILEREIRRERIE R

- BRIREREMEREN

BEERTEBERTRERER,

- FEFBETA
- ERFIRS TA
- MEBRIERESR

- BENRETFIEN

« T2 shell

) 7%
° nZ‘.J\ ag EE%

« IRFEHIRETR
- MREEFENNETE



https://zh.wikipedia.org/wiki/Race_condition
https://zh.wikipedia.org/wiki/File_locking
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10.1.1 TFIEFIER4E T B

BAF 2 Debian 4% 7] BRTAEN B THEAVTEE,

GO mITE X | BIRER e A
tar V:915,1:999 | 2770 | .tar tar(1) EENRETLE (78:%

- - . i M 7 &= y -~
cpio V:409, 1:998 | 989 .cpio cpio(1) E;lé’éls)yiteﬁ_g‘{%/ ﬁﬁjﬁ R RIBRIE SR
binutils V:191, 1:707 | 89 .ar ar(1) BEUREENRETLR
fastjar V:5, 1:53 172 .jar fastjar(1) Java B8 T B (38 zip )

=T B %
pax Vi16,1:45 | 175 . pax pax(1) f; EEOPE?.E%X RiELR, 77 tar Al
gzip V:884,1:999 | 231 | .gz 5313((11)) | GNULz77 BT E (8%

Burrows-Wheeler block-sorting BR4E T

bzip2 V:198,1:942 | 184 | .bz2 E;g;f((ll)) | BEBEE wip(l) EENEBER (]
’ gzip BEMHEUMEEEEEELLER)
AT LZMA B TEBELE gzip() ES
1zma V:4, 1.51 141 .1zma Izma(1) HBRER ( NEE)
xa(1) Xz B TEBZELE bzip2(1) E&HY
xz-utils V:432,1:956 | 515 . XZ dec 1), BiER (BEEREIBI gzip BRLE
xzdec(l), bzip2 #; LZMA E“TIQE’J** RR)
. o 1 7zr(1), = :
p7zip V:78, 1:360 934 .7z p7zip(1) (LZMA ,—%, )
. : . 7z(1), = =
p7zip-full V:149, 1:523 | 4407 | .7z 72a(1) (LZMA B Tﬂlﬁﬂﬂ )
LZO B TEBELE gzip(l) EEHY
1zop V:6, 1:48 97 .1zo 1zop(1) i*ﬁ%ﬂﬁe\tiﬁﬁﬁ}# (IR gzip E&MH
UREE A ERMERLLEIR)
zip Vi52,1:429 | 608 .zip zip(1) InfoZip: DOS ERfgesFNE AR T H
unzip V:349, 1:800 | 534 .zip unzip(1) InfoZIP: DOS f#fE s TN 4E T B

Table 10.1: TFAEFIER4E T B 315K

Ore

RIEREANEREEEMNE, BAUAERESTAPE” 28, ESRE tar(1) KI1T5H

IS [

EE
gzipped tar(1) B1EEEAMREIERR". tgz” E". tar.gz” HIER,

ES=
xz-compressed tar(1) BFEEFAREIERR". txz" B&". tar . xz" FIEZR,

EE
FOSS T &, gl tar(1), FRERBLEFHEEELIRMNTARIVEBRE: gzip - bzip2 - xz

B
cp(1),scp(l) F tar(1) TR PTGt ANERF —LAFIRRIIESR, cpio(l) TEREREER&ER.



http://packages.debian.org/sid/tar
http://qa.debian.org/popcon.php?package=tar
http://packages.qa.debian.org/t/tar.html
http://packages.debian.org/sid/cpio
http://qa.debian.org/popcon.php?package=cpio
http://packages.qa.debian.org/c/cpio.html
http://packages.debian.org/sid/binutils
http://qa.debian.org/popcon.php?package=binutils
http://packages.qa.debian.org/b/binutils.html
http://packages.debian.org/sid/fastjar
http://qa.debian.org/popcon.php?package=fastjar
http://packages.qa.debian.org/f/fastjar.html
http://packages.debian.org/sid/pax
http://qa.debian.org/popcon.php?package=pax
http://packages.qa.debian.org/p/pax.html
http://packages.debian.org/sid/gzip
http://qa.debian.org/popcon.php?package=gzip
http://packages.qa.debian.org/g/gzip.html
https://zh.wikipedia.org/wiki/LZ77_and_LZ78
http://packages.debian.org/sid/bzip2
http://qa.debian.org/popcon.php?package=bzip2
http://packages.qa.debian.org/b/bzip2.html
https://zh.wikipedia.org/wiki/Burrows-Wheeler_transform
http://packages.debian.org/sid/lzma
http://qa.debian.org/popcon.php?package=lzma
http://packages.qa.debian.org/l/lzma.html
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/xz-utils
http://qa.debian.org/popcon.php?package=xz-utils
http://packages.qa.debian.org/x/xz-utils.html
https://zh.wikipedia.org/wiki/Xz
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/p7zip
http://qa.debian.org/popcon.php?package=p7zip
http://packages.qa.debian.org/p/p7zip.html
https://zh.wikipedia.org/wiki/7-Zip
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/p7zip-full
http://qa.debian.org/popcon.php?package=p7zip-full
http://packages.qa.debian.org/p/p7zip-full.html
https://zh.wikipedia.org/wiki/7-Zip
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/lzop
http://qa.debian.org/popcon.php?package=lzop
http://packages.qa.debian.org/l/lzop.html
https://zh.wikipedia.org/wiki/Lempel-Ziv-Oberhumer
http://packages.debian.org/sid/zip
http://qa.debian.org/popcon.php?package=zip
http://packages.qa.debian.org/z/zip.html
https://zh.wikipedia.org/wiki/Info-ZIP
http://packages.debian.org/sid/unzip
http://qa.debian.org/popcon.php?package=unzip
http://packages.qa.debian.org/u/unzip.html
https://zh.wikipedia.org/wiki/Info-ZIP
https://zh.wikipedia.org/wiki/Free_and_open_source_software
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xR

cpio(1) @#EET A find(1) MEHEGRS —E£FER, BENREIEHIESHENIES, Hib, BSBNERERESS
BESN 1B LA,

R

Libreoffice B¥HERMANIPLEEBR". jar ¥

.
CE

EWELAER unzip T ERERL.

S-=z
EE

SELBEVYEXERIFNEE

INEBMANEEHE, FRIES “-s” EIREA,

THAR zip, &8 “zip -rX” HAXFUFIESRAMERE, MREXER

10.1.2 #HEFMEFLITH

BAF 2 Debian R4 LRV R] ARG ERREN TEMNTEE.,

]E ATE XN | TH INge
coreutils V:886,1:999 | 15016 | GNU cp ' =) % (7

. @%g EEII*;:' = , »_ gﬁ%
openssh-client | V:822,1:995 | 4147 scp @) Al Eﬁ ( éﬁuﬁﬁ r E‘” Rk
openssh-server | Vi684,1:811 | 870 sshd EE T T ESOISE F@ET G ECD)
rsync V:222,1:609 | 691 - ErnEimE S MER
unison V:4,1:19 3452 | - EmEiRETMED

Table 10.2: ERFE T T REIIFER

ERRMERIIBHE, sync(8) tLtEM T ERM TE SR,

- ENBREE IR EEXFERENEFENBEERZANEEZLT S

- RIEREEHEE (FA58) EERA/NEREBENFEBEUESR
”--exclude” #1”- -exclude- from” EIBFE{LUHR tar(1)

- 5B iRxPINE R BHEREE A RE4TE St B ARIE R PRI B R4 A,

N
7£ cron(8) FfEMA"-gl” BIEMITIES 10.2.3 TRIREIMY bkup IESHE, g —

(S Plan9 (E%EI: Plan9 th 2

—FEER A, X vofs, sTLAF apt-cache show 9mount a3 S IEEVERAE N ) Y dumpfs EFREZ MIERIEIEE M
E’]IJJFJE.O
B

£& 10.11 PHIRAIEFI RS (VCS) AIUKB /RS BIERNET TE,

10.1.3 ERIE:EE;

T REARN T EBRMEFMRERGERE(E”. /source” BEHFHASR,
GNU tar(1):



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon.php?package=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon.php?package=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon.php?package=openssh-server
http://packages.qa.debian.org/o/openssh-server.html
http://packages.debian.org/sid/rsync
http://qa.debian.org/popcon.php?package=rsync
http://packages.qa.debian.org/r/rsync.html
http://packages.debian.org/sid/unison
http://qa.debian.org/popcon.php?package=unison
http://packages.qa.debian.org/u/unison.html
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$ tar -cvJf archive.tar.xz ./source
$ tar -xvJf archive.tar.xz

BE, WTFAR.

$ find ./source -xdev -print®@ | tar -cvJf archive.tar.xz --null -F -

cpio(1):

$ find ./source -xdev -print@ | cpio -ov --null > archive.cpio; xz archive.cpio
$ zcat archive.cpio.xz | cpio -1i

10.1.4 +E®IEE;

MTRARNEMNIRERNERE. /source” BEPHINE,

- Kith¥ER: 7. /source” Bk - 7/dest” Bk

< RIGEE: AhFHE RV, /source” B#f - “user@host.dom” E# FRY”/dest” Bk
rsync(8):

# cd ./source; rsync -aHAXSv . /dest
# cd ./source; rsync -aHAXSv . user@host.dom:/dest

REESEEER "REHR ELNRME" Bk

# rsync -aHAXSv ./source/ /dest
# rsync -aHAXSv ./source/ user@host.dom:/dest

HE, WTAR.

# cd ./source; find . -print® | rsync -aHAXSv@ --files-from=- . /dest
# cd ./source; find . -print® | rsync -aHAXSv0O --files-from=- . user@host.dom:/dest

GNU cp(1) #0 openSSH scp(1):

# cd ./source; cp -a . /dest
# cd ./source; scp -pr . user@host.dom:/dest

GNU tar(1):

# (cd ./source && tar cf - . ) | (cd /dest && tar xvfp - )

# (cd ./source && tar cf - . ) | ssh user@host.dom ’'(cd /dest && tar xvfp - )’
cpio(1):

# cd ./source; find . -print® | cpio -pvdm --null --sparse /dest

REESATEFRB RS .” NFIFER foo” BNR.”, ERMATLE”. /source/foo” BEkERIERE"/dest/foo” B

EREES”.” Y78, (RecsEAEE IR /path/to/source/foo” RIXE” .7, iEFI LXK cd . /source;”.
WMTRFIR, BEERSREBEIENAE, BEEAENUE.

+ ”/dest/fo00”: rsync(8), GNU cp(1), 1 scp(1)
« ”/dest/path/to/source/fo0”: GNU tar(1), ¥ cpio(1)

B
rsync(8) 1 GNU cp(1) RJLAR"-u” BIE R ZR&1EZ s F B IIESR,
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b=l1] g

Bk

find(1) # FAERSBIEPEFBEEREAEEESS (BR%E 10.1.3 THHE 10.1.4 ) HEBEAR xargs(1) (BRZE 9.3.9
), 18l find MRS Y5 | ENEESAEE TNEES ZIMNE,

U T2 find(1) EARE A48 4L,

10.1.5 ZEFERMN

- find R4 5| BEESERA B L R A,
- —EHHE®EN, BEEEMEELL.

- “1B% OR” (MR 2R -0” SIBIEER ) BEIEFRIL” #EE AND” (H”-a” SIBIEERERGE ZEIZEEM
3180,

" EEE NOT” (HIRMERIEAY 1 $6E) BEIEFSH “#E AND”,
”-prune” 482 [O## TRUE I BINRSE B HE2FEN, BSESHRSHEBZRUIMNMMER,

« 7-name” EIEMLEEHT shell BRAFIT (BRE 156 T) MWERBHLESREENU 17?2 TFxH .. FH
POSIX 4514)

» ”-regex” LECE(EFRKE, FERIRA emacs BRI BRE (2R% 162 ),
- 7-size” IRIBIERX/NRLE (BERIEFE + SELEEAMWESR, ERIETE”-” BLEE/NER)
- 7-newer” 5| HILECLLS I BB PIEENEREENIER,

”-print0” 5|E42 2iR[0##E TRUE i AS5C #4188 (null terminated) FIENRFRZERHRE L,

QD_FZE flnd(l) |:u:|I *%I

# find /path/to \
-xdev -regextype posix-extended \
-type f -regex ”.*\.cpio]|.*~" -prune -o \
-type d -regex ”".*/\.git” -prune -o \
-type f -size +99M -prune -0 \
-type f -newer /path/to/timestamp -print0

BLGLSETRITUTEE

1. Bif”/path/to” THFFEIER

2. RELEHMERMIERAAL BERAMI ERE (2R% 162 )

3. BB(F ERIER A URHBRTE”. *\ . cpio” &~ . *~” IERIRRIAE
4. BIBRE I ERIER S TURABRILAS . */\ . git” IERIRRNAIB #%

5. 1BiBE L ERIEAY 5 TURHEBREE 99MB (1048576 I TAHEE TT) EARIESR
6. BERIER, MENLEBREGFLBLL”/path/to/timestamp” FBHER

A

RO EFIFHEY -prune -o” HIRERNBIERZE.

JES =N
¥1723F Debian RHAY Unix-like 48, BLES|IBEIREARHK find(1) SO FTZiE, EETEERT, BZEERHBLES
ELWA"-print” BX"-printe”, {RAJEERIGRFEE XEMBRNGS,



https://zh.wikipedia.org/wiki/POSIX
https://zh.wikipedia.org/wiki/Null_character
https://zh.wikipedia.org/wiki/Unix-like
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10.1.6 ERiEIEEE

REENENFESK BERE R, GEIEEMNBERYE. HOENEABENEDR, RERARMATN CDR
1 DVD-R ARBERERR, R FRENE, EXRN—RERUFFENE)

JED =
PN R ERBEIMMESNF RGN, KSHEWFERERREEENMAMILAE, REERBRTESET2bIN
mzZEE,

L (EERFERHEEEM ) JMERFEE N ENRAERS.

« KH2 100 £ : FA2KMEIRK

- 100 £F: FF¥fE7F (CD/DVD, CD/DVD-R)

- 30 & HIESRT (HW, BB

* 20 F: HEENIRFHETT (CD-RW)
ENEEBRAREBREEMSESS,

HLE (EZREREEFEN) FIMMERBEENENRANERE,
« KH% 250,000 )X : FREREEENES

- KK 10,000 R : REJECIERE

* 1,000 ;X: CD/DVD-RW

« 1)X: CD/DVD-R, 4k

( : ) \Cy
EENREESHINERHEMNENRNEZEARKRAEEFTARBRENNBEERT, FHRREHREMEE
EmAYERAA,

"R
A% CD/DVD-R MR gEB—X, EFffERALELTERAERERNENBINER, ERER !

"R
MRMFFEFREBIREFNETRERED, BEEASERERERIRIREM CAERRERBD, FIeERME—7]
1TH73%.

10.1.7 wBEIHEEFEE
TR ENETREE B T a2 L TR o1 — 78,

- USB REJECIEEEER
- TERRERENRS



https://zh.wikipedia.org/wiki/Computer_data_storage
https://zh.wikipedia.org/wiki/Safe
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Hard_disk_drive
https://zh.wikipedia.org/wiki/Optical_disc_drive
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- ENRSHELE

- BFERIEMNEE

AT BAERE A T 7 T RE TR,
- USB

* IEEE 1394 / FireWire
« PC§

% GNOME #[l KDE SR K EIRIEFEME"/etc/fstab” IERHPZENLESREISE, BEREELIBEHE
EO

- udisks BHRMH T TERFAMNERERBHMBRTRELRE,
* D-bus B FRHRAFEEMEIE.
* PolicyKit {2 T AT RIHE,

BR
umount(8) £ B BN i BRIRHE R BEE HHE "uhelper=" 3| &,

R
REEBETBHEEGAE etc/ fstab’ MRRIILE, SEEETAREHET,

IR EEIEE T EEEA”/media/<disk_label>”, ErlAMII FERARMRER,
« FAT #&XBUIER A #(E A mlabel(1) @52

« 1SO9660 IERAMEAZE-Vv” BIER genisoimage(1) 85 %
« ext2/ext3/extd IERARFEREET”- L7 ZEIEM tune2fs(1) A5

3

A

ab

N
HERF R R ERMRITRIE (2R% 846 )

B
EEENEEE LBRIERALR, ecSRMRENEREREEEIGIN/dev/sde”, MNRFEZBRBEMEEEE,
Tfﬂﬂgéi?funvﬁ'ﬁzeﬁ'\f‘ﬂ:iﬁu)\ umount(8) ML REFRELERTE,

10.1.8 EEZERARNEERNERRR

EMEBBAFTFREREMARD ZEHNNEER, FEZCCERIMBEMEFRAREIEMNBERN ERA
%, TESEZRANIIE,

B
IR 90.8.1 PRESHNRNEAZENNBNETIEMNENHEZME.



https://zh.wikipedia.org/wiki/Universal_Serial_Bus
https://zh.wikipedia.org/wiki/IEEE_1394
https://zh.wikipedia.org/wiki/PC_card
https://zh.wikipedia.org/wiki/D-Bus
https://zh.wikipedia.org/wiki/PolicyKit
https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/File_system
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CEF AT HEAFERIZSEA
FAT12 BB (<32MiB) EBTEMNENSE
FAT16 7E/VIERE (<2GiB) ERNETENERNE

FAT3D TERFERE (<8TiB, #& MS Windows95 OSR2 A FRIFER AT % 18) LTHBETI=E R
/\ =.

?‘ﬂﬁﬁi B E FEYEHEE=&F (£ MS Windows NT fIBEBIRARELE; &

NTES Linux £, i@i@f$EMA FUSE #9 NTFS-3G i% )
1SO9660 7f£ CD-R #1 DVD+/-R EFIEFE=REa

UDF CD-R # DVD+/-R (¥ﬁ) TREEEREA
MINIX T8R4 B TSN RN wmix B & HE T
ext2 lRRAM EEBEE linux ?%E’J’ﬁﬁﬁkﬂ’] BERNE
ext3 e = A M EEBEE linx RRMEELHERSZE
extd FERAMR ERBRHN linux RAEE ERHERSZE

Table 10.3: HAUERISR T ] BEIFEFREEENERAMRIIR

FAT fERAFWEX S HNIBNFRARTIE, cHRERITERRETHENRBRRIEEERAN.
ERVLERE FAT ERARNBEFEENHENTBHRER, UTEZEREINEE,
- FA fdisk(8), cfdisk(8) 3# parted(8) i< (2R 952 1) EBEMBAHAEREIIES ZIEL EIBEMIN TIZE,

— FE52/VBR 2GB BY FAT 2B AFIT767,
- 1B E KM FAT32 HEAFIT ",

« WIFFIRZER mkfs.vfat(8) A LB E S EIER,

- ENEERF, Flal”/dev/sdal” FiR FAT16 &8
— BRRERRIENENEESR, HIt0”-F 32 /dev/sdal” FiR FAT32 8£8

E £ FAT 2K 1S09660 IERAZAMN ZEHT, NTRFEIENLEFIE

- Far(l), % cpio(l) ROBAHLE, BHEATREIES, HHEL, FANEETTTRIISEREE &N,
- A split(l) SOIEEMEIER S MAET I\ 2GiB MIMER, ERESHEA/NRE,
- MR R NS R SRR,

pEF =1

A& FAT iEERGM:RET, RRIERKNA (2°32 - 1) bytes = (4GiB -1 byte), ¥ —LEEER 32
RS INEREAMS, ERMNERAKNEZEE/) (2731 -1) bytes = (2GiB -1 byte), Debian ;2Ei&
ZBERIREIE,

EE

MERAZRAB N A EEEEIB 200MB Fy 77 ElfE s & ERENSS E{FE A FAT, {th{fja9 Overview of FAT, HPFS, and NTFS
File Systems ERXERMHEER T MR AKITRE,, FIUMEKNAEESRERE, 827, FHMAE Lnux RELER
[Es%{E M extd tEER L,

N
BRIERARTDEIERARNES E, F2%E Filesystems HOWTO",



https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/NTFS
https://zh.wikipedia.org/wiki/Windows_NT
https://zh.wikipedia.org/wiki/Filesystem_in_Userspace
https://zh.wikipedia.org/wiki/NTFS-3G
https://zh.wikipedia.org/wiki/ISO_9660
https://zh.wikipedia.org/wiki/Universal_Disk_Format
https://zh.wikipedia.org/wiki/Minix_file_system
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
http://support.microsoft.com/kb/100108/
http://support.microsoft.com/kb/100108/
http://tldp.org/HOWTO/Filesystems-HOWTO.html
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AR HRTS HAIGAIESER
B8 “Microsoft Windows #HE8" HEEZR, 2K smb.confG) Fl B
SMB/CIFS F Samba B Ei4BIRIER R4 75 Samba 3.x.x ¥ §EFNLEFM ( The Official Samba 3.x.x HOWTO
and Reference Guide ) % samba-doc EX§EE]
S ] i AERE IR :
NFS F Linux b IBRIER R G B UnidLinu 5" SR, 7 exporis(5) 7l Linux
HTTP BRF% 7 web [ARF/BFPImZ BN Zla R
F—, ABMEMNZSERE (SS1) SE X2 MHE (TLS) HEEER
B/EFIRPNEER
FTP fR7% EFTP AR/ B In BN EER

Table 10.4: BRI (B S T ol R IBH AR ARFE TR
10.1.9 P LHERNE

EERMEBRRSZEHNER, FRZERBANRE. S8 —LRER.

BEHNERDIZR, ERPRHFERARNEMEREHEESEN, BEFRREFITE2MN, EFfNERERY
ABEITARINEE 2,

- F SSL/TLS hnZ

« #8137 SSH @&

- ¥37 VPN BE

- MBZERERRENMHANE

W

285 6.10 THE 6.11 15,

10.2 fENFIVRIE

BAMAMEREINT HE-E, NEHRABNERERARNERIRE, BONRERERRIINRREESIE
EEEN—#5., B - XIFHNEMANS HEE.

"R
FREENRHZEERZLBELERNENRL, BRODEBILERBNBNHHENZTHTEEEENS,

A 3 (ERfRIERREERIVEN RIS RS,

1. ZMEZ BN FVRIETEE.

- (RECRBIUMNEMESR: £~/ THEH

s (RERANERREREIMENMER T”/var/” THEM (BRT”/var/cache/”,”/var/run/”¥1”/var/tmp/”)
« RIREEEER: T /etc/” THER

o AHhEREE: #£”/usr/local/” B{”/opt/” THIEH

c RRETEEN: BRSR (DENE,.) NAXFRTER

- BREENER: BAERMENIRERERTALRE

2. MEEHRERNIRIE,
« TEMNEMET: REERREENRRHE



https://zh.wikipedia.org/wiki/Server_Message_Block
https://zh.wikipedia.org/wiki/Samba_(software)
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://tldp.org/HOWTO/NFS-HOWTO/index.html
http://tldp.org/HOWTO/NFS-HOWTO/index.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://zh.wikipedia.org/wiki/Https
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Virtual_private_network
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- KERMD: BN
- TUBMED : BHIRR
- BMIVEIE: BEBEGSHD

3. FHM&E LB EFEFI AR,

- FHAEERERIERX
- RINFIRIEIR: AN, R, ¥WEE, -
- BMEXRNANRE RN

B
PRIEMRANE B CMEIRMT B, BRISEEM /proc, /sys, /tmp, Fl /run BERTFTHBERZRK (2RF 1212
T[HE 1.2.13 1), EfiREXEERNEM,

ENREMENMET, ENELRERENFNMED BIE LREFRENRMMBRIKES L, RAIZERZRRZLEN
BIR, EENERRTFREFERES —RIEN LEIU CD/DVD-R RFFLLEESH, (2RF 9.7 TEKE shell &<
SIS REFHEN, GNOME REBEMIRRFGRAEHZBEES: “(I& - CD/DVD [Eif" REREAIRE, )

JED=
ERMNEBIIHE, Fr]RefRERLE—LRARINTERFAN MTA (285 63 W),

EE

MEZBIMNNDOLMEBLMIKIES D REHERBRNEBIE SR G WN"/etc/ssh/ssh_host_dsa_key”,
"/etc/ssh/ssh_host_rsa_key”, "~/.gnupg/*", "~/.ssh/*", /etc/passwd”’, "/etc/shadow”,
"/etc/fetchmailrc”, "popularity-contest.conf”, "/etc/ppp/pap-secrets”

F0"/etc/exim4/passwd.client/’, EEEN PN E " LERETEBERNRARBABRKNFRRBL
7,

E=Y
MRIFLAERE R FR A NEIT cron job, {RUEREFIERE"/var/spool/cron/crontabs” B ikl B B/
cron(8), £2R% 9.3.14 TRIEFRAN cron(8) 1 crontab(1) FYE& .

10.2.1 ERBHEH®
AT 2 Debian R4 HESTIENBRENEIEGHNIIE,
B TEESENSRANAE,

* Mondo Rescue B —{EER R4, ERESFHSERIMEMEN CD/DVD FEEFREIRERERR, MABELBERNR
L RBIZ,

- EHRMEREEN, PJER—EHERNIESE (5 10.2.2 77) F con(8) REIR,
* Bacula, Amanda 1 BackupPC R2=INEEMRNEREN, TERANREBENEHENR.

% 10.1.1 T 1012 TEANER THEMNBREESRESBRENARHEN, ELELHIIINEETAEBMN T
m T B3R,

« restic EREEEELNIBEMN (=R ).



https://zh.wikipedia.org/wiki/Mondo_Rescue
https://zh.wikipedia.org/wiki/Bacula
https://zh.wikipedia.org/wiki/Amanda
https://zh.wikipedia.org/wiki/Backuppc
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[ YESD) mITE KAV | ZREA
dump V1, 1.7 341 4.4 BSD dump(8) # restore(8) @S FI?R ext2/ext3/ext4 FER AL
. #£ GNU/Linux #1 IRIX EF xfsdump(8) #1 xfsrestore(8) aip 2 2R
xfsdump V0, I:11 838 BFVRTE XFS IBER G
backupninja V4, L[4 329 EE’JT?%#E’] meta- backup AR
bacula-common V:10, I:19 2055 Bacula: ¥
bacula-client I:5 164 Bacula: %
bacula-console V:1, 1.7 65 Bacula: %
bacula-server I:2 164 Bacula: #
amanda-common V1,12 9964
amanda-client Vi1, 1:2 1072 i)
amanda-server V:0, 1:0 1044 %m)anda: SERAERENSE v R ERiE RS (fRIAkES
backup-manager | V:1,1:2 543 mPIEHRITE
backup2l V-1, I:1 113 FIRFIREEN (ERE e nRELE
AN 7\ 7 7 B
backuppc V4, 15 293 BacIkgPC =RAiRES PC 1‘%5*4 (Eﬁ Ezzﬁﬁ) FEEERNTEE
duplicity V:8,1:16 1538 | (Bim) EBEHD
flexbackup V-0, I:0 242 (=im) BEEBD
rdiff-backup V9, 118 704 (Bim) EEHBD
restic V:0, I:0 16046 | (Bim) IBEHED
rsnapshot V6, 1:12 452 (=im) IBE®D
sIbackup V-0, I:0 146 (Bim) BEEBH

Table 10.5: ERBHNIEXNEGIIR

« rdiff-backup EEEEAELSIEEHT (=R ).
- dump BREE B AN SMIEENFIETIREREERRR.

N
28”/usr/share/doc/dump/” #1 ”Is dump really deprecated?” 3R 7 fi# dump 2=,

10.2.2 —fARFHENIIESIELF

HHI}IT unstable EFFHIEA Debian RERMKR, ABBREEA ENTIFREN. BTEEREBFHEEN
RR—REZH. FICSEAZRNBERANETRENENRNERREN.

BERABENESIERRIEARENNBEERILA GUI MTEIEEESZ CD/DVD &, T 2ERIEENIESHEG
?0

#!/bin/sh -e

# Copyright (C) 2007-2008 Osamu Aoki <osamu@debian.org>, Public Domain
BUUID=1000; USER=o0samu # UID and name of a user who accesses backup files
BUDIR="/var/backups”

XDIRO=".+/Mail|.+/Desktop”
XDIR1=".+/\.thumbnails|.+/\.?Trash]|.+/\.?[cC]ache|.+/\.gvfs|.+/sessions”
XDIR2=".+/CVS|.+/\.git|.+/\.svn|.+/Downloads|.+/Archive|.+/Checkout|.+/tmp”
XSFX=".+\.iso|.+\.tgz|.+\.tar\.gz|.+\.tar\.bz2|.+\.cpio|.+\.tmp|.+\.swp|.+~"
SIZE="+99M"”

DATE=$(date --utc +"%Y%m%d-%H%M" )

[ -d "$BUDIR” ] || mkdir -p ”BUDIR”

umask 077

dpkg --get-selections \* > /var/lib/dpkg/dpkg-selections.list



http://packages.debian.org/sid/dump
http://qa.debian.org/popcon.php?package=dump
http://packages.qa.debian.org/d/dump.html
https://zh.wikipedia.org/wiki/Berkeley_Software_Distribution
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
http://packages.debian.org/sid/xfsdump
http://qa.debian.org/popcon.php?package=xfsdump
http://packages.qa.debian.org/x/xfsdump.html
https://zh.wikipedia.org/wiki/IRIX
https://zh.wikipedia.org/wiki/XFS
http://packages.debian.org/sid/backupninja
http://qa.debian.org/popcon.php?package=backupninja
http://packages.qa.debian.org/b/backupninja.html
http://packages.debian.org/sid/bacula-common
http://qa.debian.org/popcon.php?package=bacula-common
http://packages.qa.debian.org/b/bacula-common.html
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-client
http://qa.debian.org/popcon.php?package=bacula-client
http://packages.qa.debian.org/b/bacula-client.html
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-console
http://qa.debian.org/popcon.php?package=bacula-console
http://packages.qa.debian.org/b/bacula-console.html
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-server
http://qa.debian.org/popcon.php?package=bacula-server
http://packages.qa.debian.org/b/bacula-server.html
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/amanda-common
http://qa.debian.org/popcon.php?package=amanda-common
http://packages.qa.debian.org/a/amanda-common.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/amanda-client
http://qa.debian.org/popcon.php?package=amanda-client
http://packages.qa.debian.org/a/amanda-client.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/amanda-server
http://qa.debian.org/popcon.php?package=amanda-server
http://packages.qa.debian.org/a/amanda-server.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/backup-manager
http://qa.debian.org/popcon.php?package=backup-manager
http://packages.qa.debian.org/b/backup-manager.html
http://packages.debian.org/sid/backup2l
http://qa.debian.org/popcon.php?package=backup2l
http://packages.qa.debian.org/b/backup2l.html
http://packages.debian.org/sid/backuppc
http://qa.debian.org/popcon.php?package=backuppc
http://packages.qa.debian.org/b/backuppc.html
https://zh.wikipedia.org/wiki/Backuppc
http://packages.debian.org/sid/duplicity
http://qa.debian.org/popcon.php?package=duplicity
http://packages.qa.debian.org/d/duplicity.html
http://packages.debian.org/sid/flexbackup
http://qa.debian.org/popcon.php?package=flexbackup
http://packages.qa.debian.org/f/flexbackup.html
http://packages.debian.org/sid/rdiff-backup
http://qa.debian.org/popcon.php?package=rdiff-backup
http://packages.qa.debian.org/r/rdiff-backup.html
http://packages.debian.org/sid/restic
http://qa.debian.org/popcon.php?package=restic
http://packages.qa.debian.org/r/restic.html
http://packages.debian.org/sid/rsnapshot
http://qa.debian.org/popcon.php?package=rsnapshot
http://packages.qa.debian.org/r/rsnapshot.html
http://packages.debian.org/sid/slbackup
http://qa.debian.org/popcon.php?package=slbackup
http://packages.qa.debian.org/s/slbackup.html
http://dump.sourceforge.net/isdumpdeprecated.html
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debconf-get-selections > /var/cache/debconf/debconf-selections

{
find /etc /usr/local /opt /var/lib/dpkg/dpkg-selections.list \

/var/cache/debconf/debconf-selections -xdev -printo
find /home/$USER /root -xdev -regextype posix-extended \
-type d -regex "$XDIRO|$XDIR1” -prune -o -type f -regex "$XSFX” -prune -o \
-type f -size "$SIZE” -prune -0 -print0®
find /home/$USER/Mail/Inbox /home/$USER/Mail/Outbox -print0
find /home/$USER/Desktop -xdev -regextype posix-extended \
-type d -regex "$XDIR2” -prune -0 -type f -regex "$XSFX” -prune -o \
-type f -size "$SIZE” -prune -0 -print@
} | cpio -ov --null -0 $BUDIR/BUS$DATE.cpio
chown $BUUID $BUDIR/BUS$DATE.cpio
touch $BUDIR/backup.stamp

IER—1EF root FFRIEMITRIIELHEHIF,
BB RIR BB T A RBIE B A TIEEE <18,

- RIESEESISEHENBEIFMENEEZEN (285 10.1.5 T 102 17),
« F3”find ...-newer $BUDIR/backup.stamp -print@” Z{{"find ...-printe” REIRIEEH%.

- BRBER, EH scp(l) B rsync(1) Gi S RBMIERIZIRNEILEFIEEE CD/DVD £, (FH{EA GNOME RE
GUI RE% CD/DVD, 285 12.1.8 WREFESNEN. )

EEEENL !
B
{REes A "debconf-set-selections debconf-selections” @< ¥&18 debconf BB B & %}, =LA A"dpkg

frran-1- Bt <]

--set-selection <dpkg-selections.list” @< ki€ dpkg EFIBE L,

10.2.3 ARBHEHNIERIESHE

HINBSE TENENSE, "cp -a” mL A UBRER BN,

#HRFE{N”/var/cache/apt/packages/” B FTHIAKEAR ] BEEZMFRENE, FR7cp -al” ap L REIMNIFE
#ZR—EBREREMNAN, ERTUSKBIR BEESA,

AT R2—EAREMMENIRS bkup HERTESHE, BILERIEFTHMAE (non-VCS) BRERIIRBFTHEE
B ke iR in £ L,

#!/bin/sh -e

# Copyright (C) 2007-2008 Osamu Aoki <osamu@debian.org>, Public Domain
fdot(){ find . -type d \( -iname ”.?*” -0 -iname ”CVS” \) -prune -o -print®;}
fall(){ find . -printo;}

mkdircd(){ mkdir -p ”$1”;chmod 700 ”$1”;cd ”"$1”>/dev/null;}
FIND="fdot"”;OPT="-a” ; MODE="CPIOP” ;HOST="1localhost” ;EXTP="$(hostname -f)”
BKUP="$(basename $(pwd)).bkup”;TIME="$(date +%Y%m%d-%H%M%S)" ; BU="$BKUP/$TIME"
while getopts gcCsStrlLaAxe:h:T f; do case $f in

g) MODE="GNUCP”;; # cp (GNU)

c) MODE="CPIOP”;; # cpio -p

C) MODE="CPIOI”;; # cpio -i

S) MODE="CPIOSSH”;; # cpio/ssh

t) MODE="TARSSH”;; # tar/ssh

r) MODE="RSYNCSSH”;; # rsync/ssh

1) oPT="-alv”;; # hardlink (GNU cp)

L) OPT="-av”;; # copy (GNU cp)
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a) FIND="fall”;; # find all

A) FIND="fdot”;; # find non CVS/ .???/

X) set -x;; # trace

e) EXTP="${OPTARG}"”;; # hostname -f

h) HOST="${OPTARG}"”;; # user@remotehost.example.com
T) MODE="TEST”;; # test find mode

\?) echo "use -x for trace.”

esac; done
shift $(expr

$OPTIND - 1)

if [ $# -gt 0 ]; then
for x in $@; do cp $OPT $x $x.$TIME; done

elif [ $MODE

mkdir -p ”.
elif [ $MODE =
mkdir -p ”..

$FIND|cpio

elif [ $MODE =

$FIND|cpio
elif [ $MODE
$FIND|cpio
elif [ $MODE
(tar cvf -
elif [ $MODE

rsync -aHAXSv ./

else

= GNUCP ]; then
./$BU"”;chmod 760 ".
CPIOP ]; then
/$BU” ;chmod 700 ”.
--null --sparse -pvd .
CPIOI ]; then

-ov --null | ( mkdircd ”.
= CPIOSSH ]; then

-ov --null|ssh -C $HOST ”( mkdircd \”$EXTP/$BU\”&&cpio -i )”
TARSSH ]; then

)|ssh -C $HOST “( mkdircd \"$EXTP/$BU\"&& tar xvfp - )”

= RSYNCSSH ]; then

"${HOST}: ${EXTP}-${BKUP} - ${TIME}"

./$BU”;cp $OPT . "../$BU/"

./$BU”
./$BU

./$BU”&&cpio -1 )

echo "Any other idea to backup?”
$FIND |xargs -0 -n 1 echo

fi

MERR—EEL. EMECERESHEZA, FARELESELAENE.
&R
e bkup1HETT'§tE’J”/usr/local/bln”Eﬁi BREEFBZMTRBEMHIIEHE, se507E TFEFANHEMSG

01T bkup %,

N
NRBERFRINERSERLRERERBIRBELNGE, £/ git(7) (2R%E 1065 1) REEHELAHBREZES
9,

10.3 EBENLLEMR

ENTeERIEERER NS nﬂ,.,\ﬁﬁgﬂﬁﬁlﬁﬂﬁﬁﬁo

25R% 9.8 T8 dm-crypto F ecryptfs, EffiE@ Linux #ZUEAER T BENEMINZHELEE,

10.3.1 GnuPG £iE=IE

T2 GNU B E T BEANEREREG S,

EEBIE.
MTFaR<

{EFkA971DD8D791” &R ERAV N E&(EARES hkp : //keys . gnupg.net”,

$ gpg --keyserver hkp://keys.gnupg.net --send-keys 1DD8D791



https://zh.wikipedia.org/wiki/Dm-crypt
http://ecryptfs.sourceforge.net/
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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nHete ATE XN | &L B

gnupg V:698,1:998 | 693 gpg(1) GNU & ’%Z"xi OpenPGP MEZENEETE

gpgv V:881,1:999 | 807 gpgv(l) GNU [&

paperkey V:0, 1:2 55 paperkey(1) | 18§ OpenPGP %A%ﬁ%iﬁ {%{ﬂ:ﬂjﬂ&‘%nﬂ
cryptsetup V:39, 1:80 360 | CIYPSCWP®) |y rypto B BN HIE LUKS TA
ecryptfs-utils | V:6,1:9 396 .elclryptfs(7), ecryptfs HEE *ﬁf%.‘ﬁﬂﬂflﬁ

coreutils V:886,1:999 | 15016 | mdSsum(1) | FTEEERER MD5 &2

coreutils V:886,1:999 | 15016 | shalsum(1) | &l EEEik5E& SHAL Eﬂ%?r&i%

openssl V:794,1:990 | 1303 | openssl(1ssl) | fF”openssl dgst” (OpenSSL) AT E&NBE

Table 10.6: EXlET 2 EM T HYIR

e Bl

gpg --gen-key ER—RIFFZRE

gpg --gen-revoke my_user_iD AL my_user_ID B— 1 BiHE =
gpg --edit-key user_ID BENAREIEEE, WA help” REGFEHEN
gpg -o file --export S =TOES Tkl ES

gpg --import file RIEEREAER

gpg --send-keys user_ID 53X user_ID FI RN SBEI N SR ER
gpg --recv-keys user_ID RN EERRES N2 user_ID BINEE
gpg --list-keys user_ID FH user 1D FIFTE£58

gpg --list-sigs user_ID FH user_ID HEF

gpg --check-sigs user_ID BE user_ID 2T

gpg --fingerprint user_ID T8 & user_ID FIFEAX

gpg --refresh-keys EMAMEE

Table 10.7: GNU [BFAB T £ BT R GSIIIIR

2N FEEA
BEMBEGEEZERIZEE
EETEER
RBEEHNENARE
Y NS ]
=IERENEE
TEEE
RZEE

C|—h 3| S|Q|Dd|

Table 10.8: (SEBS&EYIR



http://packages.debian.org/sid/gnupg
http://qa.debian.org/popcon.php?package=gnupg
http://packages.qa.debian.org/g/gnupg.html
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
http://packages.debian.org/sid/gpgv
http://qa.debian.org/popcon.php?package=gpgv
http://packages.qa.debian.org/g/gpgv.html
http://packages.debian.org/sid/paperkey
http://qa.debian.org/popcon.php?package=paperkey
http://packages.qa.debian.org/p/paperkey.html
http://packages.debian.org/sid/cryptsetup
http://qa.debian.org/popcon.php?package=cryptsetup
http://packages.qa.debian.org/c/cryptsetup.html
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/ecryptfs-utils
http://qa.debian.org/popcon.php?package=ecryptfs-utils
http://packages.qa.debian.org/e/ecryptfs-utils.html
http://ecryptfs.sourceforge.net/
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon.php?package=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon.php?package=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon.php?package=openssl
http://packages.qa.debian.org/o/openssl.html
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B RIFH 1~ #8EARESE"~/ . gnupg/gpg.conf” (BRI EM"~/.gnupg/options” ) ERPIRTE, LERES
TL,L‘F 5N

keyserver hkp://keys.gnupg.net

e smRL(e) Ak 23 BB R IRRL

$ gpg --list-sigs --with-colons | grep ‘Asig.*\[User ID not found\]’ |\
cut -d ":" -f 5| sort | unig | xargs gpg --recv-keys

E—{EEERTE OpenPGP 1 #8{a)ARES (FCRIAIARZA 0.9.6), S4B 2 LA LR9F8. 189 gnupg (>1.2.1-2) EXEEE
BESARRIRIE LEFPERAY 788, 28 gpg(1) TAY”--repair-pks-subkey-bug” #EIE.

10.3.2 7EREXRL{EA GnuPG

EEE-LEERLER GNU BRAR T S:<onfl+.

e a7 BR

gpg -a -s file ASCII 3YERZFEBIEE file.asc

gpg --armor --sign file EfS

gpg --clearsign file EREEXEFEM

Foogorampic oty | BA—OMNETH foodexanple org

gpg --clearsign PV

--not-dash-escaped patchfile PR BRI TSR

gpg --verify file ERERAXIER

gpg -o file.sig -b file ER—DRNET

gpg -o file.sig --detach-sig =

file F.£

gpg --verify file.sig file {H file.sig BR7aTa <

?ggfﬁe”ypt—me'gpg - name DB, HAES %EE?EHR%% HE RS ERIBIEY crypt._file.gpg
gpg -o crypt_file.gpg B.E

--recipient name --encrypt file

Egr?]e—c_)ec;ﬁ;_flle.asc ar NN, IBRPEEREF, 4 ASCII 5K crypt_file.asc
gpg -o crypt_file.gpg -c file 1ot = 2148 I = 2] crypt_file.gpg

gpg -o crypt_file.gpg Bt

--symmetric file

%E%e-o crypt_file.asc -a -c HIFEINZR, {HE3RS ASCI 315 crypt_file.asc
gpg -o file -d crypt_file.gpg 2

-r name e

gpg -o file --decrypt =

crypt_file.gpg E.£

Table 10.9: 7EAE 3 LEMR GNU BB LGSR

10.3.3 7£ Mutt F{FFH GnuPG

EINTEARER~/ . .muttrc”, EEEERS, B%—{EEH GnuPG, ERIEEHZK’S” RAFFEMER.

macro index S ”:toggle pgp_verify_sig\n”
set pgp_verify_sig=no



http://sourceforge.net/projects/pks/
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
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10.3.4 £ vim F{EH GnuPG

gnupg JMEETLARIREBIER A~ . gpg”, 7. asc”, F1”7. ppg” HHE R FEHIHIT GnuPG.

# aptitude install vim-scripts vim-addon-manager
$ vim-addons install gnupg

10.3.5 MD5 #ERF

md5sum(1) {2t T RIFMERERN—E TR, EEMA fc1321 BIANRIFREESR.

$ md5sum foo bar >baz.md5

$ cat baz.md5
d3b07384d113edec49eaa6238ad5ffe0 foo
c157a79031e1c40f85931829bc5fc552 bar
$ md5sum -c baz.md5

foo: OK

bar: OK

IR
MD5 #E&FNHY CPU &8 E R L GNU Privacy Guard (GnuPG) IIZEHBE LK. MBEIER T, RBIEAMNEE
BRTFENZZRREREHTENY.

104 [FREBESHITIE
EEEFSRBREESHIAE, ITHEKREHBNTE,

10.4.1 WHRIRBIERELER

THEEVEE, BEEMERBENAE, TREERNVE, B8R diff f§37file. patche” 5t"file. patchl”.

$ diff -u file.old file.new > file.patchO
$ diff -u old/file new/file > file.patchl

10.4.2 [RIGHSIERBIEEMN

diff 155 (BB WIULE patch FHTHESR ), AREX—ERXNEHR., BB TENAR, BWRINES, BREEEHRZE
HERBR,

$ patch -p0@ file < file.patch®

$ patch -p1 file < file.patchi

1043 BE=ABEETEHN

MR— BRI, FE=ERA, FETAER @A, £ diff3(1) SRRIT=7%1E,
$ diff3 -m file.mine file.old file.yours > file



http://tools.ietf.org/html/rfc1321
https://zh.wikipedia.org/wiki/MD5
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard

Debian 2= F

212/ 257

LSO ATE K | &% sRAH

diffutils V866, 1:982 | 1394 | diff(1) EITIERMERER

diffutils V866, 1:982 | 1394 | diff3(1) EITIERE T =EfER

vim V:117,1:396 | 2507 | vimdiff(1) £ vim P HEEEER M ETE SR

patch V:132,1:837 | 216 patch(1) RIRTERITET

dpatch V1, I:15 191 dpatch(1) E1E Debian BXEERIRV RS T

diffstat V:19,1:187 | 70 diffstat(1) B8 diff £ —EREERE

patchutils V:19,1:180 | 223 combinediff(1) EMEIBER ] By —EREWM T

patchutils V:19,1:180 | 223 dehtmldiff(1) | f&—{E HTML & E e EXE —{@ diff

patchutils V:19,1:180 | 223 filterdiff(1) | R—1El diff 122 4% [ be B ok HEBR diff FE3

patchutils V:19,1:180 | 223 fixcvsdiff(1) | fB1EH CVS patch(1) $Ear Y diff Fa 3

patchutils V:19, :180 | 223 flipdiff(1) REmEW T BIERF

patchutils V:19,1:180 | 223 grepdiff(1) RS RER @EEEU%EKE’\J@T@EL
—~ 7% — & iff 12 ( ERE—EERR

patchutils V:19,1:180 | 223 interdiff(1) ?‘;@E’EEE? g}:ﬁ%ﬁ?’% _;é B3Rl —flBE =AY

patchutils V:19,1:180 | 223 Isdiff(1) RERWEfER A T 1BX

patchutils V:19,1:180 | 223 recountdiff(l) | EFfcTRBAAS diff fERNBEMNRE

patchutils V:19,1:180 | 223 rediff(1) BEF Tiwes diff ERMNBEFRE

patchutils V:19,1:180 | 223 splitdiff(1) [REEHIZER T

patchutils V:19,1:180 | 223 unwrapdiff(1) | A& DRI T

wiggle V:0, I:.0 166 wiggle(1) FERWRIEAERE T

quilt V:3,1:43 711 quilt(T) BIERIET

meld V:15, 1:41 3116 | meld(1) [ERFBIERESR (GTK)

dirdiff V-0, 12 144 dirdiff(1) BB SEZENA AR EERE

docdiff V-0, I:0 573 docdiff(1) Fr X FHIEE R M{EFE SR

imediff2 V:0, 1.0 34 imediff2(1) | ERXNNEQBELE

makepatch V:0, 1:0 102 makepatch(1) | ERIBAEGE | fas<

makepatch V-0, 1.0 102 applypatch(1) | FEFFE T1E

wdiff V:5, 1:81 643 wdiff(1) EXFRERT, BREANAE

Table 10.10: [RIAFSEH T EYIE



http://packages.debian.org/sid/diffutils
http://qa.debian.org/popcon.php?package=diffutils
http://packages.qa.debian.org/d/diffutils.html
http://packages.debian.org/sid/diffutils
http://qa.debian.org/popcon.php?package=diffutils
http://packages.qa.debian.org/d/diffutils.html
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon.php?package=vim
http://packages.qa.debian.org/v/vim.html
http://packages.debian.org/sid/patch
http://qa.debian.org/popcon.php?package=patch
http://packages.qa.debian.org/p/patch.html
http://packages.debian.org/sid/dpatch
http://qa.debian.org/popcon.php?package=dpatch
http://packages.qa.debian.org/d/dpatch.html
http://packages.debian.org/sid/diffstat
http://qa.debian.org/popcon.php?package=diffstat
http://packages.qa.debian.org/d/diffstat.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon.php?package=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon.php?package=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon.php?package=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon.php?package=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon.php?package=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon.php?package=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon.php?package=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon.php?package=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon.php?package=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon.php?package=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon.php?package=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon.php?package=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/wiggle
http://qa.debian.org/popcon.php?package=wiggle
http://packages.qa.debian.org/w/wiggle.html
http://packages.debian.org/sid/quilt
http://qa.debian.org/popcon.php?package=quilt
http://packages.qa.debian.org/q/quilt.html
http://packages.debian.org/sid/meld
http://qa.debian.org/popcon.php?package=meld
http://packages.qa.debian.org/m/meld.html
http://packages.debian.org/sid/dirdiff
http://qa.debian.org/popcon.php?package=dirdiff
http://packages.qa.debian.org/d/dirdiff.html
http://packages.debian.org/sid/docdiff
http://qa.debian.org/popcon.php?package=docdiff
http://packages.qa.debian.org/d/docdiff.html
http://packages.debian.org/sid/imediff2
http://qa.debian.org/popcon.php?package=imediff2
http://packages.qa.debian.org/i/imediff2.html
http://packages.debian.org/sid/makepatch
http://qa.debian.org/popcon.php?package=makepatch
http://packages.qa.debian.org/m/makepatch.html
http://packages.debian.org/sid/makepatch
http://qa.debian.org/popcon.php?package=makepatch
http://packages.qa.debian.org/m/makepatch.html
http://packages.debian.org/sid/wdiff
http://qa.debian.org/popcon.php?package=wdiff
http://packages.qa.debian.org/w/wdiff.html
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10.5 hRAEEFIZRLGS

IR Z Debian £ 45 LRI ARIARAIZHI R 4R (VCS) BIIRE,

==
INREMIZMRAIZFI R, (RERZIE git AF], it ARB&ZSk

EREEO] mITE XN | IR VCS EUF] i pu

cssc V0, 1.2 1979 | CSSC PNz 1] Unix SCCS (1@0F) B2 &

rcs V:3,1:23 539 RCS iy »EE Unix SCCS BEYH”

cvs V6, 1:57 4597 | CVS =i M EIE =R VCS 1&?

subversion V:30,1:150 | 4678 | Subversion | iRl ,fa_;E,J; CVS MREIEF 7, HI VCS HIgk
2 N

. ) . Fi C EFYTRE DVCS (% Linux 1Z/0
. . VAN
git V:271,1:438 | 32161 | Git 7E HE B @A)

mercurial FEEHA Python BRFER

mercurial V:11, 1:62 548 Mercurial TEL —ENE C B

bzr V:4,1:23 73 | Bazaar HE fv%ga(fé%gﬁi%% P)’ython )
darcs V0, 1:8 31349 | Darcs DRI BEERBW TR DVCS (B)

tla V20, 1.7 1011 | GNUarch | 9&=t %i‘? Tom Lord #) DVCS (LA
monotone V:0, T:0 5815 | Monotone IR F C++ BRI DVCS

tkevs V0, I:1 1498 | CVS, - i ECJC.S ﬁfv%sjﬁbj"_e“ion’Rcs) R
gitk V7, T:50 1474 | Git 2N VCS (Git) &7

Table 10.11: W AIZHIRFTHIIE

VCS B AARIBETIEGIR 4 (RCS), BB EEIFER (SCM),

& Git BRI VCS RIRAEAERANTE, 2MALELFEMRIRIIZNRMIEEE), £IE CVS # Subversion
MARERN.

i8i@ Debian Alioth service, Debian BES91R R BRVE T FTBHY VCS BRFS. TE hitp://wiki.debian.org/Alioth BE¥XEIERIER
B,

BT LRANEN HZEHR VCS SBIERERAE,
- {EA”umask 002” (2R%E 124 )
- {E1SFTER VCS BREERBI —EMHEREAE
BESOTERTERY VCS BREB SRERTEMHE ID (JE(U BSD MEREBI AR, 2R%F 123 1)
- FEEBHREREMENERERMARE VCS B1iE
10.5.1 VCS @S HILLER

BEERE VCS oM ELLBRREHABME, BANGSFINFTERIENSIH.

D w

n') F’

Ny
iR

~

LYi@@"git-xyz” BT git Fas<MIAI, i 2006 FRHARMBMMENE,



https://zh.wikipedia.org/wiki/Revision_control
http://packages.debian.org/sid/cssc
http://qa.debian.org/popcon.php?package=cssc
http://packages.qa.debian.org/c/cssc.html
http://cssc.sourceforge.net/
https://zh.wikipedia.org/wiki/Source_Code_Control_System
http://packages.debian.org/sid/rcs
http://qa.debian.org/popcon.php?package=rcs
http://packages.qa.debian.org/r/rcs.html
https://zh.wikipedia.org/wiki/Revision_Control_System
https://zh.wikipedia.org/wiki/Source_Code_Control_System
http://packages.debian.org/sid/cvs
http://qa.debian.org/popcon.php?package=cvs
http://packages.qa.debian.org/c/cvs.html
https://zh.wikipedia.org/wiki/Concurrent_Versions_System
http://packages.debian.org/sid/subversion
http://qa.debian.org/popcon.php?package=subversion
http://packages.qa.debian.org/s/subversion.html
https://zh.wikipedia.org/wiki/Subversion_(software)
http://packages.debian.org/sid/git
http://qa.debian.org/popcon.php?package=git
http://packages.qa.debian.org/g/git.html
https://zh.wikipedia.org/wiki/Git_(software)
http://packages.debian.org/sid/mercurial
http://qa.debian.org/popcon.php?package=mercurial
http://packages.qa.debian.org/m/mercurial.html
https://zh.wikipedia.org/wiki/Mercurial_(software)
http://packages.debian.org/sid/bzr
http://qa.debian.org/popcon.php?package=bzr
http://packages.qa.debian.org/b/bzr.html
https://zh.wikipedia.org/wiki/Bazaar_(software)
http://www.ubuntu.com/
http://packages.debian.org/sid/darcs
http://qa.debian.org/popcon.php?package=darcs
http://packages.qa.debian.org/d/darcs.html
https://zh.wikipedia.org/wiki/Darcs
http://packages.debian.org/sid/tla
http://qa.debian.org/popcon.php?package=tla
http://packages.qa.debian.org/t/tla.html
https://zh.wikipedia.org/wiki/GNU_arch
http://packages.debian.org/sid/monotone
http://qa.debian.org/popcon.php?package=monotone
http://packages.qa.debian.org/m/monotone.html
https://zh.wikipedia.org/wiki/Monotone_(software)
http://packages.debian.org/sid/tkcvs
http://qa.debian.org/popcon.php?package=tkcvs
http://packages.qa.debian.org/t/tkcvs.html
http://packages.debian.org/sid/gitk
http://qa.debian.org/popcon.php?package=gitk
http://packages.qa.debian.org/g/gitk.html
http://alioth.debian.org/
http://wiki.debian.org/Alioth
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Git CVS Subversio B8
git init cvs init (S:\rfgat BT (Kih) REEE
- cvs login | - BENEmHTE
git clone cvs co ig” & RIS 77 B B A th T4 B $%st
git pull cvs up 3;” BB HE SR E R B TEE s
git add . cvs add Z;Q BT F B s3I R HOAS R ETIEEI VCS
git rm cvs rm f;” it ves ighe TEE st ch g s
; cvs ci 2!” B TR T
git commit -a - - RREIERMEEE
git push - - 1B A b A 77 [ 2R 58 710 U o 17 2

A CVsS svn LI g — T YT
git status status status il vCs FREERT{E B sxistaUiARE
git diff cvs diff | SR | [LBR < 2EGEE > 7l < TIFEHH > WER
?3? ;ii""‘f,?u;";‘ - - EITaAAED —(EEBNE
gitk tkcvs tkcvs| VCS REFERNER MEETR

Table 10.12: A1 VCS &S EEER

B
MRE—(EPTBITHER git-foo ERTIRIFEE SPATH 12H, ERLIMARBFEIRN git foo”, RGN
git-foo.ER git A< M—{EIFH.

B
590 tkevs(1) F0 gitk(1) EFRMNBERENE LEBBREHERMNEBNESE, F3 AHNEERHMVARIETEMM
EEEN web NEREKRIZEEHEL.

BR
Git S HIEEARRER VCS BE LT E, tbunsR CvS # Subversion }mﬁ%E’J%E, B git-cvs # git-svn EX5E
BRERMEENARMGE. 28 B CVS EAERN git 15 10.6.4 7.

<IN
Git FRIB LS TE CVS Fl Subversion il ;2 BEERGES: "fetch”,"rebase”,"cherry-pick”, --

10.6 Git

Git AJ AR REAMFLZZRSEENTMER, EBWE, REMERMEHKRNRBEN, MARYABHIEE
EERREERE,



http://www.kernel.org/pub/software/scm/git/docs/gitcvs-migration.html

Debian 2= F 215/ 257

10.6.1 FECE Git ZFiH

fREJBATE"~/ . gitconfig” REREXE Git B T RFEEANWEREE, (LURMFNBFNEFEFiblt,

$ git config --global user.name "¥#&"
$ git config --global user.email E-FEBEHHE

NRIREE(ERA CVS 5 Subversion a5 %, RIFFAREREU T HEEGF SRR,

$ git config --global alias.ci “commit -a”
$ git config --global alias.co checkout

freesmEidal T AR E R ERAERE,
$ git config --global --list

10.6.2 Git &%

&M,

« man Ffff: git(1) (/usr/share/doc/git-doc/git.html)
+ Git HFZFf# (/usr/share/doc/git-doc/user-manual.html)
. git NM4BHFE (/usr/share/doc/git-doc/gittutorial.html)
. git M4AEFE: 35 °3B (/usr/share/doc/git-doc/gittutorial-2.html)
« GIT 8—X 20 LGS (/usr/share/doc/git-doc/everyday.html)
« CVS FHFHA git (/usr/share/doc/git-doc/gitcvs-migration.html)
- R T ERIEERTS, URIEZREIRIE CVS BRE Git,
- HEEEBHHE ETFERN git BIR
— Git - SVN R ZE:RTE2
— Git B#7 (/usr/share/doc/gitmagic/html/index.html)

git-gui(1) F gitk(1) &L fE Git @FFEBHER.

wis
AEERESHNEETHES, OE—LTE, gkl AHIERE, BRMREE git 59,

10.6.3 Git@&d

BE{REY L ERRRRAEGRIZRG, £ git() FRAHMEMRAZEGRGE, NAR—EFHNER, BEE git 7]
BARRRAER B LEHEEERNIER T, ERMFENARERBEHER, ERE L git() ERANENGS,

R’
£ git(l) F, RERMS X TEIT TSR, HRIRATLAMER"git rebase -i master” ZXEHEGSRENE
BN ESE, ErTUERIMF—(ERZFHNEEE., 2R git-rebase(1) F git-cherry-pick(1).

R
BPEBEE @B TIERS, BATERT(FESEORE, MANER it stash. £8 gitstash(1)

7



http://www.kernel.org/pub/software/scm/git/docs/git.html
http://www.kernel.org/pub/software/scm/git/docs/user-manual.html
http://www.kernel.org/pub/software/scm/git/docs/gittutorial.html
http://www.kernel.org/pub/software/scm/git/docs/gittutorial-2.html
http://www.kernel.org/pub/software/scm/git/docs/everyday.html
http://www.kernel.org/pub/software/scm/git/docs/gitcvs-migration.html
http://git-scm.com/documentation
http://git-scm.com/course/svn.html
http://www-cs-students.stanford.edu/~blynn/gitmagic/
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ERESD) TE RS Bl

git-doc .19 10603 | N/A Git EAXIE

gitmagic .1 719 N/A Git B, ZHRIERRRY Git F

git V271, 1:438 | 32161 | git(7) Git RiE, FIER. HHIRIREEFIRS

gitk V7, 1:50 1474 | gitk(1) BRELIEN Gt BEEEAER

git-gui V:2,1:29 2201 | git-gui(1) Git B R | (BEEINEE)

git-svn V:2, 1:28 986 gl {i¢ Subversion BHEHR, BAZR Git
svnimport(1)

git-svn V:2,1:28 986 git-svn(1) 7£ Subversion 1 Git Z R HE@IREE

git-cvs V:0, 1:13 1107 | 8¢ # Cvs MHBUR, BAZ Git
cvsimport(1)

git-cvs V:0, 1:13 107 | &% L G R —(E CVS BURS
CVSEXpOI‘tCOIIll‘

git-cvs V:0, 1:13 1107 | 8¢ Git it CVS BRFEI8 1R SE
cvsserver(1)

git-email V:0, 1:13 791 g;; ;el?f) t Git BEFEUEENERRET

stgit V0, I:1 1535 | stg(1) FTEERT git (Python)

git-buildpackage v ., 3850 | 8 FA Git EBENSAE Debian &
buildpackage(1)

guilt V:0, I:0 146 guilt(7) 2/ git (SH/AWK/SED/+)

Table 10.13: git HHEBMH LT

10.6.4 F3j? Subversion EER Git

{RA] LA3E”svn+ssh://svn.example.org/project/module/trunk” B9 Subversion ER7E Fr i B E i Git BRiE
Fr8Y” . /dest” L IBECAER 3B Subversion BRFEFT, 40 :

$ git svn clone -s -rHEAD svn+ssh://svn.example.org/project dest
$ cd dest
. EITIER
$ git commit -a
. BEEAMA git TfF
$ git svn dcommit

B
{ER"- rHEAD” BEZHEE TR 5Rf£14 Subversion BERNEBEREANS.

10.6.5 ECEECEFEERY Git

fRe]BAMER Git TERF T RHEELRIEFNEERSE, ERE—EFF, BIRREBEH"/etc/apt/” RE,

cd /etc/apt/

sudo git init

sudo chmod 700 .git
sudo git add .

sudo git commit -a

&P B BB P

RREE, MALbXER
HECE X FEITIEY,

$ cd /etc/apt/
$ sudo git commit -a



http://packages.debian.org/sid/git-doc
http://qa.debian.org/popcon.php?package=git-doc
http://packages.qa.debian.org/g/git-doc.html
http://packages.debian.org/sid/gitmagic
http://qa.debian.org/popcon.php?package=gitmagic
http://packages.qa.debian.org/g/gitmagic.html
http://packages.debian.org/sid/git
http://qa.debian.org/popcon.php?package=git
http://packages.qa.debian.org/g/git.html
http://packages.debian.org/sid/gitk
http://qa.debian.org/popcon.php?package=gitk
http://packages.qa.debian.org/g/gitk.html
http://packages.debian.org/sid/git-gui
http://qa.debian.org/popcon.php?package=git-gui
http://packages.qa.debian.org/g/git-gui.html
http://packages.debian.org/sid/git-svn
http://qa.debian.org/popcon.php?package=git-svn
http://packages.qa.debian.org/g/git-svn.html
http://packages.debian.org/sid/git-svn
http://qa.debian.org/popcon.php?package=git-svn
http://packages.qa.debian.org/g/git-svn.html
http://packages.debian.org/sid/git-cvs
http://qa.debian.org/popcon.php?package=git-cvs
http://packages.qa.debian.org/g/git-cvs.html
http://packages.debian.org/sid/git-cvs
http://qa.debian.org/popcon.php?package=git-cvs
http://packages.qa.debian.org/g/git-cvs.html
http://packages.debian.org/sid/git-cvs
http://qa.debian.org/popcon.php?package=git-cvs
http://packages.qa.debian.org/g/git-cvs.html
http://packages.debian.org/sid/git-email
http://qa.debian.org/popcon.php?package=git-email
http://packages.qa.debian.org/g/git-email.html
http://packages.debian.org/sid/stgit
http://qa.debian.org/popcon.php?package=stgit
http://packages.qa.debian.org/s/stgit.html
http://packages.debian.org/sid/git-buildpackage
http://qa.debian.org/popcon.php?package=git-buildpackage
http://packages.qa.debian.org/g/git-buildpackage.html
http://packages.debian.org/sid/guilt
http://qa.debian.org/popcon.php?package=guilt
http://packages.qa.debian.org/g/guilt.html
https://zh.wikipedia.org/wiki/Git_(software)
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RRECE, HARR, #ERYIF,

$ cd /etc/apt/
$ sudo gitk --all

MEEHNEERESE,

=
R

sudo(8) RFEZANKEREXH, EEXHERNER. HNETBAFNEERE, MFEEEM sudo,

=z
TE

FELEfIFEM chmod 700 .git" @<, BRARMFREIERIRTHEARGIZENEDSMR,

TN
EFMEENRIRRERLERTH, F2R etckeeper 8: 5 9.2.10 T,

10.7 CVS

&M,

* cvs(1)

» ”/usr/share/doc/cvs/html-cvsclient”
« ”/usr/share/doc/cvs/html-info”

» ”/usr/share/doc/cvsbook”

- ”info cvs”

10.7.1 CVS @#FEEMNREE

WMTFHEEEMR R src” HRIAE R CVS EFERRMEN, RAFF staff” BRIMEEIE CVS, EFFIARL
RS,

cd /var/lib; umask 002; mkdir cvs
export CVSROOT=/srv/cvs/project
cd $CVSROOT

chown root:src .

chmod 2775 .

cvs -d $CVSROOT init

cd CVSROOT

chown -R root:staff .

chmod 2775 .

touch val-tags

chmod 664 history val-tags
chown root:src history val-tags

HoH W H O HHHEHHHHE

N
{RE] ACRE"$CVSROOT” B#f%& root : staff” MICERIFFRIMERER"3775", ERMAJAPRGIRIIFAIESE,
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10.7.2 AHiEARG Cvs

FERRAY CVS AFEMR”$CVSROOT” F8E., N1 NG AR AEARERI”$SCVSROOT”,
$ export CVSROOT=/srv/cvs/project

10.7.3 {EFH pserver i=imahf CVS
FFZ A3 CVS FAREERT LAEI® pserver fRFEA”anonymous” BRFiRix R iE:AM], 30, Debian 4BikHIANZE R webwml
project i®i@ Debian alioth BRFSPHY CVS R4EE, N TAFEIZAMNREIRAR CVS EFER”$CVSRO0T”,

$ export CVSROOT=:pserver:anonymous@anonscm.debian.org:/cvs/webwml
$ cvs login

=z
R

E% pserver RS HRBERET BRAL2M, AUBHEERERRARREEEEAMN.

10.7.4 (£ ssh EiFEHR CVS

T Fr 7RSI webwml project 8 SSH iR &AM CVS FEfFEFTFHERI”$CVS_RSH” F1”$CVSROOT”,

$ export CVS_RSH=ssh
$ export CVSROOT=:ext:account@cvs.alioth.debian.org:/cvs/webwml

fRtLP] AR SSH BN iRERRE, IEREsA AR RIRIREBIE R,

10.7.5 {f CVS EEAFME

BRI TR "~/path/to/modulel” BRIE TR AR B 545,
$ mkdir -p ~/path/to/modulel; cd ~/path/to/modulel

B8R FIGE]"~/path/to/modulel” FRIFTRIAR R B §5481,
ERWNTHIS I EUEIEREAEI CVs,

- 14 %: "modulel”

- RIEFHIZH: "Main-branch” ( AREES ZHZH )

- BHIZH: "Release-initial” ( ARSERHRANIIZE )
$ cd ~/path/to/modulel

$ cvs import -m ”Start modulel” modulel Main-branch Release-initial
$ rm -Rf . # optional

10.7.6 CVS {7z E PRI TE

CVS AEBEEMNREEER, RRASZMIERRENE, B, #EFEEHRNSHTERREEN. FEEM
IR”/srv/cvs/project” By”modulel”, HRETHE—(EFHFIEEAMS, NREZMFEMITNTAARIRERER
&,

# cd /srv/cvs/project

# chown -R root:src modulel

# chmod -R ug+rwX modulel
# chmod 2775 modulel



http://alioth.debian.org/projects/webwml/
http://alioth.debian.org/projects/webwml/
http://alioth.debian.org/projects/webwml/
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10.7.7 CVS T{&%

BEE8F—E cvs H#E T ERIIGIF,
HIN T FTR1E$8”$CVSROOT” FT#ERY CVS B R ERTE 7] HAYIRAE,

$ cvs rls
CVSROOT
modulel
module2

RUNF AT REH "module1” BIFE:5RIB %~ . /modulel”,

$ cd ~/path/to
$ cvs co modulel
$ cd modulel

REEERNAE,
BB TARNGSRIGERE, HIFAMBEENRER diff -u [repository] [local]”,
$ cvs diff -u

:aéHﬁl

REEIFE SR T file_to_undo” g, MEMIERE T,
HINTNET/RA CVS R RIRRIAEZ"file_to_undo” iEXR,

$ cvs up -C file_to_undo

AN T PRIEE I T RIA R B 772 CVS,

$ cvs ci -m "Describe change”

MU T ig file to_add” #8233 CVS,

$ vi file_to_add
$ cvs add file_to_add
$ cvs ci -m "Added file_to_add”

BRI TEIREH CVS RIS,
$ cvs up -d

ZiILA"C filename” FATERYIT, EEWREERAINE

1287 . #filename. version” HREZENAIFERNES,

BEERP <<<<<<< FI7>>>>>>> RIBGSHRMNEN E,
BREENERKBRER,

RN F ATRETE — EfEHIRE "Release-17,

$ cvs ci -m ”"last commit for Release-1"
$ cvs tag Release-1

HBEREIER,
U T AT RBkREL 92 "Release-17,
$ cvs tag -d Release-1

BRI T PRIEREFZ AR CVS,
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$ cvs ci -m "real last commit for Release-1"

RN ATRAAB AT TH CVS £8HHY HEAD EffiitE Release-1” BHIZE.

$ cvs tag Release-1

A RFiRiE"Release-initial” ZEIEMRIAIGR AR —(EF B MMEIEFAY Release-initial-bugfixes”
%, WEEELE"~/path/to/o0ld” B,

$ cvs rtag -b -r Release-initial Release-initial-bugfixes modulel
$ cd ~/path/to
$ cvs co -r Release-initial-bugfixes -d old modulel
$ cd old
<IN

fEA"-D 2005-12-20" (ISO 8601 HHAIE) MAR"-r Release-initial” RIBEREFTEHEEA N,

EERRBRAN B Release-initial -bugfixes” IR HR B #5486 = T1E,
@B Release-initial-bugfixes” 2 ETF... EEIBEH M AMAZILED S,
SERIIBE R, RUTARES AL S S2 L EERFTHAEX,

$ cvs up -d

BEEERRBERER,
BRI TR RICCREZ AR CVs,

$ cvs ci -m "checked into this branch”

AT PR FiAH B SRS AR MRA, FERBRISHTE (7-A) LERNERBRBFERES (7-kk”),
$ cvs up -d -kk -A

RN T RBB S Release-initial-bugfixes” Nzt B NERRRRFBAREHNH INRE M AU B #R (A
BREFPHIRHRE),

$ cvs up -d -kk -j Release-initial-bugfixes

FRAmEE 2R RABRE R,
RINTF AR ERAZI CVS,

$ cvs ci -m "merged Release-initial-bugfixes”

BRI T REILERE,

$cd ..

$ mv old old-modulel-bugfixes

$ tar -cvzf old-modulel-bugfixes.tar.gz old-modulel-bugfixes
$ rm -rf old-modulel-bugfixes

R’
"cvs up” aR L BESER" - d” BIBREILH B Rl H o] LAER" - P ZBIER MR B i,

B
fReE]LAEI@fZa0"cvs co modulel/subdir’ EHEMNFIEERMAR, KEH modulel” B—EFBix,



https://zh.wikipedia.org/wiki/ISO_8601
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=g ZREH
-n AR, RETE
-t BB cvs JRENT BRHIE AN

Table 10.14: {ES/EERI CVS &L BIE (FA1E cvs(1) FIE—(EEIR)

10.7.8 CVS HEHAtESR

WU T ETR{ER tomorrow” SEI8, FLEESEI CVS RIRIIER,

$ cvs ex -D tomorrow module_name

10.7.9 CVS W&

FRINFF/R{E CVS BE (At {EARES) B mx” 4=,

export CVSROOT=/srv/cvs/project

cvs co CVSROOT/modules

cd CVSROOT

echo "mx -a modulel” >>modules

cvs ci -m "Now mx is an alias for modulel”
cvs release -d .

BB BH B PR

RINTErR, {REICAK CVS & H"modulel” (BB A: "mx”) " new” B %,

$ cvs co -d new mx
$ cd new

=
EE

BTHTLERLR, FEEESEMERTIRE,

10.7.10 F35% CVS FH BRI RI#IT(L

11 CVS IR, EFfRTHITIFRIERRER.,

EREFRAZHOPA filename” ERAVERT, PIHITHRIEERER, RN TA/REMRER CVS #FEPE
TERIVFF I RER AR RS ERRE.

# chmod ugo-x filename
10.8 Subversion

Subversion R ENEH CVS MIARKRAIZFIZR M. BRTRBEFMIZUIN, EWBES CVS WERSEIFE.

{REEL% subversion, libapache2-svn #1 subversion-tools EXE2EL2R{EFE Subversion falARE3E,
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10.8.1 Subversion FEFENRE

subversion S BB E N EB BN FEEE, FIMAWEFEIEEEAFER A B RTE"/srv/svn/project”,
-4 (NN EAVASE > &

# mkdir -p /srv/svn/project

BRI TR REN FFEEERE,

# svnadmin create /srv/svn/project

10.8.2 iEi® Apache?2 {a]fk23:hR1 Subversion

WNER I Z A Apache2 {8]ARES5AE Subversion fEFE, RR BRI TARMEREER Z2ER www @RS B/,

# chown -R www-data:www-data /srv/svn/project

7£7/etc/apache2/mods-available/dav_svn.conf” R (SEGEIE) I FAARMNR B BERERE:
FIfETFE,

<Location /project>
DAV svn
SVNPath /srv/svn/project
AuthType Basic
AuthName ”Subversion repository”
AuthUserFile /etc/subversion/passwd
<LimitExcept GET PROPFIND OPTIONS REPORT>
Require valid-user
</LimitExcept>
</Location>

R TR S BIEREREESR,

# htpasswd2 -c /etc/subversion/passwd some-username

ERY Apache2,

iBi@”http://localhost/project” #1”http://example.com/project” URL 3KzAR svn(1) A9 Subversion {3
FE ({FRERIREY web {EAREEHY URL &”http://example.com/”),

10.8.3 IRIHAMEAR Subversion

WTFATRAGEIEREMH, B9 project, BILAZAHEARIRY Subversion fETFE,

# chmod 2775 /srv/svn/project
# chown -R root:src /srv/svn/project
# chmod -R ug+rwX /srv/svn/project

Bt project BMAHEAE T AARITEfile: ///1localhost/srv/svn/project” 8 file:///srv/svn/project

T svn(1) AFRYET Subversion FETEEE, {RMNZETE”umask 0027 F#{TEU svn, svnserve, svnlook 1 svnadmin &
%, RERERBEHRT UM,

10.8.4 Ei® SSH i=ixzAR Subversion

EFAEAETTLARARIAY Subversion E7ZEER) URL Z”example.com:/srv/svn/project”, EH SSH ihR9, {REEZH7E
svn(1) FfY”svn+ssh://example.com:/srv/svn/project” URL :5fEE,
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10.8.5 Subversion Bif4EHE

#4152 Subversion 2R3, 32 BRERMEMUITHEFERBHEN D ATHENTE,

----- modulel
[ | -- branches
| |-- tags
| | |-- release-1.0
[ | ‘-- release-2.0
|
| ‘-- trunk
[ [-- file1l
[ |-- file2
| ‘-- fileS
I
‘-- module2
R
fRANZRER"svn copy .." SR L RIZIC A ZMIRE, EFEIR Subversion IEERIGCHERIERIENE L EREI &R
=M@,

10.8.6 1 Subversion {2EA\—{BHIE

AN T ETREIL"~/path/to/modulel” BRE T RIFRIA IR B R4,
$ mkdir -p ~/path/to/modulel; cd ~/path/to/modulel

OSSR 83|~ /path/to/modulel” FHYFRHIAS R B $%48t,
B EEE AZ Subversion BIRHRFEB A THISI ],

f84%: "modulel”

Subversion {i & URL: file:///srv/svn/project”

Subversion H#%: “modulel/trunk”

Subversion 1Z%;: “modulel/tags/Release-initial”

cd ~/path/to/modulel
svn import file:///srv/svn/project/modulel/trunk -m ”Start modulel”

svn cp file:///srv/svn/project/modulel/trunk file:///srv/svn/project/modulel/tags/Release «
-initial

©@ B &8

&, WTFATR.

$ svn import ~/path/to/modulel file:///srv/svn/project/modulel/trunk -m ”“Start modulel”

$ svn cp file:///srv/svn/project/modulel/trunk file:///srv/svn/project/modulel/tags/Release <+
-initial

N
{REEZIR B nttp://.." FI’svn+ssh://. . ." EHEEH URL RER"file:///..” URL,
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10.8.7 Subversion T{E%

B4R ER Subversion RE[RAEEFiRfyHA TERRO,

R’

git-svn REBRENEFineG<S, FTUMFREER git &< 8 Subversion TFRM—ERIMEE, 2R%E 106.4

e
7.

RN AT /RAY URL ”file:///srv/svn/project” $E[EH) Subversion B _FFrHE =] ARV,

$ svn list file:///srv/svn/project
modulel
module2

BT ARt "modulel/ trunk” Z/”modulel” B,

$ cd ~/path/to

$ svn co file:///srv/svn/project/modulel/trunk modulel

$ cd modulel

REEREENAR,

BB TAARNGLRIZENRE, EERAEERERdiff -u [repository] [local]l”
$ svn diff

{REBIFE SR T file_to_undo” g, MEMIERE T,
U0 F Er/~BI R Subversion RRYEZERIAREZ"File_to_undo” {EX,

$ svn revert file_to_undo

BRI ATRBVIEEEEH 7 HAHR B $x46 #7772 Subversion,

$ svn ci -m "Describe change”

RUIFERARMEI"file_to_add” HERMIEEEHIEZ] Subversion,

$ vi file_to_add
$ svn add file_to_add
$ svn ci -m "Added file_to_add”

RN T ATREFH LIFFEEE Subversion FHIERFTARAS,

$ svn up

FEIRfE R PR EMNTERNTE, FlaN”filename.r6”, >filename.r9” 1”filename.mine” &3,

BB C filename” FHTEAYIT, BEEMREEHRAINE,

BEFE P <<<<<<<” FI7>>>>>>>7 RIEBHERIINENE .
FEFRIERRERER,
AT A REE—(EE N2 "Release-17,

$ svn ci -m ”"last commit for Release-1”"

[aes

$ svn cp file:///srv/svn/project/modulel/trunk file:///srv/svn/project/modulel/tags/Release <+

-1
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BEREIER,
RN T ArRBkREL 72X "Release-17,
$ svn rm file:///srv/svn/project/modulel/tags/Release-1

U0 F BB e e 25 A\ 2 Subversion,

$ svn ci -m "real last commit for Release-1"

I FFIRERHTHY Subversion EFFHIEWE EEHRIMNEH X "Release-17,

$ svn cp file:///srv/svn/project/modulel/trunk file:///srv/svn/project/modulel/tags/Release <+
-1

U0 FAT7R7E"modulel/tags/Release-initial” BR{EIEERIRVIR ARV ER EBET —(ERRE%A modulel/branche
Mnx, TiEesEH2"~/path/to/o0ld” B,

$ svn cp file:///srv/svn/project/modulel/tags/Release-initial file:///srv/svn/project/ <+
modulel/branches/Release-initial-bugfixes

$ cd ~/path/to

$ svn co file:///srv/svn/project/modulel/branches/Release-initial-bugfixes old

$ cd old

7N
fEA"modulel/trunk@{2005-12-203}" (ISO 8601 HHA#E() MARE"modulel/tags/Release-initial” R
BEN B IFHRE B EA,

EENRRIARAR Release-initial -bugfixes” 9k AAHE R $F18 T 1F,
BT Release-initial-bugfixes” #X ET1E.. ERIBEEMAMAZLE S 2,
BRUNTERES Efh ATELL S 2 EIRENRITESR,

$ svn up

HREFERRBRER,
AT FrRiB 25 A\ 2 Subversion,

$ svn ci -m ”checked into this branch”

RN TR EF At B s D E SRR A,
$ svn switch file:///srv/svn/project/modulel/trunk

BT ATRBIB S Release-initial-bugfixes” D XAVAIVREFH AN E #E (WBEHEHRNRITRA),

$ svn merge file:///srv/svn/project/modulel/branches/Release-initial-bugfixes

FR4REE 23 R ARIR @ISR,
U0 F B e 2 A\ 2 Subversion,

$ svn ci -m "merged Release-initial-bugfixes”

BRI TR ERE,

$cd ..

$ mv old old-modulel-bugfixes

$ tar -cvzf old-modulel-bugfixes.tar.gz old-modulel-bugfixes
$ rm -rf old-modulel-bugfixes
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N
{REESIAMR http: //.." FI"svn+ssh://. . ." EHEERAY URL RERfile:///.” URL,

BT
®i@"svn co file:///srv/svn/project/modulel/trunk/subdir modulel/subdir” &<, {REI

HEF W modulel” B—{@EF B &k,

eI REA
--dry-run AR, RERE
v RN svn R ENRVEF AN AN

Table 10.15: {E15iEE MY Subversion a5 EIE (ERRSIEA svn(1) BIE—(ES I8
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Chapter 11

SR

TERMH Debian F4 LT BRI T AR RHE,
ENEEmTR, RESTAN, EXENTEANEIER.

111 XFENERTER

MTFRXFENBEIRT A,

}Ea RITE AN RREEA Bl
. o EF iconv(1) B NEIEE ST (locale ) ZRHIX
N . p) % = oo
libce V:939, 1:999 | 11065 | FfF SUETEEINSE ()
o FRE+B | FEBSIRE (locale) VN FARiEEE Az
recode Vi, 3L 1608 g (ZThaet, BSRIEFEM )
SEEE BOXTREERN
konwert V:2, 1:59 123 | e ?%;‘E?)Eﬁ Clocale ) ZRIRISFARRE MR
=) TEHY
nkf V:0, [:12 347 FRE HaEF A EE
tcs V-0, .0 479 FHE FREHE
unaccent V-0, 1:0 29 FHE REESF, FRMeEEmNIEES Tt
i - =i .
tofrodos V2, 132 o1 = 7£ DOS #1 Unix ZBRIXFIEVEER: fromdos(1)
#0 todos(1)
macutils V0, 11 298 - 7E Macintosh ] Unix Z BRI FIE = B
frommac(1) 0 tomac(1)

Table 11.1: XFEHEHL T AR

11.1.1 Hiconv i S RERIFIER

R’
iconv(1) & 1ibc6 BRI —E 9 W HER] SR Unix IR 4R LBk F ST 4RES,

fRAEESTIBIAYN T A& < F iconv(l) ZREZH X FHERAVARES,

$ iconv -f encodingl -t encoding2 input.txt >output.txt

WISERXN/NEAERN, BSERKRZEE “-7 1 “_", "IUUERA “iconv -17 HIBEREIIME,



http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon.php?package=libc6
http://packages.qa.debian.org/libc/libc6.html
http://packages.debian.org/sid/recode
http://qa.debian.org/popcon.php?package=recode
http://packages.qa.debian.org/r/recode.html
http://packages.debian.org/sid/konwert
http://qa.debian.org/popcon.php?package=konwert
http://packages.qa.debian.org/k/konwert.html
http://packages.debian.org/sid/nkf
http://qa.debian.org/popcon.php?package=nkf
http://packages.qa.debian.org/n/nkf.html
http://packages.debian.org/sid/tcs
http://qa.debian.org/popcon.php?package=tcs
http://packages.qa.debian.org/t/tcs.html
http://packages.debian.org/sid/unaccent
http://qa.debian.org/popcon.php?package=unaccent
http://packages.qa.debian.org/u/unaccent.html
http://packages.debian.org/sid/tofrodos
http://qa.debian.org/popcon.php?package=tofrodos
http://packages.qa.debian.org/t/tofrodos.html
http://packages.debian.org/sid/macutils
http://qa.debian.org/popcon.php?package=macutils
http://packages.qa.debian.org/m/macutils.html
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wmisE =53

ASCII EREAR EIChE, 7 MRV AS NS B2 1 TR

UTF-8 ﬁ“ﬁﬁﬁiﬁfﬂ’ﬁ%%%ﬂ@%%&%ﬁ%&

1SO-8859-1 ENARESIZZE, ASCII+ EE1T55

1SO-8859-2 ENRERGESIZE, ASCI + EE&T TR

1SO-8859-15 ENE BT E AR S 122 (1S0O-8859-1)

- code page 850, FHIRPHERFE = RUMEX DOS N BEFIF T,
1SO-8859-1 Hy&Ee

CP932 code page 932, H&E Microsoft Windows Y Shift-JIS 38

CP936 code page 936, ﬁﬁﬁ"‘ﬂ‘éqﬂw’\]%fﬁ%%%m&m GB2312,
GBK & GB18030 &L

CP949 code page 949, FAMREEEMIMEXFERREIZE) EUC-KR (&
Unified Hangul Code f%&£52

CP950 code page 950, FHMREFERHY

CP1251 code page 1251, ARAEREFIN of;

CP1252 code page 1252, mﬁ“ﬁ*:ﬁ:ﬂﬁ%ﬁ%?%ﬂ*ﬁﬂﬁ
1SO-8859-15 fA &2

KOI8-R FARAEREFENEHE UNIX 2%

1SO-2022-JP HXBHFEERS, RfEA 7 ffci

eucJp ZHHX UNIX 1Z%##) 8 fiIfii>c4H, #0 Shift-JIS T2 ARG

Shift-J1S H3X JIS X 0208 Fii% 1 2% (2R CP932)

Table 11.2: 4RES{EFNHIEIVFIR
EE

—ERSASEENER, ENRIFABESRENE (5 841 M),

& ASCII #01 1SO-8859 IS EANREM TTHENFHE, FEBENFHELTRENER—4SE,

HINZSFIMFAE, LR, AIRASAY IS X 0213, SARERZFEFESHI Universal Character Set (UCS, Unicode,
1S0-10646-1) , B ZT&4RI5 73 R F L EFRIMLITAHER,

- B EUC F ISO/IEC 2022 (th#EFEZ JIS X 0202)
+ Unicode 9 UTF-8, UTF-16/UCS-2 1 UTF-32/UCS-4 ##15

A BB, FRHENFTHIEZEEZRENER,
HELHBMWMERMS, code page RIFAFITRIBERIEZTARERA,

JES=A

wmER, ABARIBRAILE ASCI K 7 FTHIEERMRS, BhE—LLIsh, MRIRMEBEATRE shift-JIS MRS
180, BEMNHEX CESIENH URL EH, B UTF-8 18, (B EER"CPI32" A MRISR RN B shift-JIs”
RISEVHREERIASR . 0x5C - "\"F1 0x7E - "~". BH|, BLRBENAIHERIIF T,

R
recode(1) the] ge#R(ER I B NMEE R iconv(l), fromdos(l), todos(l), frommac(1) #1 tomac(l) IIEEMI&ES, 18
BEBESERM, 52K "info recode’,

11.1.2 Hiconv IEBERXRENE UTF-8 45

fREESHEIAYN T < A iconv(l) RIGE—EIXFIERZN R UTF-8 fmiSHY,



https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/ISO/IEC_8859-2
https://zh.wikipedia.org/wiki/ISO/IEC_8859-15
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Code_page_850
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Code_page_936
https://zh.wikipedia.org/wiki/GB2312
https://zh.wikipedia.org/wiki/GBK
https://zh.wikipedia.org/wiki/GB18030
https://zh.wikipedia.org/wiki/Code_page_949
https://zh.wikipedia.org/wiki/Extended_Unix_Code#EUC-KR
https://zh.wikipedia.org/wiki/Code_page_950
https://zh.wikipedia.org/wiki/Big5
https://zh.wikipedia.org/wiki/Windows-1251
https://zh.wikipedia.org/wiki/Windows-1252
https://zh.wikipedia.org/wiki/ISO/IEC_8859-15
https://zh.wikipedia.org/wiki/KOI8-R
https://zh.wikipedia.org/wiki/ISO/IEC_2022
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ISO/IEC_8859
https://zh.wikipedia.org/wiki/Character_encoding
https://zh.wikipedia.org/wiki/JIS_X_0213
https://zh.wikipedia.org/wiki/Universal_Character_Set
https://zh.wikipedia.org/wiki/Universal_Character_Set
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/ISO/IEC_2022
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-16/UCS-2
https://zh.wikipedia.org/wiki/UTF-32/UCS-4
https://zh.wikipedia.org/wiki/Code_page
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$ iconv -f utf8 -t utf8 input.txt >/dev/null || echo ”"non-UTF-8 found”

N
FE LErBFHER"- -verbose” 51 BURLEISE —1E non-UTF-8 T,

11.1.3 £ iconv EiiES

ERR—ERARE, EE—B#FR T, BEENFRRRRAR TEINERRS, BRAIRNK UTF-8.

#1/bin/sh
ENCDN=1s0-8859-1
for x in *;
do
mv "$x” "$(echo "$x” | iconv -f $ENCDN -t utf-8)"
done

"$ENCON” EHTEETHEZIFRRR T, EREANRRRE, RxR 11.2.

HREIEMRNER, FEREENRIEFR mount(8) FRIE (2RE 846 T) RHHBEIRERERNERRAR
(EENER, HERE EE9—EERE), (M cp -a” L REBEMEENTEIS I —EFER UTF-8 BSIERRAK L.

11.1.4 BT

XFERWBN, [BRITE (RITH) M5, BFEB/UN.

= 4= I ) I s, A S A
= T RS %ﬂ“ e | 16 &
Debian (unix) LF ~J 10 0A
MSDOS #1 Windows | CR-LF "M™J | 1310 0D 0A
FERAY Macintosh CR "M 13 0D

Table 11.3: AEEERIRITRHERIIR

TR E R, fromdos(1), todos(1), frommac(1), FI tomac(1), ZME S {E. recode(1) B2 E B,

EE
7£ Debian R4 ER)—LEE R, 40 python-moinmoin EXEEEAY wiki EEE R}, R MSDOS N i%&HY CR-LF 14
WITR RS, BTUA, EEEEIEER —(EERRE,

=
EE

REBD4mEEES (EE¥0: vim, emacs, gedit, ---) BESHIERRREIE MSDOS ERMVIRITRIER,

BR
EHYREE MSDOS #1 Unix NARIVIESE, #—2I MSDOS 1Tk, [EMA"sed -e "/\r$/!s/$/\r/"" KE
todos(1) ELESF, (B8N, TEEMA diff3(1) BiEm{E MSDOS REMIERE.) EEREA todos 4AFTER{TIEN CR.




Debian 2= F 230/ 257

ThEE bsdmainutils coreutils
ERRTEREFRTI® *col -x” expand
HFRERFT “col -h” unexpand

Table 11.4: bsdmainutils F coreutils BIFRIAREE TAB S oIR

11.1.5 TAB i

EEE g TAB BN EXTH,
indent B1FRHY indent(1) GRS BESIEFHETVIL C IRNAPRIZERS,

180 vim #] emacs SR 4REFERBE R LAY FA SR IEZ EM TAB, FA= vim K1, (REESIRIERFE# A" set expandtab”
7 :%retab” MELRIBEAEM TAB, FIe]URIEFE#A :%set noexpandtab” #1”:%retab” < RER,

11.1.6 FHEEHNERINENMRIES
& vim ERMIRNE BRI EE 28 SRR B s 20 BRIR (T RS R AR A R AT fFIIE RIS T, (RIERRTESZIR UTF-8
ARESRVIZHIE LILTE UTF-8 IRIE T (£ RIS L AR iE 33 RIERRITFIIERIL,

BA latin1 (iso-8859-1) #RASFAFAIEFERFESHY Unix XFHER, “u-file.txt”, BEEBWM TR vim 5
mEE,

$ vim u-file.txt

ERTTRERMER vim FIE SRR B ENs RIS IR EIERZ UTF-8 fRiS, tIRXKT, BIREER latinl &S5,
A latin2 (iso-8859-2 ) #mASFETFAIEIRMIEER Unix XFHER, “pu-file.txt”, BEE@YUTF/RIIA vim 4RiE,
$ vim ‘+e ++enc=latin2 pu-file.txt’

A eucJP 4iS{ETFRIE HEERY Unix XFHER, “ju-file.txt”, BEEBINTFIRRIA vim 4RéE,

$ vim ’'+e ++enc=eucJP ju-file.txt’

BAFREBHY shift-JIS 4mA5 (BERELNAVER AR : CPI32) AFMIE HEE MS-Windows XFHER, ”jw-file.txt”, REEiBI
TErRIIA vim 4wEE,

$ vim ’‘+e ++enc=CP932 ++ff=dos jw-file.txt’

E—EERA vim FRIBIBEHETS B ++enc” F17++F 17 3EIE,  Vim GL7BA":w GLBURKARFERLES
BERER, FUFILE Vim s LB ERFERRESN, FW, 7w ++enc=utf8 new.txt”,

BRI vim & FEEPH mbyte.txt, ” SMTTANFZIE” F1R 11.25R5ES ++enc” ERANAMENE A,
emacs FRIEMIEH BB IR EERITHAE,
11.1.7 EBEMENF

WMTATREA web EEMIBEEBLA N FIER, S Web FIEEEESERHE web EEFEALENL grep(1) HIEFRE
Unix XFTEE, UTHRSRIFEEERM,

$ w3m -dump http://www.remote-site.com/help-info.html >textfile
Bk, (Re]AERITA R TREEAEMSNRIAEXFER,

11.1.8 SRLBNECEXFEN

fRE] AE@ I F AR RERIEB A FER,
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ERES] MITE XA | EAEE Ih&e
D) _ 3 AN A 7
w3nm V:184,1:605 | 2301 | html - text ;H; w3m -dump” &2 15 HTML Bt X FHIEIR
html2text V21, 1:62 257 html = text P& HTML B[S FTE R8RS (1S08859-1)
lynx V:30,1:107 | 1903 | html text f?z%éynx dump” &5 238 HTML Bt A3 K
elinks V:17, 1:31 1583 | himlotext | 0.cLinks -dump” &<t HTML BfEAR3E
e
9 4 _ » SN x
links V:20,1:45 | 2123 | html— text ;E;él”ks dump” 8518 HTML 8L A3 R
Bl
»q 4 _ 3 N = -
links2 V2, 1:17 5366 | htmlotext | Links2 -dump A 18 HTML B A3FH)
5iazs
antiword V:7,1:13 623 MSWord  text, ¥, MSWord & 3= 2145 X F 5%, ps 15
catdoc V62, 1:93 675 MSWord - text, B8 MSWord & 2 245 X F ok TeX f& 3
pstotext V:4,1:6 126 ps/pdf - text | fi& PostScript # PDF 15 3= 42 L& (1 S 7
unhtml V:0, 1.0 42 html = text R—E HTML EREE MR IR IE S
odt2txt V4, 1.7 53 odt — text ”*I%‘iﬁ&zjz{fprn: FIFRAN B

Table 11.5: AR FEHM T AR

[ ES) mITE XA | FA#EER s BH
H”:source
vim-runtime V:20, 1:437 28345 | E= $VIMRUNTIME/syntax/html.vim” Vim E£&s
AESM"?'&AE%EIJ HTML
cxref V-0, I:0 1174 | c—html % C 2102 latex #1 HTML FUEiREE (CES
src2tex V:0, I:0 622 =] Eﬂﬁﬁﬁﬁiﬁ 2 TeX (CES

BIRIGIEE]F B S=E/REY HTML, XHTML,

source-highlight Vi1, 1.7 2008 | &% LaTeX, Texinfo, ANSI EEE#E % 71|F] DocBook &

S=HRE HTML,

. . o — z

highlight Vi1, I:16 1028 | |/ XHTML, RTE, LaTeX, TeX or XSL-FO 1858, (C++)
— %:E = . 2

grc V30, I:2 106 tgﬂt@ RE FAREFIXFrEHAEER LR ES (Python)

txtz2html V0, 14 296 text—html | XXF2] HTML B8 (Perl)

markdown V:0, I:7 57 text — html markdown X FXHFZ] (X)HTML (Perl)

asciidoc .14 80 text — any AsciiDoc XF X FZ] XML/HTML (Python)

pandoc V4, 1:.34 50901 | text—any B FZECE 12T (Haskell)

python-docutils | . \o 1360 | 1752 | textoany | EHXECHE] XML (Python)

#E{{ X FF] HTML, SGML, LaTeX, man page,

txt2tags V0, -1 91 text—~any MoinMoin, Magic Point and PageMaker (Python)

udo V-0, 1.0 564 text - any BANXFEREXIE (CES

stx2any V:0, I:0 264 text — any ERTANFIEMBINPOXEELRE (m4)
rest2web V:0, I.0 527 text - html SREXFE hunl FIXXEFE{LES (Python)

aft V-0, I:0 235 text - any > BEBIN NREEERBRR (Perl)

yodl V:0, 1.0 615 text — any AEXGES TEREERER (CES

sdf V:0, I:0 1445 | text—any BRI HEIITES (Perl)

sisu V:0, 1.0 5341 | text—any XFEEE. HERR, FEEMEZ (Ruby)

Table 11.6: SRANFEHNTHRSIR



http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon.php?package=w3m
http://packages.qa.debian.org/w/w3m.html
http://packages.debian.org/sid/html2text
http://qa.debian.org/popcon.php?package=html2text
http://packages.qa.debian.org/h/html2text.html
http://packages.debian.org/sid/lynx
http://qa.debian.org/popcon.php?package=lynx
http://packages.qa.debian.org/l/lynx.html
http://packages.debian.org/sid/elinks
http://qa.debian.org/popcon.php?package=elinks
http://packages.qa.debian.org/e/elinks.html
http://packages.debian.org/sid/links
http://qa.debian.org/popcon.php?package=links
http://packages.qa.debian.org/l/links.html
http://packages.debian.org/sid/links2
http://qa.debian.org/popcon.php?package=links2
http://packages.qa.debian.org/l/links2.html
http://packages.debian.org/sid/antiword
http://qa.debian.org/popcon.php?package=antiword
http://packages.qa.debian.org/a/antiword.html
http://packages.debian.org/sid/catdoc
http://qa.debian.org/popcon.php?package=catdoc
http://packages.qa.debian.org/c/catdoc.html
http://packages.debian.org/sid/pstotext
http://qa.debian.org/popcon.php?package=pstotext
http://packages.qa.debian.org/p/pstotext.html
http://packages.debian.org/sid/unhtml
http://qa.debian.org/popcon.php?package=unhtml
http://packages.qa.debian.org/u/unhtml.html
http://packages.debian.org/sid/odt2txt
http://qa.debian.org/popcon.php?package=odt2txt
http://packages.qa.debian.org/o/odt2txt.html
http://packages.debian.org/sid/vim-runtime
http://qa.debian.org/popcon.php?package=vim-runtime
http://packages.qa.debian.org/v/vim-runtime.html
http://packages.debian.org/sid/cxref
http://qa.debian.org/popcon.php?package=cxref
http://packages.qa.debian.org/c/cxref.html
http://packages.debian.org/sid/src2tex
http://qa.debian.org/popcon.php?package=src2tex
http://packages.qa.debian.org/s/src2tex.html
http://packages.debian.org/sid/source-highlight
http://qa.debian.org/popcon.php?package=source-highlight
http://packages.qa.debian.org/s/source-highlight.html
http://packages.debian.org/sid/highlight
http://qa.debian.org/popcon.php?package=highlight
http://packages.qa.debian.org/h/highlight.html
http://packages.debian.org/sid/grc
http://qa.debian.org/popcon.php?package=grc
http://packages.qa.debian.org/g/grc.html
http://packages.debian.org/sid/txt2html
http://qa.debian.org/popcon.php?package=txt2html
http://packages.qa.debian.org/t/txt2html.html
http://packages.debian.org/sid/markdown
http://qa.debian.org/popcon.php?package=markdown
http://packages.qa.debian.org/m/markdown.html
http://packages.debian.org/sid/asciidoc
http://qa.debian.org/popcon.php?package=asciidoc
http://packages.qa.debian.org/a/asciidoc.html
http://packages.debian.org/sid/pandoc
http://qa.debian.org/popcon.php?package=pandoc
http://packages.qa.debian.org/p/pandoc.html
http://packages.debian.org/sid/python-docutils
http://qa.debian.org/popcon.php?package=python-docutils
http://packages.qa.debian.org/p/python-docutils.html
http://packages.debian.org/sid/txt2tags
http://qa.debian.org/popcon.php?package=txt2tags
http://packages.qa.debian.org/t/txt2tags.html
http://packages.debian.org/sid/udo
http://qa.debian.org/popcon.php?package=udo
http://packages.qa.debian.org/u/udo.html
http://packages.debian.org/sid/stx2any
http://qa.debian.org/popcon.php?package=stx2any
http://packages.qa.debian.org/s/stx2any.html
http://packages.debian.org/sid/rest2web
http://qa.debian.org/popcon.php?package=rest2web
http://packages.qa.debian.org/r/rest2web.html
http://packages.debian.org/sid/aft
http://qa.debian.org/popcon.php?package=aft
http://packages.qa.debian.org/a/aft.html
http://packages.debian.org/sid/yodl
http://qa.debian.org/popcon.php?package=yodl
http://packages.qa.debian.org/y/yodl.html
http://packages.debian.org/sid/sdf
http://qa.debian.org/popcon.php?package=sdf
http://packages.qa.debian.org/s/sdf.html
http://packages.debian.org/sid/sisu
http://qa.debian.org/popcon.php?package=sisu
http://packages.qa.debian.org/s/sisu.html
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11.2 XML &%}

B EMFZE0EES Extensible Markup Language (XML) R — 81208 S, BN SE LB BN,
£ XML.COM &R M 48 & .

« 7 {tEEE XML?”

* 7 ftEERE XSLT?”

. 7 ftER XSL-FO?”

7 {TEER XLink?”

11.2.1 XML BEXER

XML X FERRELSR HTML. EREAERMERE —EXHNS @SR, —EHERN XML Z24 2 docbook-xs1 ¥
§28, HmEEERA.

@ XML 2R FEH TENZZE XML E5/18.
<?xml version="1.0" encoding="UTF-8"7?>
XML STEMEARE EZRE TENANFR.
<name attribute="value”>content</name>

AERZM XML &K, EATEERIRC.

<name attribute="value”/>

EmE7FHryattribute="value”” 28i&H,
XML EmrERESR S, 2% TEMNHE R,

<!-- comment -->

ANERIBIMNRE, XML ELERERTEERERENATREN T IF T,

FEEEERE E{LH=FIT
&quot; " B[R
&apos; SR
&1t; <: VISR
&gt; > KRS8
&amp; &: &3F

Table 11.7: XML JEEEE 127K

AV
“< g “8” REIEMME (attributes ) SITE (elements ) F{ER,

R
E SCGML R EMNEHEEEER, tbil"gsome-tag:”, MIEAMEHE, F—EETREEZHEN, B
TE'<!ENTITY some-tag "entity value”>" %K.

i
[l
R



https://zh.wikipedia.org/wiki/XML
http://xml.com/
http://www.xml.com/pub/a/98/10/guide0.html
http://xml.com/pub/a/2000/08/holman/index.html
http://xml.com/pub/a/2002/03/20/xsl-fo.html
http://xml.com/pub/a/2000/09/xlink/index.html
https://zh.wikipedia.org/wiki/HTML
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ES=
REXML EER—BERE—SHERES (—LEMMEANBHEMIE ), (£ Extensible Stylesheet Language
Transformations (XSLT) R#E#aZ| S h—{E XML, 2 —EMREERETS,

11.2.2 XML REIE

B2 TERUAREE XML 8%, tbiiR: sIEREMRIIRES Extensible Stylesheet Language (XSL).

— BRI T —EFRIR AR XML 483, BEAR LRE, MEFILAER rAlEREA R NRES R Extensible Stylesheet
Language Transformations (XSLT), A§EH#EERmEMER,

BIVEERI R IE R EA R IUEREES Extensible Stylesheet Language for Formatting Objects (XSL-FO) 2 FIR{EAEZ L

RIRRIRTTZER. fop EXBEELL Debian main EREEH, HATHKTE Java I2XFES. LaTeX F2XNi5EE 2% XML A
XSLT 4R%, LaTeX ZR&EEFREIL DVI, PostScript #1 PDF S48 0] 5l ENRIIE SR,

eSS mATE XA | FEEE & BR
docbook-xmI [:521 2131 | xml DocBook By XML XHFEFIE S (DTD )
RS | Y :ﬂ g :% ’

xsltproc V16, 1:116 | 149 | xslt Zi.sg AR L UBRIERS (XML~ XML, HTML, §§30F

]S

T {88 XSLT #% DocBook XML BRIEhY &= Faa ig T
docbook-xsl V:14,1:224 14998 | xml/xslt B XSL Kzt
xmlto V:2,1:33 126 xml/xslt fEH XSLT 7% XML BRI SR EReE
dbtoepub V0, I:1 71 xml/xslt DocBook XML Zl.epub &
EA == R :

dblatex Vi6, 1:22 4648 | xml/xslt 2P XSLT # Docbook FE5€88#R% DVI, PostScript,

PDF X
fop V:3, [:47 64 xml/xsl-fo #1% Docbook XML f&ZF] PDF

Table 11.8: XML T B7%%&

Bt XML 2 {Z# 5@ FHIZ5C:E S Standard Generalized Markup Language (SGML)B)—{BF 5, IR EIE SGML 1iE7H
EHTER, theEsEE XML, bl XEHNRES MR EEES Document Style Semantics and Specification Language
(DSSSL).

]i4e ATE XV | EABERE B
openjade V:3, T:44 988 dsssl ISO/IEC 10179:1996 f£%E DSSSL iRIEzs (B FHY)
{&F3 DSSSL BRI DocBook XML 2 & &8 L8,
docbook-dsssl V:2,1:34 2604 xml/dsssl B DSSSL Kt
DocBook 8T HE!, BIFEER DSSSL Ry
docbook-utils Vi1, 1:23 281 xml/dsssl EEMIL (HTML, RTF, PS, man, PDF) fY
docbook2* 5%
sgml2x V:0, I:.0 90 SGML/dsssl | SGML #l1 XML f&£f DSSSL RV RAVEEHRES

Table 11.9: DSSSL T B35

®’R
GNOME By yelp {E{E8e30 75 {ERYE #EH DocBook XML 2%, BERREAERI A

=
X
i
2
]
ik
=
ji
Y

11.2.3 XML BXHEEL

ERTENSE, (et SHERIER HTML % XML &1



https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/Extensible_Stylesheet_Language
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Formatting_Objects
https://zh.wikipedia.org/wiki/Java_(programming_language)
http://packages.debian.org/sid/docbook-xml
http://qa.debian.org/popcon.php?package=docbook-xml
http://packages.qa.debian.org/d/docbook-xml.html
http://packages.debian.org/sid/xsltproc
http://qa.debian.org/popcon.php?package=xsltproc
http://packages.qa.debian.org/x/xsltproc.html
http://packages.debian.org/sid/docbook-xsl
http://qa.debian.org/popcon.php?package=docbook-xsl
http://packages.qa.debian.org/d/docbook-xsl.html
http://packages.debian.org/sid/xmlto
http://qa.debian.org/popcon.php?package=xmlto
http://packages.qa.debian.org/x/xmlto.html
http://packages.debian.org/sid/dbtoepub
http://qa.debian.org/popcon.php?package=dbtoepub
http://packages.qa.debian.org/d/dbtoepub.html
http://packages.debian.org/sid/dblatex
http://qa.debian.org/popcon.php?package=dblatex
http://packages.qa.debian.org/d/dblatex.html
http://packages.debian.org/sid/fop
http://qa.debian.org/popcon.php?package=fop
http://packages.qa.debian.org/f/fop.html
https://zh.wikipedia.org/wiki/SGML
https://zh.wikipedia.org/wiki/Document_Style_Semantics_and_Specification_Language
https://zh.wikipedia.org/wiki/Document_Style_Semantics_and_Specification_Language
http://packages.debian.org/sid/openjade
http://qa.debian.org/popcon.php?package=openjade
http://packages.qa.debian.org/o/openjade.html
http://packages.debian.org/sid/docbook-dsssl
http://qa.debian.org/popcon.php?package=docbook-dsssl
http://packages.qa.debian.org/d/docbook-dsssl.html
http://packages.debian.org/sid/docbook-utils
http://qa.debian.org/popcon.php?package=docbook-utils
http://packages.qa.debian.org/d/docbook-utils.html
http://packages.debian.org/sid/sgml2x
http://qa.debian.org/popcon.php?package=sgml2x
http://packages.qa.debian.org/s/sgml2x.html
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/DocBook

Debian 2= F 234/ 257

eSO MITE XN | EA#ERA Bz
. I 17 MSWord ~ | f&#%#X Word #8=VE] HTML, LaTeX, HFHRAITE R
o EAHE EiReE,
texizhtml V:0, 1:10 1832 | texi— html i€ Texinfo 2] HTML FVE RS
= -
man2html V0, I:3 141 m‘ﬁﬂfﬁﬂ” 1% man FMEZ HTML EEIRE (FIE CGI)
unrtf V2, 1.4 145 rtf - html &€ RTF 21 HTML SRS
info2www V2, 1:4 156 info - html & GNU info 2] HTML FYE# 2% (X CGI)
/M . EI -
0002dbk V:0, I:1 217 | sxw—xml ;’,j.: 5O§pen0ff1ce.org SXW XZfFE] DocBook XML HI%§
A7
. WordPerfect »| WordPerfect 5.0 #1 5.1 ¥£3= 2] TeX, LaTeX, troff,
Wp2X V:0, I:0 215 oty GML %I HTML
doclifter V:0, I:0 457 troff - xml troff 2] DocBook XML FYEEIAZE

Table 11.10: XML ERHEENT B7IFER

g}HE MITE Ay | BHEER AR
: ; = TEE I
libxml2-utils | V:22,1:311 | 167 | xmlehtmle xh%ﬁ%%mtggqﬁvm wOSIIR GRslRE, B
Fta , Muix,
tidy V2, 117 83 xml o html & xh#TML B &R EFEFIEL

Table 11.11: XML E{IIENT AR

5 4E XML B9 HTML $82, {REENEIRTMIA XHTML, XHTML 2—@EMHEEER XML |18, XHTML BE5a 4
XML TEERIE.

—BEER XML £/, ERIRREHNASTS, (REEZER XSLT ZAHRIEN.

11.3 HEhR

Unix E#Y troff IR RYIZH AT&T A E]FER, sJARAMEERR, BERAREIFHRE.

Donald Knuth Z£BRH) Tex RIFFEEAMAR TE W RER EAR2E, H¥)Z2H Leslie Lamport FZEHY LaTex {E15ERA
EHP]AER T ERF A Tex BI5EAINEE,

ERESD] TE NINRE B
texIive V36, 1:65 69 (La)TeX FRRHER, TEEFNZIENE TeX 2%
groff V:6, 1:125 9362 | troff GNU troff X FIERIL RS

Table 11.12: HEhR TERIFIFR

11.3.1 roff HEhR

BE@EREL, off R Unix TEENXFRIBRZL., 2 R roff(7), groff(7), groff(1), grotty(1), troff(1), groff mdoc(7),
groff_man(7), groff_ms(7), groff_me(7), groff mm(7) #1”info groff~,

LI grof FERREEILAR  (REIN " -me” EEIESMAEERR — M NEIIEEFM, R ER"/usr/share/doc/groff/”,

BR
"groff -Tascii -me -"HiHiHH ANSI BRIBIEXF, WNRIFBAE manpage HEHFEEFZ"H 77", B
EMEAE S 6ROFF_NO_SGR=1 groff -Tascii -me -7,



http://packages.debian.org/sid/wv
http://qa.debian.org/popcon.php?package=wv
http://packages.qa.debian.org/w/wv.html
http://packages.debian.org/sid/texi2html
http://qa.debian.org/popcon.php?package=texi2html
http://packages.qa.debian.org/t/texi2html.html
http://packages.debian.org/sid/man2html
http://qa.debian.org/popcon.php?package=man2html
http://packages.qa.debian.org/m/man2html.html
http://packages.debian.org/sid/unrtf
http://qa.debian.org/popcon.php?package=unrtf
http://packages.qa.debian.org/u/unrtf.html
http://packages.debian.org/sid/info2www
http://qa.debian.org/popcon.php?package=info2www
http://packages.qa.debian.org/i/info2www.html
http://packages.debian.org/sid/ooo2dbk
http://qa.debian.org/popcon.php?package=ooo2dbk
http://packages.qa.debian.org/o/ooo2dbk.html
http://packages.debian.org/sid/wp2x
http://qa.debian.org/popcon.php?package=wp2x
http://packages.qa.debian.org/w/wp2x.html
http://packages.debian.org/sid/doclifter
http://qa.debian.org/popcon.php?package=doclifter
http://packages.qa.debian.org/d/doclifter.html
http://packages.debian.org/sid/libxml2-utils
http://qa.debian.org/popcon.php?package=libxml2-utils
http://packages.qa.debian.org/libx/libxml2-utils.html
http://packages.debian.org/sid/tidy
http://qa.debian.org/popcon.php?package=tidy
http://packages.qa.debian.org/t/tidy.html
https://zh.wikipedia.org/wiki/Troff
https://zh.wikipedia.org/wiki/TeX
https://zh.wikipedia.org/wiki/LaTeX
http://packages.debian.org/sid/texlive
http://qa.debian.org/popcon.php?package=texlive
http://packages.qa.debian.org/t/texlive.html
http://packages.debian.org/sid/groff
http://qa.debian.org/popcon.php?package=groff
http://packages.qa.debian.org/g/groff.html
https://zh.wikipedia.org/wiki/Roff
https://zh.wikipedia.org/wiki/Macro_(computer_science)
https://zh.wikipedia.org/wiki/轉義序列
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B
WMRBEBIR groff £MIIXFIERPI"H F1"_", £RA"col -b -x" RBEE,

11.3.2 TeX/LaTeX

Tex Live BREEIR 1t T £8BMY TeX R#E, texlive JTELRR TeX Live PH—E5, ERERHEN B EET.
EEEHFZ AN TeX 1 LaTeX H2EEH,

* The teTeX HOWTO: The Linux-teTeX Local Guide

 tex(1)

* latex(1)

* texdoc(1)

* texdoctk(1)

+ ”The TeXbook”, ¥EZ& Donald E. Knuth, (Addison-Wesley)

« ”LaTeX - A Document Preparation System”, {fE#& Leslie Lamport, (Addison-Wesley)

+ ”The LaTeX Companion”, fE# Goossens, Mittelbach, Samarin, (Addison-Wesley)

ERRMEAIHRIRIE, 72 SCML RIERIBEFAEEREFRIET R, lyx MEERMHA Lyx 1 texmacs FEEE

IRHtAY GNU TeXmacs #3% LaTeX 1t TIEE AT RENFTISHARIEIRIE, AMETS AL Emacs # Vim {ERHEIR
YT AR EE 23,

B 2R LEREFHE,

« TEX Live Guide - TEX Live 2007 (*/usr/share/doc/texlive-doc-base/english/texlive-en/live.html”)
(texlive-doc-base B)

+ Latex/Lyx B)—{E 5 EE$55]
« ([ LaTeX ETXERIE
« teTeX/LaTeX YAt {EE FHETES]

EXHEBE KRS, TeX BT HE, FNEBETE"/etc/texmf/texmf.cnf” NN pool YK/ (ERELIHIEHE 2 4R
#§2”/etc/texmf/texmf.d/95NonPath” ifi H #11T update-texmf(8)) R{E1E LLREIRE,

R

"The TeXbook” By TeX [RIGIEE] LA http://tug.ctan.org/tex-archive/systems/knuth/dist/tex/texbook.tex £ &, Ltk
EREDTERASZHUMENEEES. FERIEXXHFRIE 7 25 10 17538 71 HHE \input manmac
\proofmodefalse”, FArILAR tex(l) RERIBULS M, FiEZIBZBERBEIEAZE (EF Donald E. Knuth EfVEth
E) MARERR LA, BRELRAFHRAEHEERZE Tex MARFIGF !

11.3.3 E=MIIENFME

REESAMN MERE — B SEENRE LRSI FHRE.

$ man -Tps some_manpage | lpr



https://zh.wikipedia.org/wiki/TeX_Live
https://zh.wikipedia.org/wiki/TeX_Live
https://zh.wikipedia.org/wiki/TeX
https://zh.wikipedia.org/wiki/LaTeX
http://www.tldp.org/HOWTO/TeTeX-HOWTO.html
https://zh.wikipedia.org/wiki/Standard_Generalized_Markup_Language
https://zh.wikipedia.org/wiki/Lyx
https://zh.wikipedia.org/wiki/GNU_TeXmacs
https://zh.wikipedia.org/wiki/LaTeX
https://zh.wikipedia.org/wiki/WYSIWYG
https://zh.wikipedia.org/wiki/Emacs
https://zh.wikipedia.org/wiki/Vim_(text_editor)
http://www.stat.rice.edu/~helpdesk/howto/lyxguide.html
http://www-h.eng.cam.ac.uk/help/tpl/textprocessing/latex_basic/latex_basic.html
http://supportweb.cs.bham.ac.uk/documentation/LaTeX/lguide/local-guide/local-guide.html
http://tug.ctan.org/tex-archive/systems/knuth/dist/tex/texbook.tex
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KT B RITE E$Esn )
04 RITE XAV | EAsEE AR

SGML - man | {& DocBook SGML 21 roff FIIEEERSHER
docbook-to-man V1, 1:17 184

’ FHE 23

text - man e .
help2man V:1, I:10 461 E=MmE i --help I BABENERFMENTHR
info2man V:0, I:0 134 gﬁﬁig_ma“ 83 GNU info 3 POD S E M E iRz

text - man Yty —_ & —t
txt2man V0, I:1 65 EHWE B4R ASCI XFE{LAFEMERR

Table 11.13: 2 FMEMNTAEIIFR

11.3.4 BN FME

BERLL voff RANFFME (manpage ) ATEER), EEERE —LHMWEXERANRETFRE,

11.4 FJEIRIAYE R}

£ Debian R4, BIFIENRIEF}ZE PostScript FETVAY, ¥1HLIE PostScript ENZRHE, @A Unix FIEN &4 (CUPS) (£
Ghostscript R E R ECMEIEIZT.

11.4.1 Ghostscript

BRIERTENRIAE $IH91Z0 2 Ghostscript PostScript E 3288, T HESN AR Y HES

RE Artifex BI&$7 L 5% Ghostscript X2 BIAUFF I 1& AFPL €5 GPL, Il BEHMIRSHRE, EFEH THEIEY ESP
hRZABICREE, 40 CUPS 8.60 kR A,

ERES) ATE NIREL:

ghostscript V:159, 1:677 | 219 GPL Ghostscript PostScript/PDF B =23
ghostscript-x V:31,1.74 211 GPL Ghostscript PostScript/PDF B 7= g8-X Ba/R X 15
Iibpoppler72 V:18, 1:48 3268 | PDF ;B#[E (xpdf PDF FEaHIN <)
1ibpoppler-glib8) y.oq 1590 | 441 | PDFERE (R Glib =)
poppler-data V:101, 1:667 | 12219 | AKX PDF JEZ:EHRY CMaps (CJK Z1&: Adobe-*)

Table 11.14: Ghostscript PostScript B ;22871

B
"gs -h” BESHBER Ghostscript FIECE &,

11.4.2 E1{#mM{E PS 3 PDF {83

{REES{EF Ghostscript FFHY gs(1) IREHHFI{E PostScript(PS) S RI BB 41 (PDF) 1B,

-q -dNOPAUSE -dBATCH -sSDEVICE=pswrite -sOutputFile=bla.ps -f fool.ps foo2.ps
-g -dNOPAUSE -dBATCH -sDEVICE=pdfwrite -sOutputFile=bla.pdf -f fool.pdf foo2.pdf



http://packages.debian.org/sid/docbook-to-man
http://qa.debian.org/popcon.php?package=docbook-to-man
http://packages.qa.debian.org/d/docbook-to-man.html
http://packages.debian.org/sid/help2man
http://qa.debian.org/popcon.php?package=help2man
http://packages.qa.debian.org/h/help2man.html
http://packages.debian.org/sid/info2man
http://qa.debian.org/popcon.php?package=info2man
http://packages.qa.debian.org/i/info2man.html
http://packages.debian.org/sid/txt2man
http://qa.debian.org/popcon.php?package=txt2man
http://packages.qa.debian.org/t/txt2man.html
https://zh.wikipedia.org/wiki/Troff
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/PostScript
http://packages.debian.org/sid/ghostscript
http://qa.debian.org/popcon.php?package=ghostscript
http://packages.qa.debian.org/g/ghostscript.html
https://zh.wikipedia.org/wiki/Ghostscript
http://packages.debian.org/sid/ghostscript-x
http://qa.debian.org/popcon.php?package=ghostscript-x
http://packages.qa.debian.org/g/ghostscript-x.html
http://packages.debian.org/sid/libpoppler72
http://qa.debian.org/popcon.php?package=libpoppler72
http://packages.qa.debian.org/libp/libpoppler72.html
http://packages.debian.org/sid/libpoppler-glib8
http://qa.debian.org/popcon.php?package=libpoppler-glib8
http://packages.qa.debian.org/libp/libpoppler-glib8.html
http://packages.debian.org/sid/poppler-data
http://qa.debian.org/popcon.php?package=poppler-data
http://packages.qa.debian.org/p/poppler-data.html
http://zh.wikipedia.org/wiki/CJK_characters
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Portable_Document_Format
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=z
R

PDF RRERENBEFEENERNERER, E4XE LEHE —LREIMIMAIRAEIEYE T/ PS 183,

BR
HIRH SRR, psmerge(l) 1 psutils BHRVEM RS ERRIE PostScript X4 S 2EBHEMN. pdftk B/
pdftk(1) 7EEEIE PDF XHRIBHE B 2R IF Y,

11.4.3 EEFEIRIERNTAR

NTEEETENRIEHITRYIR,

]i4e mITE XA | EEEEE Bz
e ) . pdf - ps,text, | PDF TH: pdftops, pdfinfo, pdfimages,
poppler-utils V:46, 1:479 578 pdftotext, pdffonts
psutils V:9,1:173 219 ps - ps PostScript fEREIRT H
poster V:0, 1.7 49 ps - ps H PostScript ERERELEH
= =3 i g
enscript V2, 1:25 111 text — ps, #Er ASQII X2 PostScript, HTML, RTF 3§
html, rtf Pretty-Print
" {E{AISZFEN PostScript’ FIEEHEEE HtBEZHEE A
2 2, 1:24 2 . sl
azps V:2, 3620 text - ps SsEROFIENFESt
pdftk V:9, .57 3873 | pdf - pdf PDF XHFEBTHE: pdftk
html2ps V:0, I:5 249 html - ps € HTML 21 PostScript FUEBIRES
gnuhtml2Iatex | V0,11 27 html - latex | ¢ html 21 latex FJEEIREE
. B LaTeX XHFEIBEE Microsoft Word FBEXHY

latex2rtf V0, I.7 478 latex — rtf RTF &3t

e — . :
ps2eps V6, 1:107 94 DS eps 7S l;os:SCHpt 2 EPS ( Encapsulated PostScript ) FJ

Eitass
e2ps V-0, 1.0 112 text - ps B H X miE 2 BRI F & PostScript BiRas
impose+ V:0, I:1 180 ps — ps PostScript T &

. . E=RTIENF ZTEFEL, ( C, C++, Java, Pascal, Perl,
trueprint V:0, 10 138 text—ps Pike, Sh, ¥l Verilog ) 2!l PostScript, (C &85
pdf2svg V:0, I:4 26 pS — svg PDF Z[e] A BB EE R NAVEEIRES
pdftoipe V:0, I:0 61 ps - ipe X PDF 2 IPE ‘s XML 18\ HI B2

Table 11.15: ERIECTENRIE R T EFIR

11.4.4 FH CUPS %IEf]

Unix BASIENZR L (CUPS) =AY Ip(1) # Ipr(1) S EBIRE T B EEIIENE HIANEIE,
fRE] AER R 7ar < Ry —{ERIUED 3 (BRI EISHIESR,
$ 1p -n 3 -0 Collate=True filename

$ lpr -#3 -0 Collate=True filename

{REE£@I®” -0 number-up=2”,”-0 page-set=even”,”-o page-set=odd”,”-o scaling=200~”,”-0 natural-sc
EFENRWRIERE— T ERENRMIZIE, FMAMXH2 Ra<715IENFEIR,



https://zh.wikipedia.org/wiki/Portable_Document_Format
https://zh.wikipedia.org/wiki/PostScript
http://packages.debian.org/sid/poppler-utils
http://qa.debian.org/popcon.php?package=poppler-utils
http://packages.qa.debian.org/p/poppler-utils.html
http://packages.debian.org/sid/psutils
http://qa.debian.org/popcon.php?package=psutils
http://packages.qa.debian.org/p/psutils.html
http://packages.debian.org/sid/poster
http://qa.debian.org/popcon.php?package=poster
http://packages.qa.debian.org/p/poster.html
http://packages.debian.org/sid/enscript
http://qa.debian.org/popcon.php?package=enscript
http://packages.qa.debian.org/e/enscript.html
http://packages.debian.org/sid/a2ps
http://qa.debian.org/popcon.php?package=a2ps
http://packages.qa.debian.org/a/a2ps.html
http://packages.debian.org/sid/pdftk
http://qa.debian.org/popcon.php?package=pdftk
http://packages.qa.debian.org/p/pdftk.html
http://packages.debian.org/sid/html2ps
http://qa.debian.org/popcon.php?package=html2ps
http://packages.qa.debian.org/h/html2ps.html
http://packages.debian.org/sid/gnuhtml2latex
http://qa.debian.org/popcon.php?package=gnuhtml2latex
http://packages.qa.debian.org/g/gnuhtml2latex.html
http://packages.debian.org/sid/latex2rtf
http://qa.debian.org/popcon.php?package=latex2rtf
http://packages.qa.debian.org/l/latex2rtf.html
http://packages.debian.org/sid/ps2eps
http://qa.debian.org/popcon.php?package=ps2eps
http://packages.qa.debian.org/p/ps2eps.html
http://packages.debian.org/sid/e2ps
http://qa.debian.org/popcon.php?package=e2ps
http://packages.qa.debian.org/e/e2ps.html
http://packages.debian.org/sid/impose+
http://qa.debian.org/popcon.php?package=impose+
http://packages.qa.debian.org/i/impose+.html
http://packages.debian.org/sid/trueprint
http://qa.debian.org/popcon.php?package=trueprint
http://packages.qa.debian.org/t/trueprint.html
http://packages.debian.org/sid/pdf2svg
http://qa.debian.org/popcon.php?package=pdf2svg
http://packages.qa.debian.org/p/pdf2svg.html
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
http://packages.debian.org/sid/pdftoipe
http://qa.debian.org/popcon.php?package=pdftoipe
http://packages.qa.debian.org/p/pdftoipe.html
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
http://localhost:631/help/options.html
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ERESS) TR ANV | EASEE anfH
sharutils V:7,1:96 1385 s shar(1), unshar(1), uuencode(1), uudecode(1)
mpack V2, 1:24 91 MIME UmESFIRERE MIME &3 mpack(1) #0 munpack(1)
B! MIME [ B R]”application/ms-tnef”, FZI&I\
f 7,111 -tnef p
tne V.7, 98 ms-tne (E i M EE R
- T TN MRS 2 Al fE RS Es: uuencode, xxencode,
uudeview Vi0, 15 97 B BASE64, quoted printable ¥ BinHex
readpst I.1 21 PST L FRERRY Outlook PST &2 21 mbox 18 5%

Table 11.16: BENFR BB & FHEEIRAVERRE BT 5R

11.5 BN ERER

N OUENMA BRI IRERBE BLIRIE T FAVEREX,

"R
RBAHZEFiRe] ANECE (£ IMAP4 [EIARES, MBFRAEEE2FMMHE RE 4 IMAP4) BiREE (2R%E 6.7 %) 7]
PARZRICE B BB R REE R 2R,

11.5.1 EHEEREE

B4 (SMTP) EREZWIREIA 7 UERFY, TEMHIE RN 8 iIXXFEAMER Multipurpose Internet Mail Extensions
(MIME) 48FR 4855 2 R BEHBEAREN RIFNFRERBR 7 481K, (B2R%E 841 M)

IEERERAEETFAR TR mbox, E2MKIE RFC2822 (F RFC822 E ) KAIHE. 27 mbox(5) (H mutt EXEEEIEH).
HIREGNES, B8 B M E 8 15T, “Content-Transfer-Encoding: quoted-printable” il ISO-8859-1 F
HEBE ARG NREN L F W ARISA UTF-8, IR &EF 22 7& M, EA"Content -Transfer-Encoding:
quoted-printable” th2&iEH,

R AE, {E4M Content -Type: text/plain; charset=IS0-2022-JP” @& # AR RIRITXFEIE 7 (L,
BREZMNMNRAKEETRIEESHER TEM Shift-JIS REIXEG, MRBEXFEMA UTF-8 f#is, HRABHFS 8
i, £/ Basebd4 BEEN, HETMNEBS h2EUER.

ES =)
ANERARAIAE Unix ER4E R 2] BUEIE — B B %F IMAPA BR75185NAY3E Debian EFimaAfE, (Re]AEB#MITIRR
IMAP4 BRFERIGEMHERBE. (2RE 6.7 T).

IR
MRIFERAEEBHRFFEN, F—CIEEMBEZ mbox BELELF, & mutt(l) EERSINENEFIRTZTE
BRI TS SRIRE,

{Re] BA{E A procmail(1) F formail(1) 3B EFFE A S 52 FARY & — R4
F—HEMFeESaE AR B mpack EXEEELAY munpack(1) 8¢ (REEHFENTE ) KIESE MIME HEANS.

11.6 BEFERTER

T RERERENER, HENEENTAS,



http://packages.debian.org/sid/sharutils
http://qa.debian.org/popcon.php?package=sharutils
http://packages.qa.debian.org/s/sharutils.html
http://packages.debian.org/sid/mpack
http://qa.debian.org/popcon.php?package=mpack
http://packages.qa.debian.org/m/mpack.html
https://zh.wikipedia.org/wiki/MIME
http://packages.debian.org/sid/tnef
http://qa.debian.org/popcon.php?package=tnef
http://packages.qa.debian.org/t/tnef.html
https://zh.wikipedia.org/wiki/MIME
http://packages.debian.org/sid/uudeview
http://qa.debian.org/popcon.php?package=uudeview
http://packages.qa.debian.org/u/uudeview.html
https://zh.wikipedia.org/wiki/Uuencoding
https://zh.wikipedia.org/wiki/Xxencode
https://zh.wikipedia.org/wiki/Base64
https://zh.wikipedia.org/wiki/Quoted-printable
https://zh.wikipedia.org/wiki/BinHex
http://packages.debian.org/sid/readpst
http://qa.debian.org/popcon.php?package=readpst
http://packages.qa.debian.org/r/readpst.html
https://zh.wikipedia.org/wiki/Personal_Folders_(.pst)_file
https://zh.wikipedia.org/wiki/Mbox
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/MIME
http://tools.ietf.org/html/rfc2822
https://zh.wikipedia.org/wiki/Base64
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QLSO mATE NN R B
gimp Vi61,1:497 | 16421 .;;’ ®RE | onu BFEIEER
Z EE E .
imagemagick V:77,1:551 | 196 ;g’ (= B RIEER
_ _ B (ZhE y o R
graphicsmagick | V:8,1:16 4966 ;;’ (3 FRBIEEN (imagemagick JREH KA
EhAE FAHS SANE FIER GTK+ BIRImEIE /& GRiteh
: 1192 909 =T g, o
xsane V2l 119 ) PR IRH SRR T)
B (ZhFE
netpbm V:29, 1:555 | 4302 ;g’ < B TENERTE
. . o o S Windows Tt ieea (% PNG 185, X&E
icoutils V:11, 1:136 194 png cho(bltrnaq%“,E PNG H&aLEE Y, 225 EAE 2t (favicon.ico)
scribus Vi6, 1:27 19061 | PYPAVSVE! | g oiinus DTP 458838
Libreoffice-draw y.,q; 1475 | 9762 ;g’ (B | | ibreOffice HA 4GS
inkscape V:165, 1:340 | 129802 ;;’ () SVG ( Rl #k[a £ B2 ) 4miE 25
dia V:25, 1:38 3910 ;gj (= diagram editor (Gtk)
. =hg o , > - = =]
xFig V2,118 | 1791 *; (B | s@pnET, EoneRyaeesE
i i EENn R A B Es
pstoedit ve,1:226 | 666 | P/Pdf—~imaga(MbsiScript 7 PDF RS EIPTARRERYE BE AR
=) g2 (SVG)
1ibwmf-bin Vi13,1:346 | 104 g)“dowy image( dows FeigEE (AEERER) @i TE
fig2sxd V:0, I:0 149 g)* sxd( | gy XFig #83% OpenOffice.org @EIE
unpaper V:3, 117 453 image - image| ZREIE OCR BHEEMLTE
tesseract-ocr V:4,1:30 1012 | image -text | BN BEHIRZ OCR 5|ZFRE OCR B
tesseract-ocr-erg 37486 | . OCR 5[ZEH: HNEXXFH tesseract-ocr sB 5
:31 image — text g e
4030 EES
gocr Vi1, 1221 477 image - text | & OCR #RF2
ocrad Vi1, 1:6 299 image — text | %2& OCR #X§=2
eog V:90, I:315 | 11328 | B2& (Exif) | Eye of GNOME B2 B EIZ T,
gthumb V:15, 1:25 3359 | 2K (Exif) | R FE (GNOME )
geeqie V:15, 1:24 1989 | B2& (Exif) | =R GTK+ I RAES
shotwell V:20,1:194 | 6635 | & (Exif) | BB EIE2E (GNOME )
gtkam V.0, I.7 1154 | &R (Exif) | KEHSEEHE B3R 2 I es = AR B (GTK)
gphoto2 Vi1, 1:14 967 %25 (Exif) | gphoto2 REER G LI AR EEEREEEN TE
gwenview V:31,1:104 | 10871 | %% (Exif) | EIFZE2s (KDE )
kamera 1:104 748 ® R (Exif) | KDE ERVZIBEnSIaERY B FERES
digikam V:3,1:16 1832 | & (Exif) | B KDE REIRENHFBE BIEEA
exiv2 V:5, 1:64 246 ¥%R (Exif) | EXIF/IPTC TENERIE L H
exiftran V:2,1:25 71 TR (Exif) | REBREIEEER jpeg RIZN
. . BEIEMES JPEG Bk (BB EEEF) BY Exif FAEY
. . =4 i
jhead Vi1, 1:12 105 TR (Exif) BT,
exif V1, 11 236 25 (Exif) | HA/R JPEG BRI EXIF EFfFIG LI TE
exiftags V:0, I:4 288 ER (Exif) | KEANEIaMER] JPEG f2 amB) Exif 2BV E R L H
exifprobe V-0, 1:3 490 TR (Exif) | KEREER FERTEN
. VY
deraw V3,124 | 384 Eﬁ;gelg’ﬂ” RS R A MBS AR
findimagedupes | V:0,1:1 79 image — fingerpdREIME U HEER TR
ale V:0, .0 753 image - image EHEZRKIEBNREEXERNREILISFTER
imageindex V:0, I.0 144 image(Exif) - htff BN PR HIML 1H5&
outguess V0, I:2 216 jpeg,png BRI Steganographic T B
Iibrecad V:12,1:18 8039 | DXF CAD EX}#R#E25 (KDE)
o blend, TIFF, AEHEE - P
blender V4, 1:32 106599 VRML, --- FARENERY 3D 4REERS
mm3d V20, I:0 5259 gff&?’_ b #58 OpenGL #9 3D A8 RI4REE 3
open-font-design-teolkit [ o ¢ oo .. | EREMTRREHTE
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http://qa.debian.org/popcon.php?package=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/imagemagick
http://qa.debian.org/popcon.php?package=imagemagick
http://packages.qa.debian.org/i/imagemagick.html
http://packages.debian.org/sid/graphicsmagick
http://qa.debian.org/popcon.php?package=graphicsmagick
http://packages.qa.debian.org/g/graphicsmagick.html
http://packages.debian.org/sid/xsane
http://qa.debian.org/popcon.php?package=xsane
http://packages.qa.debian.org/x/xsane.html
http://packages.debian.org/sid/netpbm
http://qa.debian.org/popcon.php?package=netpbm
http://packages.qa.debian.org/n/netpbm.html
http://packages.debian.org/sid/icoutils
http://qa.debian.org/popcon.php?package=icoutils
http://packages.qa.debian.org/i/icoutils.html
https://zh.wikipedia.org/wiki/ICO_(icon_image_file_format)
https://zh.wikipedia.org/wiki/ICO_(icon_image_file_format)
https://zh.wikipedia.org/wiki/Favicon
http://packages.debian.org/sid/scribus
http://qa.debian.org/popcon.php?package=scribus
http://packages.qa.debian.org/s/scribus.html
https://zh.wikipedia.org/wiki/Scribus
http://packages.debian.org/sid/libreoffice-draw
http://qa.debian.org/popcon.php?package=libreoffice-draw
http://packages.qa.debian.org/libr/libreoffice-draw.html
http://packages.debian.org/sid/inkscape
http://qa.debian.org/popcon.php?package=inkscape
http://packages.qa.debian.org/i/inkscape.html
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
http://packages.debian.org/sid/dia
http://qa.debian.org/popcon.php?package=dia
http://packages.qa.debian.org/d/dia.html
http://packages.debian.org/sid/xfig
http://qa.debian.org/popcon.php?package=xfig
http://packages.qa.debian.org/x/xfig.html
http://packages.debian.org/sid/pstoedit
http://qa.debian.org/popcon.php?package=pstoedit
http://packages.qa.debian.org/p/pstoedit.html
http://packages.debian.org/sid/libwmf-bin
http://qa.debian.org/popcon.php?package=libwmf-bin
http://packages.qa.debian.org/libw/libwmf-bin.html
http://packages.debian.org/sid/fig2sxd
http://qa.debian.org/popcon.php?package=fig2sxd
http://packages.qa.debian.org/f/fig2sxd.html
http://packages.debian.org/sid/unpaper
http://qa.debian.org/popcon.php?package=unpaper
http://packages.qa.debian.org/u/unpaper.html
https://zh.wikipedia.org/wiki/Optical_character_recognition
http://packages.debian.org/sid/tesseract-ocr
http://qa.debian.org/popcon.php?package=tesseract-ocr
http://packages.qa.debian.org/t/tesseract-ocr.html
https://zh.wikipedia.org/wiki/Optical_character_recognition
http://packages.debian.org/sid/tesseract-ocr-eng
http://qa.debian.org/popcon.php?package=tesseract-ocr-eng
http://packages.qa.debian.org/t/tesseract-ocr-eng.html
http://packages.qa.debian.org/t/tesseract-ocr-eng.html
http://packages.debian.org/sid/gocr
http://qa.debian.org/popcon.php?package=gocr
http://packages.qa.debian.org/g/gocr.html
http://packages.debian.org/sid/ocrad
http://qa.debian.org/popcon.php?package=ocrad
http://packages.qa.debian.org/o/ocrad.html
http://packages.debian.org/sid/eog
http://qa.debian.org/popcon.php?package=eog
http://packages.qa.debian.org/e/eog.html
http://packages.debian.org/sid/gthumb
http://qa.debian.org/popcon.php?package=gthumb
http://packages.qa.debian.org/g/gthumb.html
http://packages.debian.org/sid/geeqie
http://qa.debian.org/popcon.php?package=geeqie
http://packages.qa.debian.org/g/geeqie.html
http://packages.debian.org/sid/shotwell
http://qa.debian.org/popcon.php?package=shotwell
http://packages.qa.debian.org/s/shotwell.html
http://packages.debian.org/sid/gtkam
http://qa.debian.org/popcon.php?package=gtkam
http://packages.qa.debian.org/g/gtkam.html
http://packages.debian.org/sid/gphoto2
http://qa.debian.org/popcon.php?package=gphoto2
http://packages.qa.debian.org/g/gphoto2.html
http://packages.debian.org/sid/gwenview
http://qa.debian.org/popcon.php?package=gwenview
http://packages.qa.debian.org/g/gwenview.html
http://packages.debian.org/sid/kamera
http://qa.debian.org/popcon.php?package=kamera
http://packages.qa.debian.org/k/kamera.html
http://packages.debian.org/sid/digikam
http://qa.debian.org/popcon.php?package=digikam
http://packages.qa.debian.org/d/digikam.html
http://packages.debian.org/sid/exiv2
http://qa.debian.org/popcon.php?package=exiv2
http://packages.qa.debian.org/e/exiv2.html
http://packages.debian.org/sid/exiftran
http://qa.debian.org/popcon.php?package=exiftran
http://packages.qa.debian.org/e/exiftran.html
http://packages.debian.org/sid/jhead
http://qa.debian.org/popcon.php?package=jhead
http://packages.qa.debian.org/j/jhead.html
http://packages.debian.org/sid/exif
http://qa.debian.org/popcon.php?package=exif
http://packages.qa.debian.org/e/exif.html
http://packages.debian.org/sid/exiftags
http://qa.debian.org/popcon.php?package=exiftags
http://packages.qa.debian.org/e/exiftags.html
http://packages.debian.org/sid/exifprobe
http://qa.debian.org/popcon.php?package=exifprobe
http://packages.qa.debian.org/e/exifprobe.html
http://packages.debian.org/sid/dcraw
http://qa.debian.org/popcon.php?package=dcraw
http://packages.qa.debian.org/d/dcraw.html
http://packages.debian.org/sid/findimagedupes
http://qa.debian.org/popcon.php?package=findimagedupes
http://packages.qa.debian.org/f/findimagedupes.html
http://packages.debian.org/sid/ale
http://qa.debian.org/popcon.php?package=ale
http://packages.qa.debian.org/a/ale.html
http://packages.debian.org/sid/imageindex
http://qa.debian.org/popcon.php?package=imageindex
http://packages.qa.debian.org/i/imageindex.html
http://packages.debian.org/sid/outguess
http://qa.debian.org/popcon.php?package=outguess
http://packages.qa.debian.org/o/outguess.html
https://zh.wikipedia.org/wiki/Steganography
http://packages.debian.org/sid/librecad
http://qa.debian.org/popcon.php?package=librecad
http://packages.qa.debian.org/libr/librecad.html
http://packages.debian.org/sid/blender
http://qa.debian.org/popcon.php?package=blender
http://packages.qa.debian.org/b/blender.html
http://packages.debian.org/sid/mm3d
http://qa.debian.org/popcon.php?package=mm3d
http://packages.qa.debian.org/m/mm3d.html
http://packages.debian.org/sid/open-font-design-toolkit
http://qa.debian.org/popcon.php?package=open-font-design-toolkit
http://packages.qa.debian.org/o/open-font-design-toolkit.html
http://packages.debian.org/sid/fontforge
http://qa.debian.org/popcon.php?package=fontforge
http://packages.qa.debian.org/f/fontforge.html
http://packages.debian.org/sid/xgridfit
http://qa.debian.org/popcon.php?package=xgridfit
http://packages.qa.debian.org/x/xgridfit.html
https://zh.wikipedia.org/wiki/Hinting
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N
7£ aptitude(8) (2%E% 2.2.6 T5) PHIERIRRIN~Gworks-with: :image” REMEFESHHRTE,

AR gimp(1) ERMNEBERNEEXRIEFEEAM, B1R imagemagick(1) EHEMNG S T EERIESBEEILEIER
KEFRRB AN,

BR EMERSEENERE AR RIERIER(EXIF), EEIEINRE JPEG EZREREN LINE—LxERER,
EEEMREFEWNBE. BB ENEN.

The Lempel-Ziv-Welch (LZW) IEERBESRELBHA T, A LZzw BHEA NN BR2EEMER (GIF) THRIRFER]
BAE Debian R4t EBHBEAT.

"R
eI A P R EN sk M E R BB A S IR HE B3 ER T LAZE Linux LiBi USB f#7FBEER R ITIE, EAREEBBHEKE
RERMRETHRALE BER FAT IBR A4, 28% 10.1.7 W,

11.7 ARFEFEMNEHNEIRT R

EREHSEMANRENBRINTE, £ aptitude(8) (£E% 2.2.6 77 ) BAIERIR/RIN"~Guse: :converting”” K
BRI T RYERESEL

L) mATE XV | EAER B
alien V4, I.55 166 rpm/tgz — deb | IEIMREVEREEBLEFIRZ Debian FXFEE!
: . LB EFE EHART) BRE—/ JIS X 4081
freepwing V:0, I:0 421 EB ~ EPWING 4o (EPWING V1 BT )
calibre V:8,1:38 86119 | any-EPUB | EFEERMESIE

Table 11.18: NEFEIBE MR T HEYIR

{REESDEIBUN T A& <1 RPM SR B HPIRENE M,

$ rpm2cpio file.src.rpm | cpio --extract



https://zh.wikipedia.org/wiki/Exchangeable_image_file_format
https://zh.wikipedia.org/wiki/JPEG
https://zh.wikipedia.org/wiki/Lempel-Ziv-Welch
https://zh.wikipedia.org/wiki/Graphics_Interchange_Format
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Design_rule_for_Camera_File_system
https://zh.wikipedia.org/wiki/Design_rule_for_Camera_File_system
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/alien
http://qa.debian.org/popcon.php?package=alien
http://packages.qa.debian.org/a/alien.html
http://packages.debian.org/sid/freepwing
http://qa.debian.org/popcon.php?package=freepwing
http://packages.qa.debian.org/f/freepwing.html
http://ja.wikipedia.org/wiki/JIS_X_4081
http://ja.wikipedia.org/wiki/EPWING
http://packages.debian.org/sid/calibre
http://qa.debian.org/popcon.php?package=calibre
http://packages.qa.debian.org/c/calibre.html
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Chapter 12

AmTE

B4R H — L Debian RAHPHIES

, B2 BRI ARLITENRIGS, FTEHESHIEMERIERME 2 H

FERIS 4,
ERESD) WITE XN 8
autoconf V:34,1:255 1868 | H autoconf-doc BIIEHAEY “info autoconf”
automake V:33, 1:250 1710 | B automakel.10-doc BEHEM “info automake”
bash V:848,1:999 | 5798 | H bash-doc BEHA) “info bash”
bison V:10, 1:110 2061 M bison-doc BIEHER “info bison”
cpp V:402,1:800 | 42 A cpp-doc BIERMHEAET “info cpp”
ddd V:0, I:12 3965 | Hddd-doc BRHAE “info ddd”
exuberant-ctags V:7,1:42 333 exuberant-ctags(1)
flex V9, 1:99 1174 A flex-doc BIEHER “info flex”
gawk V:402,1:506 | 2199 | H gawk-doc BIIEHE “info gawk”
gcc V:189,1:605 | 45 B gcc-doc BEREMER “info gcc”
gdb V:19, 1:133 7928 | H gdb-doc BEER “info gdb”
gettext V:66, 1:361 6496 | H gettext-doc BIIEHEEY “info gettext”
gfortran V:7,1:65 16 B gfortran-doc Bi]EHEE) “info gfortran” (Fortran 95)
fpc I:4 ﬁg fpc(1) FIE fp-docs ELEHHY huml 3T ( Pascal )
glade V1, I:10 2261 | @@ UI Builder SZ iR HAIXIE
e T e T

1ibc6 V:939. 1999 | 11065 ﬁfc%llbc doc # glibc-doc-reference IHEM “info
make V:185,1:612 | 1211 B8 make-doc BIREA “info make”
xutils-dev Vi1, 1:16 1466 | imake(1), xmkmf(1) &,
mawk V:357,1:997 | 183 mawk(1)

\ il - - - =Ry
perl V555, 1:995 | 568 ?;rl(l) CARE @ perl-doc # per1l-doc-html F2HAY html X

==

python V:617,1:987 | 624 python(1) CAZZ3@i8 python-doc BIRHAY html Xi&
tcl V:29, 1434 21 tcl(3) CAFu@iE tcl-doc BIRENFFMANFMEXH
tk V:30, 1:422 21 tk(3) A% E1B tk-doc BIIRENEFANFHEXHF
ruby V:149,1:340 | 38 ruby(1) IR &R ri BREMNREXNZEFMH
vim V:117,1:396 | 2507 | @8 vim-doc BIEEEIEERD (F1) X&E
susv2 1.0 15 W@ “E— UNIX fR& (FRA 2) 7 BB (REEXIE )
susv3 I.0 15 @ “E— UNIX fR& (FRA 3) 7 BB (RE@EXIE)

Table 12.1: EENFENRETRUEREE RIS E

L% manpages #l manpages-dev B2, FJLABIBIEST “man BRE" EEFMEFMSEER. KETGNUL



http://packages.debian.org/sid/autoconf
http://qa.debian.org/popcon.php?package=autoconf
http://packages.qa.debian.org/a/autoconf.html
http://packages.debian.org/sid/automake
http://qa.debian.org/popcon.php?package=automake
http://packages.qa.debian.org/a/automake.html
http://packages.debian.org/sid/bash
http://qa.debian.org/popcon.php?package=bash
http://packages.qa.debian.org/b/bash.html
http://packages.debian.org/sid/bison
http://qa.debian.org/popcon.php?package=bison
http://packages.qa.debian.org/b/bison.html
http://packages.debian.org/sid/cpp
http://qa.debian.org/popcon.php?package=cpp
http://packages.qa.debian.org/c/cpp.html
http://packages.debian.org/sid/ddd
http://qa.debian.org/popcon.php?package=ddd
http://packages.qa.debian.org/d/ddd.html
http://packages.debian.org/sid/exuberant-ctags
http://qa.debian.org/popcon.php?package=exuberant-ctags
http://packages.qa.debian.org/e/exuberant-ctags.html
http://packages.debian.org/sid/flex
http://qa.debian.org/popcon.php?package=flex
http://packages.qa.debian.org/f/flex.html
http://packages.debian.org/sid/gawk
http://qa.debian.org/popcon.php?package=gawk
http://packages.qa.debian.org/g/gawk.html
http://packages.debian.org/sid/gcc
http://qa.debian.org/popcon.php?package=gcc
http://packages.qa.debian.org/g/gcc.html
http://packages.debian.org/sid/gdb
http://qa.debian.org/popcon.php?package=gdb
http://packages.qa.debian.org/g/gdb.html
http://packages.debian.org/sid/gettext
http://qa.debian.org/popcon.php?package=gettext
http://packages.qa.debian.org/g/gettext.html
http://packages.debian.org/sid/gfortran
http://qa.debian.org/popcon.php?package=gfortran
http://packages.qa.debian.org/g/gfortran.html
http://packages.debian.org/sid/fpc
http://qa.debian.org/popcon.php?package=fpc
http://packages.qa.debian.org/f/fpc.html
http://packages.qa.debian.org/f/fpc.html
http://packages.debian.org/sid/glade
http://qa.debian.org/popcon.php?package=glade
http://packages.qa.debian.org/g/glade.html
http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon.php?package=libc6
http://packages.qa.debian.org/libc/libc6.html
http://packages.debian.org/sid/make
http://qa.debian.org/popcon.php?package=make
http://packages.qa.debian.org/m/make.html
http://packages.debian.org/sid/xutils-dev
http://qa.debian.org/popcon.php?package=xutils-dev
http://packages.qa.debian.org/x/xutils-dev.html
http://packages.debian.org/sid/mawk
http://qa.debian.org/popcon.php?package=mawk
http://packages.qa.debian.org/m/mawk.html
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon.php?package=perl
http://packages.qa.debian.org/p/perl.html
http://packages.debian.org/sid/python
http://qa.debian.org/popcon.php?package=python
http://packages.qa.debian.org/p/python.html
http://packages.debian.org/sid/tcl
http://qa.debian.org/popcon.php?package=tcl
http://packages.qa.debian.org/t/tcl.html
http://packages.debian.org/sid/tk
http://qa.debian.org/popcon.php?package=tk
http://packages.qa.debian.org/t/tk.html
http://packages.debian.org/sid/ruby
http://qa.debian.org/popcon.php?package=ruby
http://packages.qa.debian.org/r/ruby.html
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon.php?package=vim
http://packages.qa.debian.org/v/vim.html
http://packages.debian.org/sid/susv2
http://qa.debian.org/popcon.php?package=susv2
http://packages.qa.debian.org/s/susv2.html
http://www.unix.org/version2/
http://packages.debian.org/sid/susv3
http://qa.debian.org/popcon.php?package=susv3
http://packages.qa.debian.org/s/susv3.html
http://www.unix.org/version3/

Debian 2= F 242 | 257

BMHEBXIER 2E, TEIBET “info IEFR1E" EE2ENE, R GFDL HEMNXIEE DFSG AR T,
FRUA{RETBEEEE main BEEFE S contrib F non-free ARE F T LR EF.

o=

REM “test” (EETHTNRAETINES, B shel TARE “test” H9,

YN
@ REI MBR R IBREBRIMIEF EIEME “/usr/local” 3k “/opt” Bk, ERFINERERKIERF
1,

B
“EREN: 99 HRPEE” RYCEERGIR] AR IRIR A B IR B FEES TSI K,

12.1 Shell [z

Shell {14 RiEBEE FEBNA AT RITHXEX .
#1/bin/sh

B 1TIEERR AL M TIE (B S fFAY shell fEFEES.

SE1E shell AN RIF AR HLIEME UNIX RARWMM TIER, EEE —L shell BIZNIRTR,. BF “Shell $4
$2” (http://www.greenend.org.uk/rjk/2001/04/shell.html ), BJBA{REE:RPEE,

AN shell RERIN (2RE 1.5 HHE 1.6 17), shell IASIEHERSH. RFNBERSE.

12.1.1 POSIX shell &4

?ﬁfﬁqﬂﬂﬁﬁyﬂaﬂzﬁﬂuLﬁE“ POSIX shell (28% 1.13) R#1T. RN shell 2 “/bin/sh”, EE2E(E
& shell F2FHYEELE,

« ¥ lenny AEEZMHRLRER, ER bash(l)
« dash(1) ft squeeze SEFAIRRA

i

R 4RE BB bashisms ( bash 1, ) 5(# zshisms ( zsh 1t ) FEiEHY shell 15§$15, HERIESIBERTE POSIX shell ZEE
BB iEMN, {RAJLAEER checkbashisms(1) ¥1EEITIRE,

FH9: POSIX FEZE# A7 : bashism

if [ "$foo” = "$bar” ] ; then .. | if [ "$fo0” == "$bar” ] ; then ..
diff -u file.c.orig file.c diff -u file.c{.orig,}

mkdir /foobar /foobaz mkdir /foo{bar,baz}

funcname() { ..} function funcname() { ..}
JERIFFE: "\377” FREMFIER: \xFf”

Table 12.2: B#Y bashism £8;% 51K

£/ echo” G SMAHERE IR U TAESE, ERRIBAE shell FIMBaGmLHINE, ENERBEER,



http://www.99-bottles-of-beer.net/
https://zh.wikipedia.org/wiki/Shell_script
http://www.greenend.org.uk/rjk/2001/04/shell.html
https://zh.wikipedia.org/wiki/POSIX
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- BREMAR “-n” DOMIERRSIRIE,

- BREFRPERAERFY,

E & 1RE shell R[E,

FTERNERBA K,

==
=)

BE “-n" BIELARR POSIX &%, BEEBHREZER.

B

MRGEEERHFEPRANEBEFY, B printf”

mLEN echo” &<,

12.1.2 Shell 3|4

$374KHY shell 5| EHAZEE shell FIAEE#BAZ,

shell 5|4 =i
$0 shell B shell FE LRI R
$1 25— shell 51X
$9 58 9 & shell 5| &%
$# MESIHHE
nex" "$1 $2 $3 $4 .."
"$@II II$1II II$2" II$3II II$4" N
$? =i — R SRR EIREERS
$$ 151 shell 3525/ PID
$! RO FIARIREETE PID
Table 12.3: shell 5| &4%&
M TAREEECIENELRNSIBERM.
5IBRRIAER MR var BHCERTEHREES | IR var EEBZBHERTINEES
${var:-string} “$var” ”string”
${var:+string} ”string” “null”
${var:=string} “$var” ’string” (E#H T var=string”)
${var:?string} “$var” 7E stderr FEE R string” (EEEE)

I LB e

Table 12.4: shell 5| BIRRTIR

B EEZHER.

« B ERAEE var BREFERIESR
« BB ERAIEE var ERERFEEN, sJUAR

12.1.3 Shell {&{4:E4H

BEGSHTIRE RERE, &

. FiIN: 0 ("True”)
« 5LBY: 3E 0 ("False”)

A AR R B E A,
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SIFERER PR

${var%suffix} PBRRIAS var ZZEERY suffix Bx/NLECFRTV
${var%%suffix} [FRAIFR var Z5ERY suffix R AILECELS
${var#prefix} RFRGIRS var FHSERY prefix sr/V\LECIRTV
${var##prefix} THBRAIAY var BHGERY prefix R AITECIR L,

Table 12.5: EEHY shell 5|81 1R7IR

=z
EE

"0" £ shel IRFFEIIPHIZRRE True”, AM0" f£ C R FEAHHISZHER False”,

==
=)

"[7 IR test S RFEN, EFHMERE"]" ZERISIBRIER—ERMGRTRIN.

MTFARREECIBHNER REFEE.

« ’<command> && <if_success_run_this_command_too> || true”
« ”’<command> || <if_not_success_run_this_command_too> || true”

« TFAMRRZSTIRSEBAER

if [ <conditional_expression> ]; then
<if_success_run_this_command>

else
<if_not_success_run_this_command>

fi

BERERN “|| true” BEEM, EFRIUREEE shell IHSWBERNMERT “-e” BIEMRILUAEEZKT
BIMIRH,

TR 1R O] & 85 B P 35 B IR 14

-e <file> <file> T#7£

-d <file> <file> FEN HE —EE &

-f <file> <file> FEM HR —BEEEER

-w <file> <file> FENLHTS

-X <file> <file> TFFEN BRI H1T

<filel> -nt <file2> <file1> 2&EE <file2> F

<filel> -ot <file2> <file1> 2&LEL <file2> &

<filel> -ef <file2> <file1> #0 <file2> R FERIFVEEE £ H BRI inode 4w5%

Table 12.6: TEIRHRR N PIEITIERLLE
BRI RERGERRATSE-eq”, "-ne”, ”-1t”, ”-1le”, -gt” ¥1”-ge”,
12.1.4 shell \2&

BB B %FETTAR POSIX shell FUIEEFZ X,

« ”for x in fool foo2 ..; do command ; done”,:ZEEEE fool foo2 ..” B FEE”x” LT command”
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B IR [B] 85 B P £ B IR

-z <str> <str> By

-n <str> <str> RENAE

<strl> = <str2> <str1> 0 <str2> 10

<stri> != <str2> <str1> Fl <str2> NEZH

<strl> < <str2> <str1> HESITE <s2> Z /1 (BURIREESIRIR )
<strl> > <str2> <strl> HEATE <su2> 278 (BURIREESIRIR)

Table 12.7: TEIRFRRINPEITF ALK

+ "while condition ; do command ; done”, E”condition” ZERF,

« ”until condition ; do command ; E”condition” A{ERAF,

« “break” RJLAFRKIRHITME,
« >continue” R]AFZREFHFHEA T —KEE,

done”,

EEEHIT command”,
EEEHIT command”,

RBR
C EEESHMIEEIENPTUAA seq(l) BIRRER"fool foo2 ...%

BR
28% 939 T,

12.1.5 shell &< 7HERIE

B
shell KRELA R IIBYIER R ERIE —(EFE S5,

+ shell FEEX—1T,

- NRZITESE". % '..",
AR —(E4EBETT ) .

« shel BB T I AXAFITHIEEE D 7 BRE 28 (tokens ) ,

BHFJT: < Tt > <tab> < BTHF >

FIiT: | ; & ()

« shell EH@EES—EAM ".." 3L ' ..

dl Hi

<

. B9 token Y REFRAEEHTTA.

- {REB¥F: if then elif else fi for in while unless do done case esac
- shell BBAARAIRR 7.." 3% ' ... " B8 RIE,
« shell RBEAAIRL 7" 3 7. .. " HRYIKIRER,

- BRIERAENHRB R
- "~<user>” -, <user> HWERB %

o shell AR ...  FH LHERABENE.
— #8): "$PARAMETER” E{”${PARAMETER}”

o shell REANAIRR /... I HSEIR,

9 __9

shell ¥1EZITE BN EITHEIES —(E1Z:% (one token ) ( FE5i:

one token 527§ shell



https://zh.wikipedia.org/wiki/C_(programming_language)
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- »$( command )” - “command” Y%L
— ”command” AY#

— 7" command °”

* shell AFAAIRE 7" 8% " ... " FIHY glob BB LENIER,

- * L EEFET
-? - —EFwT

- [.] - FEEGRR. REFTT

« shell it FHIEFEER L ALHIT,

- BRER
- NS

— “$PATH” FRITT#ITIESE

« shell BIfEF—17, EIHXBEEIEFHEERXETEE,

L35 RPRIEESIREIZB MR,
7E shell AT “set -x” ZfEFA “-x" BIERYED shell JUAGE shell BERHFIBEHITHR S, EHIRBERRRBIEETH

(Ed:DR

12.1.6 F3i? shell I§$ B ERER

37 (£1REY shell F2I07E Debian R4 LEFTREMMBBRIBEN, (RERRER YENRECMREHRNERED.

- ”aptitude search ~E”, It HERERER,

- dpkg -L <package_name> |grep ’'/man/man.*/’”, %l <package_name> X2 EFTIR A man FH,

0Ee MITE IR B
coreutils V:886,1:999 | 15016 | GNU ¥ LE
debianutils V:938,1:999 | 213 1R Debian N&fE T EH
bsdmainutils V:864, 1:998 | 586 KB FreeBSD EZ T EHES
bsdutils V:860, 1:999 | 255 KH 4.4BSD-Lite NERE T E
moreutils V4, 1:22 201 EEYMHY Unix TH
Table 12.8: @& FHHR shell }5<$1ERY/ N B FEAIENAVERFER

B
f&E moreutils BJREARTETE Debian Z4b, EERH T —LEEBM/NER, RESTIEN—ER sponge(8), B
IBEEFRVERE, TEEBTHA,

12.1.7 shell IESIEEEEHIR

—{ERGEHY shell FZBIERENER, echo Fll read fsSHEEMERD MR, (RO ERAHERELNSREFEENM.



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon.php?package=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/debianutils
http://qa.debian.org/popcon.php?package=debianutils
http://packages.qa.debian.org/d/debianutils.html
http://packages.debian.org/sid/bsdmainutils
http://qa.debian.org/popcon.php?package=bsdmainutils
http://packages.qa.debian.org/b/bsdmainutils.html
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon.php?package=bsdutils
http://packages.qa.debian.org/b/bsdutils.html
http://packages.debian.org/sid/moreutils
http://qa.debian.org/popcon.php?package=moreutils
http://packages.qa.debian.org/m/moreutils.html
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RS0 ITE XNV ] EREA
x11-utils V:247,1:635 | 637 xmessage(1): E£—EfRE PR —IFRMEREER (X)
whiptail V:425,1:996 | 69 & shell ELBHREREABE K FRIEEES IR (newt)
dialog V:21,1:138 1119 | {& shell IS WBPRERERAE KIFIVEEES R (ncurses )
zenity V:99, [:411 364 1€ shell 35 PEERERZ ¥ ¢ (gtk2.0)
BN =Z i i N ﬂ F n

ssft V0, 10 75 Egl;‘lél)?a S1ERIIR L E (zenity, kdialog, and 758 gettext #7 dialog

i\
gettext V:66, 1:361 6496 “/usr/bin/gettext.sh”: ENzE&:N

Table 12.9: FARENEEZEXIIR

12.1.8 zenity £ shell 5% 1530

TEHE—EMEMNIESHE, T8 dvdisaster(1) B3 7454 RS02 #H7E B HIMT 1SO MR1I%,

#!/bin/sh -e
# gmkrs02 :
#set -x
error_exit()
{
echo "$1" >&2
exit 1
}
# Initialize variables
DATA_ISO="$HOME/Desktop/iso-$$.img”
LABEL=$(date +%Y%m%d -%H%M%S -%Z)
if [ $# 1= 0 ] & [ -d "$1” ]; then
DATA_SRC="$1"
else
# Select directory for creating ISO image from folder on desktop
DATA_SRC=$(zenity --file-selection --directory \
--title="Select the directory tree root to create ISO image”) \
|| error_exit "Exit on directory selection”
fi
# Check size of archive
xterm -T “Check size $DATA_SRC” -e du -s $DATA_SRC/*
SIZE=$(($(du -s $DATA_SRC | awk ’"{print $13}’)/1024))
if [ $SIZE -le 520 ] ; then
zenity --info --title="Dvdisaster RS02” --width 640 --height 400 \
--text="The data size is good for CD backup:\\n $SIZE MB”
elif [ $SIZE -le 3500 ]; then
zenity --info --title="Dvdisaster RS02” --width 640 --height 400 \
--text="The data size is good for DVD backup :\\n $SIZE MB”
else
zenity --info --title="Dvdisaster RS02” --width 640 --height 400 \
--text="The data size is too big to backup : $SIZE MB”
error_exit "The data size is too big to backup :\\n $SIZE MB”
fi
# only xterm is sure to have working -e option
# Create raw ISO image
rm -f "$DATA_ISO” || true
xterm -T ”“genisoimage $DATA_IS0” \
-e genisoimage -r -J -V ”"$LABEL” -o "$DATA_IS0” "$DATA_SRC”
# Create RS02 supplemental redundancy
xterm -T “dvdisaster $DATA_ISO” -e dvdisaster -i "$DATA_ISO0” -mRS02 -c
zenity --info --title="Dvdisaster RS02” --width 640 --height 400 \
--text="IS0/RS02 data ($SIZE MB) \\n created at: $DATA_IS0”
# EOF

REJRER BT REEY —ERNENEE, EPMHSREREM “/usr/local/bin/gmkrse2 %d” BIFE,

Copyright (C) 2007 Osamu Aoki <osamu@debian.org>, Public Domain



http://packages.debian.org/sid/x11-utils
http://qa.debian.org/popcon.php?package=x11-utils
http://packages.qa.debian.org/x/x11-utils.html
http://packages.debian.org/sid/whiptail
http://qa.debian.org/popcon.php?package=whiptail
http://packages.qa.debian.org/w/whiptail.html
http://packages.debian.org/sid/dialog
http://qa.debian.org/popcon.php?package=dialog
http://packages.qa.debian.org/d/dialog.html
http://packages.debian.org/sid/zenity
http://qa.debian.org/popcon.php?package=zenity
http://packages.qa.debian.org/z/zenity.html
http://packages.debian.org/sid/ssft
http://qa.debian.org/popcon.php?package=ssft
http://packages.qa.debian.org/s/ssft.html
http://packages.debian.org/sid/gettext
http://qa.debian.org/popcon.php?package=gettext
http://packages.qa.debian.org/g/gettext.html
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12.2 make

Make B —{E#EEENEN TR, —B#H1T make(1), make EEEVRAIER Makefile, B EXBFERWIIENRIE,
MRBIRERKBEBEREZEE TNE, ﬁBl‘z‘ﬁiﬁ%‘E?ﬁEf“ﬁ%, HEBRERIEE, PEELEREN RS
EIRFEEE,

HRAERIFEZWN T AR,

Bif: [1EERfE=R ...]
[TAB] @<l

[TAB] -@n<2 # ZBBSSHER
[TAB] @&<3 # ZAIL[OIRE

EREEK”[TAB]” 2—fE TAB 2XVi8, B—1TEEITEHERUKRSH shell 212, EITRER"\” REBILIESE,
ERA”$$” WA"S$” ﬂi?ﬁ shell f§ S IBRIVIRIZTEEE,
BiRIRAERIER ] OEIBRIVRAIAEE, F190, S0TFATR,

%.0: %.c header.h

S, BIERS T T (RECHTRINE—E), "% TrailEERn B EERtIE—EESnT S,
BB RE R ER % RERICFIE SR B R R B,

HENEH [E

$@ EEL

$< ElEEEES

$? AR MAERITE R

$” PrEHERETES

$* BRRRF, §* BRIER % LECHES

Table 12.10: BENEEHITIR

EREREN AR

fool := bar —RERREHR
foo2 = bar EEBARERF
foo3 += bar IZh0

Table 12.11: EIBRZEHRITIR

#iT'make -p -f/dev/null” i< RIgMRAEREENLRIARAL,

123 C

fRe]BAEIR RO AR E B EMIRIERMEZER C 2B SHEENEL.

# apt-get install glibc-doc manpages-dev libc6-dev gcc build-essential

libc6-dev X828, BIGNUCE, RM#T CIREE, EEAT C BAESHERNRERERMELE,
S2EZEMUT.

« “info libc” (C ERRZE)

« gce(1) 0 “info gec”

+ each_C_library_function_name(3)

.\.E_\_"

« Kernighan & Ritchie, “C f2xVi&515E5", % _hR ( Prentice Hall )



https://zh.wikipedia.org/wiki/Make_(software)
https://zh.wikipedia.org/wiki/C_(programming_language)
https://zh.wikipedia.org/wiki/C_standard_library
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12.3.1 F§ER C #2x{ (gee)

—(ERGERFIF “example.c” FILAEBIITARF “libm” E—E4mERTTHNITIERXN “run_example”,

$ cat > example.c << EOF
#include <stdio.h>
#include <math.h>
#include <string.h>

int main(int argc, char **argv, char **envp){
double x;
char y[11];
x=sqrt(argc+7.5);
strncpy(y, argv[0], 10); /* prevent buffer overflow */
y[10] = '\0’; /* fill to make sure string ends with ’'\@’ */
printf(”%5i, %5.3f, %10s, %10s\n”, argc, x, y, argv[1]);
return 0O,

X
EOF

$ gcc -Wall -g -o run_example example.c -1m
$ ./run_example
1, 2.915, ./run_exam, (null)
$ ./run_example 1234567890qwerty
2, 3.082, ./run_exam, 1234567890qwerty

&7 {ER sqrt(3), WAER “-1m” EAERE 1ibce BEEEAIE “/usr/1ib/libm. so”, BRMIEERAML “/1ib/”,
225 “libm.so.6”, ERIEM “libm-2.7.s0” H—{EELS,
FE-THENFNRE—ER., BMEEET “%10s”, BXEBLET 10 BF T,

FEAREERMENIBETIERIZFERR, LI sprintf(3) F strepy(3), BAREEEA, 2AMLIREGRALREMEL
T ErEAIRRE, 551 snprintf(3) 1 strncpy(3) ZREK.

12.4 [RiE
RERTERAPREEN LD, FEEEERBIEDNESEA Debian FERAEIR, eI EEEMNERRS.

12.4.1 EAH) gdb FERAGHES

Debian F/RIGHIEEETZNR gdb(1), ERERRERNMITHRHEIGE I,

RmIFIERA TR REE gdb REABRIED.

# apt-get install gdb gdb-doc build-essential devscripts

gdb MEFRIZRIZER~info gdb” RIAELE LA LAY EMmt S HE, STFREA gdb() > 1B T -9 EIaMRwE
OB SR L PREEE L

$ gdb program

(gdb) b 1 y EE— (TR
(gdb) run args § | ETIER
(gdb) next # MITTF—8
(gdb) step » BHEA

(gdb) p parm # BIED parm (A
(gdb) p parm=12 » EERS 12

(gdb) quit



https://zh.wikipedia.org/wiki/Debugger
http://www.unknownroad.com/rtfm/gdbtut/gdbtoc.html
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R
72 gdb(1) AR ERREMRAERS. Tab IEZREMIRTE shell —#RERBELIE,

12.4.2 [4$E Debian #5268

E7E Debian R4 LFERFIBEREMN T EMBIENHEREEN, EXSHNREFRELCREERNRESPEIKR
T. AT HER gdb(1) BREE Debian EREEEL, HHEIER *-dbg EXEEEIK * -dbgsym REBEZEWEE (FIU1 1ibce FE
%4 1ibc6-dbg, coreutils FEELH coreutils-dbgsym),

SIS EAZIRMAEER *-dbg BREEE, THEMERIIEE —#2, EIEMIE Debian main {8RE, HINIAVEEEE,
EEM4m:Es, SEEEES *-dbgsym BREEE, IPLEFREBEREE BN HIBILIE debian-debug 1ERE. ES B2
5 Debian Wiki 34 .

MR —EFEZHIRENREEEIBIRMEE *-dbg RIERK *-dbgsym MR, REZRUNTARHKRREBISHER
I BEEE,

$ mkdir /path/new ; cd /path/new

sudo apt-get update

sudo apt-get dist-upgrade

sudo apt-get install fakeroot devscripts build-essential

sudo apt-get build-dep source_package_name

apt-get source package_name

cd package_name*

R R R T

BFIELL bug,

RS BLREBAR AR ERIE T Debian AR ER, FINEENRECFENIIEERAELEN +debugl” FE, WTF
PR R AR =R B TR EREELN ~prel” FE,

$ dch -i

AN R R sl R R S B IR EE AT IR AV ERBE EL,

$ export DEB_BUILD_OPTIONS=nostrip,noopt
$ debuild

$cd ..

$ sudo debi package_name*.changes

MEEZRENEENBRE B EARRE EMHIMRHRER T CFLAGS=-g -Wall” &I,

12.4.3 JESENE
SARREEIFR TR EMRSE, B bug BEM ARIEE R ERENEE,
0T TR BB T I BU S AR E 3T,
. 7E gdb(1) PEITIER,
- EHEE,
— EEEFEFREZ gdb 2R,

« £ gdb BRFFEBA DL,

RV IR TR gdb IRIBIITRY, MRERRE, RATIET Ctrl-C RAEFRIURENS gdb RR1F,



http://debug.mirrors.debian.org/debian-debug
https://wiki.debian.org/DebianKernel
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N

BE, MEEIHEERE—1THESZTE malloc()” 5’g_malloc()”. EiEEHIRMIEHE, FIEBREIES
ERAN, HA-—EEREMN—(ABER ERRTIRITEEZESMALLOC_CHECK_ " B9{E%S 2 (malloc(3)). fRE] @@
THENAXERIT gdb BFRE.

$ MALLOC_CHECK_=2 gdb hello

12.4.4 5P gdb &<

B w2 ARER
(gdb) thread apply all bt FBEZHITEENIFIBRITERERE
(gdb) bt full IERE R ERR SR ERN

(gdb) thread apply all bt full M EpEE— R FEPEEFSE

ggdb) thread apply all bt full | eman o mEipmpomemstiz N, MR ERFEmMIES

(gdb) set logging on 1€ gdb FIEEEETESR FERAIZ gdb. txt”)

Table 12.12: 5P gdb AL TR

12.4.5 FREAEE X HHRERVERRR

MR —{E GNOME 21\ previewl 2T —fE X $5:R, BEEBR — IR TEERNE.
‘previewl’ FEIHIR X REZRREHER.

MRBISIEFI, (RE]UERERITIERNAIBEHRI £ - -sync” BIE, I BE"gdk_x_error” R EERE FEIRIE

SEmE,

12.4.6 REEMKEM

RN T AR GER 1dd(1) R¥% H 2RI EE MR R 1,

$ 1ldd /bin/1s
librt.so.1 => /lib/librt.so.1 (0x4001e000)
libc.so0.6 => /lib/libc.so.6 (0x40030000)
libpthread.so0.0 => /lib/libpthread.so0.0 (0x40153000)
/1ib/1d-1inux.so0.2 => /1lib/1d-1inux.so0.2 (0x40000000)

E % 1s(1) #1T7E “chroot'ed ERIE, DA LRIEETE “chroot'ed ERIFHWAZEZ ] FAAY,
2R% 936 1,

12.4.7 TEEHFREITE

Debian EHB—LEr] B IEE ARG TE,

12.4.8 SFREFEANEDIT LA

T RXEM lint BIFFREFR B T LA,



https://zh.wikipedia.org/wiki/Lint_programming_tool
https://zh.wikipedia.org/wiki/List_of_tools_for_static_code_analysis
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ERESD) TE P NINELE

libc6-dev V:284,1:618 | 17379 | mtrace(1): FR#8 glibc FHAY malloc

valgrind V:8, 1:55 72070 | CIERSIRSEIE VAN T es

kmtrace V:0,1:16 351 f&F glibc’s matrace(1) B KDE &R/ RImEHt 28
alleyoop V-0, I:1 655 Valgrind ;C1Ef2ig & L E Y GNOME Rilim
electric-fence | Vi0,L5 70 malloc(e) {BEBFETV

Ieaktracer V0, 1.2 56 C++ TEVAC B iE R BE IR Tt o

Iibdmalloc5s V:0, I:3 360 IR EE N ECERREE

Table 12.13: sEiE 8 M ImIEE T EMTIR

ERESO) TE XV | EREA

splint V0, 4 2239 | FRERECEXbgIE

flawfinder V:0, 1.0 175 BB C/C++ [RIREH ST E MmN LE

perl V:555,1:995 | 568 = EReF REFE DU RS R HI : B::Lint(3perl)
pylint V6, 1:16 988 Python T2 T\ iGRE RElE &5 28

weblint-perl V0, I:2 36 FAiS HTML BY/N\ISRIRE Al E RS

IinkIlint V-0, I:1 343 REN B EE T ERESIRE SR
IibxmI2-utils V22, I:311 167 fEH xmllint(1) 2RFRE XML &=

Table 12.14: BREEXBIHT TEMNIIR

12.4.9 RE4HR _EMHIFEN

R CAfE A R EAY 75 = iB3B objdump(l) & 4R — EMIHIFE RS,
$ objdump -m 1386 -b binary -D /usr/lib/grub/x86_64-pc/stagel

=z
IE=N

gdb(1) FTLARRE &R EHRIZNE,

12.5 Flex —{EE AT Lex

Flex 8% Lex BYRIEFEE D HTIZNERL R,
BJBAEA “info flex” 1817 flex(1) BIEFZ,

TEERM|MBEEH main()” f»yywrap()”. BRI, REY flex XX, BEREGEEDN, FENRESLAEFE, =
A& yywrap” 2—EELE, "%option main” [BIE3TEE T”%0option noyywrap”.

%option main
%%
.|\n ECHO ;

%%

B —FERHE, EIR cc(l) LR, RAIMERREEELREIE, 7-1F17, (BREA”-11” A9 AT&T-Lex ). 7£1E
fEERT, R"EZ %option”.

12.6 Bison —{E&EFHY Yacc

7£ Debian ¥, BEEERIZEIR M YacclBERIBIMEIERY LR ##4T 5L LALR SRATAYER RS,



http://packages.debian.org/sid/libc6-dev
http://qa.debian.org/popcon.php?package=libc6-dev
http://packages.qa.debian.org/libc/libc6-dev.html
http://packages.debian.org/sid/valgrind
http://qa.debian.org/popcon.php?package=valgrind
http://packages.qa.debian.org/v/valgrind.html
http://packages.debian.org/sid/kmtrace
http://qa.debian.org/popcon.php?package=kmtrace
http://packages.qa.debian.org/k/kmtrace.html
http://packages.debian.org/sid/alleyoop
http://qa.debian.org/popcon.php?package=alleyoop
http://packages.qa.debian.org/a/alleyoop.html
http://packages.debian.org/sid/electric-fence
http://qa.debian.org/popcon.php?package=electric-fence
http://packages.qa.debian.org/e/electric-fence.html
http://packages.debian.org/sid/leaktracer
http://qa.debian.org/popcon.php?package=leaktracer
http://packages.qa.debian.org/l/leaktracer.html
http://packages.debian.org/sid/libdmalloc5
http://qa.debian.org/popcon.php?package=libdmalloc5
http://packages.qa.debian.org/libd/libdmalloc5.html
http://packages.debian.org/sid/splint
http://qa.debian.org/popcon.php?package=splint
http://packages.qa.debian.org/s/splint.html
http://packages.debian.org/sid/flawfinder
http://qa.debian.org/popcon.php?package=flawfinder
http://packages.qa.debian.org/f/flawfinder.html
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon.php?package=perl
http://packages.qa.debian.org/p/perl.html
http://packages.debian.org/sid/pylint
http://qa.debian.org/popcon.php?package=pylint
http://packages.qa.debian.org/p/pylint.html
http://packages.debian.org/sid/weblint-perl
http://qa.debian.org/popcon.php?package=weblint-perl
http://packages.qa.debian.org/w/weblint-perl.html
http://packages.debian.org/sid/linklint
http://qa.debian.org/popcon.php?package=linklint
http://packages.qa.debian.org/l/linklint.html
http://packages.debian.org/sid/libxml2-utils
http://qa.debian.org/popcon.php?package=libxml2-utils
http://packages.qa.debian.org/libx/libxml2-utils.html
https://zh.wikipedia.org/wiki/Flex_lexical_analyser
https://zh.wikipedia.org/wiki/Lex_programming_tool
https://zh.wikipedia.org/wiki/Lexical_analysis
https://zh.wikipedia.org/wiki/Yacc
https://zh.wikipedia.org/wiki/LR_parser
https://zh.wikipedia.org/wiki/LALR_parser
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]iFe ITE KA | FREA

bison V:10, 1:110 2061 | GNU LALR f#EMfres Rk 28

byacc V0, I.7 160 {A52 A ( Berkeley ) LALR f##fr2s £ h} 28
btyacc V:0, I:0 207 Ehf byacc FIEAREIT £ ER

Table 12.15: 82 Yacc 19 LALR RTS8 4 pY 28715R

BILAMEA “info bison” 1%48 bison(1) BIEFE,

FEERHBME I main()” M yyerror (). &, Flex I AY"main()” MEAU”yyparse()”, & XM
Tryylex()”.

%%

%%

12.7 Autoconf

autoconf B — 2RI EENEMIIEFRRISEEE shell IELWHBHI TR, NERERATE GNU BERAMKIISTERE Unix R
.

autoconf(1) £ EIES1E “configure” ., “configure” {EM “Makefile.in” BRBEE LM —EBETEMN
“Makefile”,

12.7.1 #mrEAiZEEFEL
oM
I drm)

Debian AE71E”/usr/local” 8¢ /opt” BERFEIUIER, NRMFEERIAEREZIE, IBEEX%2”/usr/local/”
BHigz T, AAELAEREE Debian,

$ cd src

$ ./configure --prefix=/usr/local

$ make

$ make install # E— T RIEERTEIRK L

LREZFFHEANEER, IRTEBERRER,

12.7.2 fERREREN

MRIFBEFRERISIL H EfEA autoconf(1)/automake(l), YNRIREELFMEBERLEERGE, MITU TGS RERETR
W

$ ./configure "all-of-the-options-you-gave-it”

# make uninstall

&, MR+ HEELEIEFIDIEREMIET/usr/local/” T HEEZHEEENERRA, (RelLAEBIN T
nnv*zﬁl‘?bﬁﬁﬁﬁ’]l’ﬂﬁo

# find /usr/local -type f -print® | xargs -0 rm -f

MNRMFAEEEREZTEDR THE, ReJUEEER checkinstall EREEE AT checkinstall(8), EASE IR —(ES
W RRPR T AL BRI, IR7E, ©EXBENSHE “-D” ZBIEM Debian #RE



http://packages.debian.org/sid/bison
http://qa.debian.org/popcon.php?package=bison
http://packages.qa.debian.org/b/bison.html
https://zh.wikipedia.org/wiki/GNU_bison
http://packages.debian.org/sid/byacc
http://qa.debian.org/popcon.php?package=byacc
http://packages.qa.debian.org/b/byacc.html
http://packages.debian.org/sid/btyacc
http://qa.debian.org/popcon.php?package=btyacc
http://packages.qa.debian.org/b/btyacc.html
https://zh.wikipedia.org/wiki/Autoconf
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12.8 Perl ;515 1EREIT

HESAMEAT] AWK FELHSERRT LAEIE a2p(1) EHHARY Perl, {BEITH AWK IBSBRIFERFENIBIRNAEITH Perl IS,
FERFIREE THIEE AWK 5B,
awk ' ($2=="1957") { print $3 }' |

BEERTINEE—1T.
perl -ne '@f=split; if ($f[1] eq ”"1957") { print "$f[2]\n"}’ |

perl -ne ’if ((@f=split)[1] eq ”1957”) { print "$f[2]\n”}’ |
perl -ne ’'@f=split; print $f[2] if ( $f[1]==1957 )’ |

perl -lane ’print $F[2] if $F[1] eq "1957"' |

perl -lane 'print$F[2]if$F[1]eq+1957" |

RE—(EHEMEER, ERLT FEIIHANSLE Perl B4,

- SRRAWREIE,

- FERBFIFHENEHER,

FZMaS7)EIBZ2 R perlrun(l), BEFEREITH Perl $5LH5, BILAER Perl Golf,

12.9 Web

BEANENREEENHE =T B0 T 75AHI1F,

- 2RGBERERENZE HTML 2=,
- AL EHEREFEARSIOBESEE web ARSI EXTHERIBSIBAI TS URL FHZ—,

- ”http://www.foo.dom/cgi-bin/program.pl?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”

— ”http://www.foo.dom/cgi-bin/program.py?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”

- 7http://www.foo.dom/program.php?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”
- 7£ URL #HE"%nn” ZfEA—{E 16 EAIHIFTH nn BERE

- IRIBEEEETES: "QUERY_STRING="VAR1=VAL1 VAR2=VAL2 VAR3=VAL3"”.
* Web fAlfRES LAICGIFEX (Rl —{@”program. *”) FEHITEF, EPE{EFA"$SQUERY_STRING” IRIFEE.
- CGI #2x{fY stdout {EiXRIRIERE, (FRATENNIENRE web EEHER.
HRE2EE, RFFAEECRBREMENT CGI 5| BAVFE. 7£ Perl 1 Python FHEIZHRIIRAEFIAER. PHP RES
BLLEINEE. EREEEPIRE AR, RI{EAHTTP cookies . BB ERIERPIRE NS, 8% (@ AJavascript.
EZE, 28R BRARBESRENME, Apache BREEEEE, M JavaScript.

EIETERIE 8 b hEs A http://www.google.com/search?hl=en&ie=UTF-8&q=CGI+tutorial F ] BA7E Google Li2% “CGI
tutorial”, ERTE Google 3] iREE L#&18 CGI IBSRBIITRITF F5i%,



https://zh.wikipedia.org/wiki/AWK
https://zh.wikipedia.org/wiki/Perl
http://perlgolf.sourceforge.net
https://zh.wikipedia.org/wiki/HTML
https://zh.wikipedia.org/wiki/Uniform_Resource_Locator
https://zh.wikipedia.org/wiki/Common_Gateway_Interface
https://zh.wikipedia.org/wiki/PHP
https://zh.wikipedia.org/wiki/HTTP_cookie
https://zh.wikipedia.org/wiki/JavaScript
https://zh.wikipedia.org/wiki/Common_Gateway_Interface
https://zh.wikipedia.org/wiki/Apache軟件基金會
https://zh.wikipedia.org/wiki/JavaScript
http://www.google.com/search?hl=enamp;ie=UTF-8amp;q=CGI+tutorial
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L] ATE XV | BAERE anBH
perl V:555, 1:995 | 568 AWK - PERL| fE[RIEFEHE AWK B2 PERL: a2p(1)
f2c V:0, I:8 433 FORTRAN -, ¢ JEJRI5757E FORTRAN 77 B3R} C/C++: f2c(1)
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